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Texnuveckue TpedGoBaHMS

Tpebosanus, npeovagiaemvle K  naam@opme  peazupoeanusi - Ha
Kubepunyuoenmol.

[Inatrpopma nomkHA UMETh cepTUGUKAT COOTBETCTBUSI TpeOoBaHusiMm TP
2013/027/BY. Ilnardopma noKHA KMETH BO3MOKHOCTh Pa3BePTHIBAHUS HA CIEAYIOIMINX
OTIEPAIIMOHHBIX CUCTEMAX:

— CentOS;

— RedHat Enterprise Linux;
— Oracle Linux;

— Ubuntu;

— Debian;

— Astra Linux.

Joctyn k QyHKUMOHATY TUIaTGOPMBI JOJDKEH OCYIIECTBISATHCS uepe3 BeO-
UHTEpPENC HA PYCCKOM M AHTJIMACKOM S3bIKaX C BO3MOXKHOCTSIMU HM3MEHEHUS TEMBbI
odopmiteHHs (IIBETOBOM CXEMBI).

Pasrpannuenue nocryna B miar@opme A0IKHO OCHOBBIBATHCS HA POJIEBON MOJIEIH.
Ponu nomkHbI OBITH KaK IPETHACTPOCHHBIE, TAK K KACTOMU3UPYEMEIE.

[TnaTtdopma nomkHa uMeTh (YHKIMOHAT PE3EPBUPOBAHHUS B pexumax Active-
Passive nnu Active-Active.

B mnatdopme 10mKHO OBITH peai30BaHO KypHATUPOBAHUE U3MEHEHUN 00BEKTOB,
UCXOJIANITUX KaK OT MOJb30BaTelNe, TaK U OT IJIaT(HOPMBI.

B mnargopme nomxHa OBITH peanu3oBaHa MOJJAEPKKAa pabdOThl B PEXUME
MYJIbTHAPEHIHOCTH.

B mnardpopme nomkHa OBITH peanu3oBaHa BO3MOXHOCTb IKCIOPTA CIIEAYIOIIMX
JAHHBIX: CBEJCHUA 00 aKTHBax, JIAHHBIX 00 YSI3BUMOCTSX, JAHHBIX 00 MHIUACHTAX,
CBEIEHUH 110 3aJaYaM.

[InaTtdopma mOMKHA OCYHIECTBIATH JIOTUPOBAHUE COOBITUN (BO3HHMKAIOIIUX B
nporiecce paboThl) U XPaHUTh ITU 3aMKCH B XKypHAJIC ayauTa.

[TnaTdopma moKHA UMETh BO3MOXHOCTH B3aMMOJICHCTBUS HE MeHee ueMm ¢ 4
BHEIIHUMU UH(POPMAIIMOHHBIMU CUCTEMAMH.



[TnaTdopma nomKHA UMETh BO3MOKHOCTh MHTETpallnK ¢ cucteMamu kinacca SIEM,

TIP.

[Inardpopma momxkHa MMETh BO3MOXKHOCTh HACTPOWKH CLIEHAPHEB pEarupoOBaHMUS

JUTSL KaXKJIOTO dTara 1ernoYKy JSHCTBHUIM P OCYIIECTBICHUN KUOepaTaku.

OYHKIMOHAIOM MIaTPOPMBI JOHKHO OBITh MPELYCMOTPEHO:

HaJIMYKE MTPEyCTAHOBJIEHHBIX CKPUINITOB, PEATU3YIOIINX TEXHUUYECKUE ICUCTBHUS.
BHU3yalll3alMsl CLICHAPUS pearupoBaHus

NOAJEpKKA JUHAMUYECKUX CIIEHAPUEB pEarupoBaHUs C  JIOTHUYECKUMH
onepaTopamu

BO3MOYKHOCTb 3aITyCKa HECKOJIBKUX CIIEHAPUEB JIJIs1 OJJHOIO MHIIMICHTA
BO3MOYXHOCTb 3aIyCKa CIIEHAPUEB U3 CLICHAPUEB

BO3MOKHOCTh aBTOMAaTUYECKOTO 00bEIMHEHUSI UHIIUACHTOB B TPYIIIbI
MOAJIEPKKA PETPOCIIEKTUBHOTO aHAIU3a

B ¢ynkumonane minatdopmbl JOIKHO ObITh peaTu30BaHO:

HaJM4HMe TOTOBBIX OTYETOB U TalIOOPAbL;

API 1151 BBITPY3KH B CTOPOHHIOKO CUCTEMY;

1 oTUEeTHI 10 KOHKPETHOMY OOBEKTY;

KOHCTPYKTOp OTYETOB U I'pa(HKOB;

AKCIOPT HMH(MOpPMALMK 1O AaKTUBAM, WHLUJACHTAM M JApPYTUM 3JEMEHTaM
CUCTEMBI.

HI/IHCHBI/IpOBaHI/IG HJIaT(bOpMI)I JOJDKHO BKJIIIOYATb BO3MOKHOCTDH HCIIOJIB30BaHUS €€
C IICJIBIO OKa3aHus yCIyr Ha KOMMGp‘-IGCKOfI OCHOBC.

Cpok nedcTBUS JIMIIEH3UW C MPENOCTaBICHUEM TEXHUYECKOW MOAACPKKU — HE
MeHee 24 (IBaJaTy YEThIPEX) MECSIIEB.

Tpeboeanusa Kk hynkyuam mooynsa ynpasieHus UHUUOEeHmamu

Moaynab  yupaBiCHUS HHIMJICHTaMH JOJ/DKCH 00€CleunBaTh peaM3aliuio
CIenyomux QyHKITAN:

* cOop, peructpanms u oboramieHue wHbopManuu 1o uMHOHAeHTaM Kb B
SIMHOM CHUCTEME;

*  BEJCHUE KapTOYCK HMHIIMJICHTOB, COACPIKAIIUX CBEACHHUS IO WHIIUJCHTAM,
IPUKPEIUICHHBIC (Paiiyibl U TOTOIHUTEIBHYIO HHPOPMAITHIO;

*  BO3MOXKHOCTh CO3/JaBaTh HHIHUICHT KaK aBTOMATHYECKH U3 BHEIIHUX
WCTOYHHUKOB, TaK ¥ BPYUYHYIO;

*  kiaccuUKauUs WHIUIACHTOB MO KAaTETOPUSM M TUIIAM C BO3MOXHOCTHIO
WU3MCHCHHS KaTEeropyii U TUIIOB JIFOOBIX MHIIMICHTOB;

*  BO3MOXXHOCTh Ha3HAYCHHS MHIIUJICHTY YPOBHS KPUTUYHOCTH; BO3MOXHOCTh
MPUKPETUICHHSI K UHITUACHTY (DaityioB;



BO3MOHOCTb CBSI3bIBAHUS MHLUJEHTA C IPYTUMHU OOBEKTaMU CUCTEMBI;
BO3MOYXHOCTh CO3/IaHWs HACTPaWBAEMBIX CIICHAPHWEB IS pEarMpoOBaHUs Ha
WHITUICHTHI, MEXaHU3M BBISBICHHUS TPU3HAKOB IICTIOYKH JCUCTBUU MPH
ocymiectBiaeHuu kubeparaku (kill-chain.



