ITpunoxenue 1

TpebdoBaHus K 3aKyNKe CeTeBbIX MAPIPYTH3aTOPOB

1. 3aka3uMKk — OTKpBITOE akUuOHEpHOe oOuiecTBO «benopycckuii
MEXKOAHKOBCKHM paCUETHBIN LICHTPY.

2. VcTouHUK (PMHAHCUPOBAHUS — COOCTBEHHBIE CPEJICTBA.

3. IlpenMer 3aKkynmku — TIOCTaBKa CETEBBIX MAapUIPYTU3aTOPOB B
KommuecTBe 4 yCTpoicTB (manee — OOopymoBaHUE) ISl 3aMEHBI JIEHCTBYIOIIIX
mapuipytuzaropoB kommnanuu Cisco (Cisco 2921-SEC/K9 wumu Cisco 2921
Security Bundle w/SEC license PAK) B cBsi3u ¢ 3aBepiiieHHeM UX KU3HEHHOTO
LUKJIa, BKJIIOYAs TapaHTUHHOE OOCIIy>)KMBaHUE M TEXHUYECKYHO MOIJIEPKKY
CPOKOM 5 JIeT.

4. B cnydae ecnu y4acTHUKOM 3akynku (nmanee — [lperennmenrt) Oymer
npeioxkeHo  OOopyaoBaHue  npousBogutTens, omimuHoro ot  Cisco,
JOTIOJTHUTEIBHO 3aKyTMKa JIOJKHA BKIIIOYATh IPOBEICHUE PabOT M0 yCTaHOBKE,
HACTPOWKE, TEPEHOCY JECUCTBYIOIIEH CeTeBOM KOH(QUTYpallMH, a TakkKe
oOydeHue nepcoHana 3aKka3umka.

5. Cpok xxu3HeHHOTrOo 1uKiIa O00py10BaHUS JOJKEH COCTABIISATh HE MEHEe
7 IET OT JaThl NOKYTIKH.

6. Mecrto pazmemenus O6opynoBanus: r. Munck, yi. KanbsBapuiickas, 7
u T. MuHck, yn. KannHoBckoro, 72.

7. TpeboBanus k nocrarke O0OpyA0BaHUS:

8.1. IlocraBnsemoe O6opyaoBaHUE NOHKHO OBITH HOBBIM, HE OBIBIINM
B YIIOTPEOJICHUH.

8.2. IlocTtaBka IOJKHA OCYLIECTBIATHCS HA CKJIa IO aapecy: r. MUHCK,
yi. KanbBapuiickas, 1.7.

8.3. ObopynoBaHue TOJIKHO COOTBETCTBOBATH TpeOOBaHUAM
TEXHUYECKUX  perjamMeHToB TamoxeHHoro corw3a «O  0e30mMacHOCTH
HU3KOBOJIbTHOTO obOopyaoBanus» (TP TC 004/2011) u «DnexkrpoMarHuTHas
coBMecTUMOCTh TexHuuyeckux cpencts» (TP TC 020/2011), texHU4EeCKOro
pernamenrta Pecniyomuku benapyces «MHpopmaimonnsie TexHomoruu. CpeacTsa
3amuThl nHGopMmarun. Mudopmanmonnas 6e3omacuocts» (TP 2013/027/BY).

8.4. CoOBMECTHO € TOBApHO-TPAHCIOPTHON (TOBApHOM) HAKJIATHOMN
[IpeTeHaeHT MOJDKEH MepelnaTh 3aKa3uuKy Ha IMOCTaBIsIeMOe O0OpyIOBaHUE
ceptudukat(bl) (JIeKIapauo(1n)) 0 COOTBETCTBUM TPEOOBAHUSIM TEXHUUECKHUX
periiameHToB TamoxkeHHoro coro3a «O 0e30MacHOCTH HHU3KOBOJIBTHOTO
obopynoBanus» (TP TC 004/2011) u «DOneKTpoMarHUTHasE COBMECTUMOCTD
texuuueckux cpenactsy (TP TC 020/2011) cooTBETCTBYIONIUX 3JIEMEHTOB
(KOMIUIEKTYIOIIMX) CHUCTEMBI, TOAMAJAIONIMX TOJ HX JEeUCTBUE, U
TeXHUYEeCKoro perjgamenta PecmyOnuku bemapycs «MHbOpMarmonabie
texHosoruu.  CpexacrBa  3amutbl  uHbopmanuu.  WMudopmanmonHas
oe3onacHocTh» (TP 2013/027/BY).



8.5. Jomyckaercs qocpouHas nocraBka O0O0py10BaHHUs.

8.6. Cpok noctaBku O6opynoBanusi — He 6osee 180 kareHAapHbBIX JHEH.
Cpok TIOCTaBKM JOJDKEH BKJIIOYATh TaKXE BpeMs, HEOOXOIUMoe s
ceptudukanuu OOOpynOBaHUS U TOJYUYCHHS] BCEX pa3pelieHU I UMIIOpTa
O6opynoBanus B PecyOnuky benapych.

8.7. Cpox BBINOJIHEHUS padoT (IIpu HEoOXoaumMocTH) — He Oojee 60
KaJICHIAPHBIX JHEU ¢ JaThl MMCbMEHHOTO YBEAOMIICHUS 3aKa3unKa.

8.8. Cpoxk npoBeacHus o0ydeHus (Ipu HEOOXOAUMOCTH) — He OoJiee 60
KQJICHIAPHBIX JHEW ¢ JaThl TMCbMEHHOTO YBEAOMIICHUS 3aKa3unKa.

8. Beimonnenue padot [IperenaenTom, a Tak:ke oOydeHue, BHIMOTHSIIOTCS
IIPU YCJIOBUU TOTOBHOCTH K HUM 3aKa3uyuKa.

Jlns  BBIMOJIHEHUST pabOT, TPOBEAEHUSI OOYYEeHHsS JIOMYyCKaeTcs
NpUBJIEKATh CyOMOJAPSIYMKOB  (CHCIUATMCTOB  CYOMOJAPSTYMKOB), TpHU
coxpaHeHun 3a lIpeTeHnEeHTOM TMOTHONW OTBETCTBEHHOCTH 3a o0ilee
BBITIOJTHEHUE pa0OT, MPOBEJECHUE O0yUCHUSI.

9. TpeboBaHus 1O MPOBEICHUIO OOYUYEHUS (TIPU HEOOXOIUMOCTH):

KonuuectBo ciymarenei 3akazunka — He 0oJiee 4 (4EThIpEeX) YEIOBEK.

JlomxHO OBITH MPOBENEHO O0OyueHHe pabOTHUKOB 3aka3zuuka II0
aAMUHHUCTPHUPOBAHUIO TTOCTaBlIeHHOTo O00py10BaHus B 00bEME, JOCTATOUHOM
JUTSl TIOJTHOIICHHOM €0 AKCITyaTallui U TEXHUYECKOT0 00CITyKUBAHUS.

10.0Omnata ocymiecTBisieTcss Mo (GakTy MOCTaBKU (BBIMOJHEHHS PadoT,
npoBe/ieHUs OoOy4yeHus) B TedueHue S5 (msiTu) OAHKOBCKUX JHEW IMyTeM
NEePEUYUCICHUsI JICHS)XKHBIX CpeAcTB Ha cueT IlpereHneHTa B OC3HAIMYHOM
HOPSIAKE.

11. [IpeTeHIeHT JOJKEH UMETh B IITaTe HE MeHee 2 (JIByX) TEXHHUYECKUX
CIEIMATUCTOB, MPOLIEAINX 00yUEHUE IO TEMATHKE 3aKyIKH, ISl 00ecrieyeHus
TrapaHTHIHOTO (CEpBUCHOTO0) 00CTykKnuBauus OO00pya0BaHUS.

12.Cpoxk 6ecriaTHOro rapaHTUHHOTO 0OCITY>KMBAHUS IOJDKEH COCTABIISTh
HE MeHee 5 (JIeT) JeT ¢ JaThl MOCTAaBKM U JIOJDKEH BKJIHOYATh TEXHUYECKYIO
MOJJICPIKKY.

13. Texauyeckas moAAepKKa JOJDKHA BKIIFOYATh:

13.1. quarHOCTHKY, aHaIW3 W MNPEAOCTABICHUE IUIAHA JICHCTBUM IO
YCTpaHEHUIO KOH(IUKTHBIX, COOWHBIX WM aBapUNHBIX CUTyalluid B
dbynkunonupoBanuu O00OpyI0BaHNUS;

13.2. BoccTaHOBIEHHE HOPMATTbLHON paboTocrocoOHocTn O00OpyI0BaHUS
NyTeM 3aMEHbl WJIM PEMOHTA BBILIECIIINX U3 CTPOs AETaleu (Janee — peMOHT)
i 0e3 peMOHTa;

13.3. ucnonp30BaHuE IS PEMOHTA OPUTHHAJBHBIX JCTAJIEN U 3allaCHbIX
4acTeu;

13.4. npy HEOOXOJUMOCTH TIPEAOCTABICHHE OOHOBJICHUH W HOBBIX
Bepcui [10 o 3anmpocy 3aka3uuka,;



13.5. ocCyllecTBI€HUE OINEPATUBHOTO B3aUMOJACHCTBUSA MO Tele(OHY,
AJIEKTPOHHOM TMOYTE WM HWHBIM OJJIEKTPOHHBIM KaHajlaM IO [OBOMIY
pEeKOMEHIani 110 OOHOBJICHUIO, COOCB M MHBIM IIpobJieMaM MO0 BOIpoOcaM,
BO3ZHMKAIOIIMM B Tpolecce dKcruryaraun O00py10BaHuUs.

13.6. Bpemsa peaknuu lIperenaenra Ha oOpaiieHre 3akazyuka JTOJKHO
COCTaBJIATH HE 0oJiee 2 YaCOB C MOMEHTA MOJyUYEeHHS YBEIOMIIEHUS O cOO€ 1100
oTkaze ¢ 9 1o 18 yacor B pabouue AHH;

13.7. Bpemsa BoccTaHOBJIeHUs1 paboTocmocooHocTH OO0O0pynoBaHusa 6e3
HEOOXOJIUMOCTH 3aMEHBI JIUOO peMoHTa — He Oosee 5 (MmsITH) paboyux JHEH C
MomeHTa peakuuu [IpereHenTa Ha oOpalleHue;

13.8. paboTel MO peMoHTy (3aMeHe) HeucmpaBHoro OOopyaoBaHUS
ocymecTBisitoTcs [IperenaenTom B TeueHue 60 (IIECTUAECATH) KajleHIapHbBIX
THEH OT JaThl MPUHSTHS PEIICHUS O PEMOHTE, KOTOPO€ IOJKHO ObITh
MOATBEPKJIECHO B MUCbMEHHOU (hopMe MO JIEKTPOHHOM MOYTE WIH MO (PaKcy;

13.9. BoccTaHOBIIEHUE paboTocrnocoOHOCTH O6opynoBanus
OCYILIECTBISIETCSI 1O MECTy pa3MElIeHUs, B ClIydae HEBO3MOXKHOCTH
BOCCTAHOBJIEHUsI paboTocriocodHocT O0OpyI0BaHUS 110 MECTY pa3MelIeHUs,
TPAHCIIOPTUPOBKA B TeXHWYeckuil 1ieHTp IIperenaenta u  oOpaTHO
OCYILIECTBIsICTCST  TpaHcmopToM U cuinamu lIperengenra. B ciydae
HEOOXOJIUMOCTH KOMAaHJUPOBOYHBIE pPACXO/bl, a TaKke TMepeMeIIeHUs
O6opynoBanusi 3a mpeaenamu Pecnybnuku benapych, CBsi3aHHbBIE C
rapaHTUIHBIM OOCIYy’KMBaHUEM, OCYILIECTBIIAIOTCA 3a cueT [lpereHneHrta 6e3
JIOTIOJIHUTEIILHOW OTIJIATHI.

14.Y nanennsiit noctyn k O00py10BaHUIO HE MPETOCTABISETCA.

15. Texuuueckue XapaKTePUCTUKH O6opynoBaHus JIOJIKHBI
yAOBIIETBOPATh CJEAYIOIIUM TpeOOoBaHMSAM (IIPU OrpaHUYECHUH (DYHKI[MOHAIA
OO6opynoBaHusT COOTBETCTBYIOIIUMH JUIICH3USIMU, JUIEH3UU JOJDKHBI OBITH
MPEOCTaBICHbI, U JOJDKHBI 00€CIeUrBaTh TEXHUUYECKUE XAPAKTEPUCTUKU HE
HUKE YKa3aHHBIX):

15.1. VYcrpoiicTBO M0KHO 00J1a/1aTh (DYHKIUSIMU MaplipyTU3aTopa ¢
BO3MO>XHOCTBIO OpraHU3alliy 3alMIICHHBIX CETeBBIX TyHenen. Jjisi mpumepa
Ha 3aMEHy MPOM3BOAMTENIeM pekoMeHaoBaH MmapiipyTtusarop Cisco Catalyst
C8200L-1N-4T Router oo Catalyst C8200-1N-4T Router. Ananor qoJKeH
o0ecreunBaTh MOJHYI0 COBMECTUMOCTh Ha YPOBHE MPOTOKOJIOB C UMEIOIITUMCS
KOMMYTallMOHHBIM 00opyaoBanueM 3akazuunka (Cisco Catalyst C2960L-24TS-
L, Catalyst C2960L-16TS-LL, Catalyst 2960S 24).

15.2. TpebGoBanwus K Kpuntorpaduu:

Asymmetric cipher algorithm | RSA 2048 bits or longer

Symmetric cipher algorithm AES 256 (key-lengths) GCM (1) (mode of operation)
Data authentication algorithm | HMAC-SHA256

Digital signature RSA encryption (2048 bits) of a SHA-256 digest

Key agreement algorithm ECDH-256 or alternatively Diffie-Hellman (2048 bits)




15.3. YcTpoiCTBO TOMKHO:

15.3.1.66ITh B ucniojiHeHUHU rack mount 19”;

15.3.2. umetr He wmenee S moproB Ethernet 10/100/1000BASE-T
(LAN/WAN);

15.3.3.uMeTh 1Ba OJI0Ka MUTAHUA,

15.3.4.06ecnieunBath KonumdectBo VPN TyHHeneit e menee 300;

15.3.5.moanepxuBath HE MeHee 1000 criMCKOB KOHTPOJIA JIOCTYTIA;

15.3.6.moanepxuBaTh, B TOM YHCIIE, HO HE OTPAHUYUBASICH, TPOTOKOJIbI
IPv4, IPv6, Static Routes, Routing Information Protocol Versions 1 and 2 (RIP
and RIPv2), Open Shortest Path First (OSPF) v2/v3, Enhanced IGRP (EIGRP),
Border Gateway Protocol (BGP), Intermediate System-to-Intermediate System
(IS-IS), Multicast Internet Group Management Protocol (IGMPv3), Protocol
Independent Multicast sparse mode (PIM SM), PIM Source Specific Multicast
(SSM), Distance Vector Multicast Routing Protocol (DVMRP), [PSec, Generic
Routing Encapsulation (GRE), Bi-Directional Forwarding Detection (BFD),
Internet Key Exchange (IKE), ACLs, Virtual Router Redundancy Protocol
(VRRP), IPv4-to-IPv6 Multicast, L2TPv3, 802.1ag, 802.3ah, L2 and L3 VPN.
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