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BBEJAEHHUE

B  nmokymentre omuceiBaercs [IO  «KnmeHTckas 4YacTh  MOJCUCTEMBI
uHpopmarmonHoro B3aumojierctus» AVC KP, koTopoe ycranaBnuBaeTcsi Ha pabouue
MecTa Y4acTHUKOB KpeauTHoro perucrpa, B TOM 4UCiIE€ aAMUHACTPATOPOB KpenuTHoro
perucrpa aas o0ecrneyeHusl 3allUIIeHHOIO B3aUMOJICHCTBHS B MPOLECCE BBINOJHEHUS
paznuyHbIX 3anpocoB K KpenuTHOMy peructpy (Ha CO31aHHE KPEIUTHBIX HCTOPHUM,
MOJIy4YeHUE OTYETOB, CIIYy>KeOHOM nHpOpMalMu U T.1.).

Knuentckass dYacte mojcucTteMbl  HMHGOPMAIMOHHOTO  B3aUMOACHCTBUS
o0OecrieunBaeT BBHIMOJIHEHHE MpenodpadboTku coobmienus (opmara XML — 3ampoca,
BKJIFOYAIOIIEH CUHTAaKCHUYECKHl KOHTpoiab Hu ¢opmupoBanue OIIII, BbeimosHeHue
OTIPAaBKHU 3ampoca 1o 3amuiieHHomy kanamy MQ Ha cepsep npunoxenuit AUC KP,
OXuJlaHusg W mosydeHus cooOmenuss MQ — oTBeta oT cepBepa MNPUIIOKEHHM, €ro
CHHTaKCUYECKUN KOHTPOJIb U TTpoBepKy DIIII.

Knuentckass d9acTh  mojacucTeMbl  HMH(DOPMAIMOHHOTO  B3aMMOJICHCTBUS
mocTasisieTcst B Buje nHcTamsiimonHoro makera — AISCO_Client.msi, a Takxe B Buje
OOHOBNIEHUN *.MSP, KOTOpHIE YCTAHABIMBAECTCS Ha Bce paboure MecTta YYaCTHUKOB
KpeautHoro peructpa (CM. HHCTPYKIIHIO MO HHCTALTAINHU [1]).

B cocras wuHcrausimuonHoro makera  AISCO_Client.msi  BKIrOYCHBI
OMOIMOTEeKN (PYHKIIMM, KOTOPBIE MPEAOCTABISAIOT MOIb30BaTeN0 KpeautHoro perucrpa
OTKPBITBIM uHTepdeNc s Cco3AaHus MNPUKIAAHBIX MPUIIOKEHUN (Mporpamm),
HETOCPEJICTBEHHO (DOPMUPYIOIIKX U BBIIOJHSAIOMIMX 3anpockl K KpeauTHOMY peructpy,
a TaK)Xe CEpPBUCHBIE MPOrpaMMbl JUIsl HACTPOUKU U obecrieueHus (HyHKIHOHUPOBAHUS
IIO AHNC KP. Takue npuioKeHHs sl aBTOMATH3allMM TPOILIECCA BBINOIHEHUS
3allpOCOB  CO3JAIOTCSl  TOJB30BATEIEM  CaMOCTOSATENbHO JMOO  MCHOJIB3YHOTCS
noctaBisiembie [IK AWC KP (manpumep, IIK «Pabora ¢ kpenuTHOW HCTOpHUEH.
VYyactauk AUC KP»). Kakue TIK AUC KP neobxoaumo ycraHaBiuBaTh Ha paboueM
MecTe mnosb3oBaresiss KpeautHoro perucrpa, onpenensercss Y4acTHUKOM KpeauTHoro
perucTpa COBMECTHO ¢ aaMuHucTpaTopoM KpemutHoro peructpa. st mporpaMmucTa
kiueHtckoro 1O AMC KP nocraBnsercs wuHpopManuss 00 UCHOJIb30BAaHUU
MpeaocTaBIsieMoro HHTepdeiica moacucreMbl HHPOPMALMOHHOTO B3aUMOJIECUCTBUS
(omrcanue TpeOoBaHUI MPUBEACHO B [2]).

B cocraB kommiekta ycranoBku AISCO_Client.msi Ttaxke BxoauT Habop
obmux cxem XSD nnsa co3maHus UCXOAAIIUX COOOIIEHHM — 3ampOoCOB U MPOBEPKU
BXOJISIIIIUX COOOIIEHUN — OTBETOB, MpejacTaBisieMblx B popmare XML. TpeGoBanus k
dbopmaram coodmennit XML npusenens! B [3].

B HacrosdmeM JOOKyMEHTE NPHUBEACHO OIMCAHWE MEXaHW3Ma 3allUIIEHHOrO
B3aMMO/JICHCTBUS U JIOTHUKU BBIMIOJIHEHUS 3aIIPOCOB, OMKUCAHBI HACTPONKU NapaMeTpoB U
JIEHUCTBUA TTOIB30BaTeNs s ooecnieuenust pynkimonuposanus [10 AVC KP.

[Ipn HEoOxomMMOCTH BHECEHMs] M3MEHEHHM B HacTpouiku [1O kimeHTCKOM
4acTH TMOACUCTEMBI WH()OPMAIMOHHOTO  B3aUMOJCUCTBHUSI  JICUCTBHUS  JIOJDKHBI
BBITTOJTHATKCS ¢ ipaBamu aamuHucTpaTtopa OC Windows, a 8 OC Windows 7 (u BblIIIe)
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¢ BkmoueHHbIM UAC — ¢ mnoBbimienneM npuBmwieruii aamuuuctpatopa OC (T.e. B
pexume «3anmycK OT UMEHH aIMUHUCTPATOPAy).

B HacrosimemM JOKYMEHTE MPUHSATHI CIEYIOIINE COKPAILEHUS U ONPEIEICHUS:

MQ; MQSeries — KOMMyHHKAIIMOHHBIE CPEICTBA TaPAHTUPOBAHHOHN JTOCTABKH
coob1eHuit — mporpaMMHsie mpoaykTsl IBM MQ);

AC MBP — aBromatu3npoBaHHas cucTeMa MekK0OaHKOBCKHX PacyeToB;

3AO0 — 3aKkppITOE aKIIMOHEPHOE OOIIECTBO;

Kpemutaeiii peructp (AUC KP) — aBromatm3upoBaHHas WHGOpPMAIMOHHAS
cuctema HanumonanpHoro 6Ganka Pecny6muku  bemapych, oOecneudnBaromas
(bopMHpOBaHUE KPEIUTHBIX HCTOPHUM, MX XpaHEHHE M NPEJOCTaBICHHE KPEAUTHBIX
OTYETOB;

Hocutenb Kiaroua DIIIT (HocuTens Kiarova) — BHEIIHee ycTporcTBo €Token Pro
6o iKey 1000/1032 (wnu pasmen peectpa OC, Kyna KJIHOY MOXKET OBITh 3aHECEH C
BHEIIIHETO YCTPOKCTBA);

MapuipyT — Habop mapameTpoB B pasgene peectpa OC  Windows
HKLM\SOFTWARE\BTC\Router\<mapmipyt> (B 64-pa3psaHBIX ocC —
HKLM\SOFTWARE\Wow6432Node\BTC\Router<mapmpyr>),  HCHOJB3yeMBIX B
TPAHCIIOPTHOM TMOJACUCTEME 3AIUMILIEHHOTO B3aWMOJCHCTBHUSA, BXOIAIIEH B COCTaB
KJIMEHTCKOW 4acTu nojicucteMbl nHpopmarmonHoro s3aumoaeiictsust AUC KP;

OAO «BMPIl» — otkpeiToe akmuoHepHoe oOmecTBo  «benopycckuid
MEXOaHKOBCKUI pacUETHBIN LIEHTPY;

OC — onepalMoHHask CUCTEMa;

IIK — mporpamMMHBIi KOMILIEKC;

[10 — nporpamMmHOE 0O€cTIeUeHNUE;

[I1O — npukiagHOe MPOrpaMMHOE 00ECTICUCHHUE;

peectp OC; peectp MS Windows — B HacTosImeM JOKYMEHTE — 3TO pa3el
peectpa omnepaunonnoi cucremsl  Windows HKLM\SOFTWARE\BTC (B 64-
paspsaaabix OC — HKLM\SOFTWARE\Wow6432Node\BTC), koTopslii COAEpKUT
napametpsl 1 [10 AUC KP. ([lanee npu ykazaHuu UMEHH pasjieia yKa3bIBaeTCsl €ro
UMsI TOJIBKO 1151 32-paspsanabix OC — npeanosaraercs, 4to ums 11 64-paspsaaeix OC
JIOTIOJIHATENBHO BKIIIouaeT Wow6432Node));

CK3MU — cucrema kpunrorpaduyeckoi 3auThl HHPOPMALINH;

CM/IO — cucrema MEXBEIOMCTBEHHOI'O JOKYMEHTOO0OpPOTa roCyJapCTBEHHBIX
opraHoB PecnyOnuku benapycs;

y3en-knueHT AUC KP; xwmentr AUC KP — pabGodee mecto monb3oBaTens
VYuactauka KpemutHoro peructpa ¢ ycraHoBieHHbIM [IO KIHEHTCKONW YacTu
uH(popMaImoHHoro B3aumojeicTBus u aApyrumu [IK ns BBIMONTHEHHS 3ampocoB K
Kpenutnomy peructpy. Ilpu ycranoBke 110 kaxaoMy y3ily-KIMEHTY NpHCBauBaeTCs
yHuKaIbHBIA uaeHTudukatop B AUC KP (cM. uMHCTpyKumMio mo uHctamumiuu [1]).
V3en-kmuent AUC KP nonkmrodaercss K y3jiaM-CEpBEpOB — CEpBEpaM IMPUIIOKEHUN
ANC KP, ocHOBHOMY U pe3epBHOMY, 0 KaHasiaM MQ ¢ yHHMKaJbHBIMM HMEHaMHU.
V3en-knuent AWC KP  onHOoBpeMeHHO palOTaeT TOJIBKO € OJHHUM BBIOPaHHBIM
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cepBepoM mnpuinoxkenuit. Ha ognom ysne-kiuente AUC KP moryT BBINOJNHATH CBOM
00513aHHOCTH HECKOJIbKO MOJb30Baresiell YuactHuka KpenutHoro perucrpa, Kakaslii co
ceouM kirouom OIII (mubo ¢ oaHuM, B cilydae OpraHu3alMd TaK Ha3bIBAEMOI'O
CEpPBEPHOTO PEIICHUS JIJIsl TOTOKOBOM 00pabOTKM);

y3en-cepeep AUC KP; cepsep npmnoxennit AUC KP — cepsep Windows Server
2012 R2 ¢ menemxkepom cepepa IBM MQ u 10 cepBepHoit yacTi nH(OOPMAITMOHHOTO
B3aUMOJICCTBUS,  BBIMIOJHSIONIMNA  aBTOMATHYECKYI0  0OpabOTKYy  3ampocoB
(mocpenctBoM ciy:k6 Windows) 1 HEOCPEICTBEHHO B3aUMO/ICHCTBYIOIINN C CEPBEPOM
6a3pl manHbix AUC KP — xpanunumem nanusix KpenutHoro peructpa. B cocras
ANC KP BXoIWT JONOJHUTENBbHBIM pe3epBHbIM cepBep mnpuioxkennii AWNC KP
(paboTaroliuii B TOM K€ IITATHOM PEKUME, YTO U OCHOBHOM). CepBepbl MPUIOKCHUN
AVC KP wumeror yHukaiabHble wuaeHTH(HKaTOpbl Yy3noB-cepBepa (AISCOSRV wu
AISCOSR2). TIlpu ycranoBke [IO KIMEHTCKOM 4acTh  WH(POPMAIIMOHHOTO
B3aUMOJICUCTBUS BBIMOJHSAETCS HACTpOWMKAa JUIsl B3aMMOJCHCTBUS Y3J1a-KIMEHTA C
y3JIaMHU-CEPBEPOB (CM. HHCTPYKITUIO 110 MHCTALIAIMH [1]);

VYmpasnenue «KpenutHwiii peructp» — Ymnpasienue «KpenuTHblil peructpy
HanmonansHoro 6anka Pecriyonuku benapyce;

OUII — snekTpoHHas uudpoBas NOAMKUCH.

B HacrosimeM JOKyMEHTE OIpeNeICHbI CIETYIOIINE POIH:

agmMuHucrtparop KpeauTtHoro permcrpa — paboTHHK — YHpaBieHHS
«Kpemutnbii  peructp»  HaumonaneHoro  Oanka  PecnyOmuku — Bemapycs,
OCYLIECTBJISIOIINNA PErUCTPALMIO, IPEAOCTABICHUE M HW3MEHEHHE ITOJHOMOYMIA
YuactHukoB KpeautHoro perucrpa;

aamMuHuctpaTtop Oe3zomacHoctn OAO «BMPII» — pabotHuk  YmpaBieHUs
3amuThl  WHQOpPMAIMM B  aBTOMATHU3UPOBAHHBIX HMH(POPMAIMOHHBIX  CHCTEMax
(Y31 ANC) OAO «BMPILl», B 0053aHHOCTH KOTOPOTO BXOAAT (PYHKIHH IO
ynpasienuto kiodamu CK3U u no perucrpainuu/CMHXpOHU3AIMN/YIAICHUIO KaHAJIOB
MQ VYuactaukoB KpenutHoro peructpa,

yuacthuk KpeauTHoro permcrpa (YdyacTHMK) — OaHK WM OpraHu3aIus,
pabouune MecTa KOTOPOro 3aperucTpupoBaHbl (OO0 OyAyT 3aperucTpUpOBaHbBI)
aamuHucTparopoMm KpenutHoro perucrpa sl MOJYy4YEHUS JOCTyNa K (QYyHKUUAM
KpenutHoro perucrpa;

noJjb3oBareqb KpeautHoro perucrpa (mojb3oBaresib) — PaOOTHUK
VYyactHuka KpeauTHoro permcrpa, KOTOpbBIM HCNONAb3yeT KpenuTHBIA peructp npu
BBITIOJTHEHUH JTOJIKHOCTHBIX 00513aHHOCTEH.

pa3padorunk OAO «BMPI» — pa6otauku OAO «bMPLly, BBIONHSIOMMNE
paboThI Mo pa3paboTke (BKIIIOYAsl aHAU3 TPEOOBAHUM, TPOCKTUPOBAHUE, IPUEMOYHBIC
UCIBITaHUS U BHEJPEHHE) MIPOrpaMMHOT0 obecnieueHus: KpenutHoro perucrpa;

cayxba compoBoxaeHua OAO «BMPI» — paborauku OAO «BMPILy,
KOTOpBIE BBIMOJHAIOT paboTrel 1o compoBoxaeHuto [10 KpemutHoro peructpa
(BKJIFOUAs YCIIYTH MO TEXHUYECKOU mojyiepke yyacTHukaMm KpenutHoro perucrpa).
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1 HA3BHAYEHHME M YCJIOBHUA NPUMEHEHUSA KJI!{IEHTCKOfI
YACTHU IOACUCTEMbI UTH®OPMAIIMOHHOI'O B3AUMOJAENCTBUA

KnuenTckas gacts nmojacuctemMsl HHGopMaImonHoro B3anmoaericteus AVC KP
npecTaBiIseT co0oi Habop TuHaAMHUYecKH TojkmodaeMbix oudmuorek (dll, 32-bit) mns
OC Windows, coaepxammux (GyHKITUH, MpeAHa3HAYCHHBIC JIJIS1 BBITIOJTHCHHS 3aIIPOCOB K
KpenutHomy peructpy u oOeclieueHHs 3allluThl JaHHBIX. KIMeHTCKas dYacTh
MOJCUCTEMBl MH(GOPMAIIMOHHOTO B3aWMOJICHCTBUS TPEACTABIACT COOOW TOJBKO
OTKDBITBIH ~ HMHTEpEHC Uil  HWCIOJB30BaHWSA B  TNPUKIAAHBIX  IIPOrpaMMax,
HEIOCPEICTBEHHO (OpMHUpYIOMUX 3ampockl — coobmenus XML u momydarommx
HE0OXOMMbIE CBEJICHUS U3 OTBETOB — cooOmieHnit XML.

B cocTaB KIMEHTCKOW YacTH MOACUCTEMbI HH()OPMAIIMOHHOTO B3aUMOICHCTBHS
BXOJIAT CEPBUCHBIC TIPOTPAMMBI JJII HACTPOWKH TapaMeTpoOB U  OOCCIeueHUs
¢dynakmonupoBanus [10 AVC KP. TpeboBanus K CHCTEMHOMY, CHIEITHAIN3HPOBAHHOMY
1O u ycTpolicTBaM ONUCAHbI B MHCTPYKIMH 110 HHCTAILIAINH [1].

1.1 CocrTaB u Ha3HaYeHHE MPOTPAMMHBIX MOy e

KnuenTckas yactp noacucteMsl HHQOPMALIMOHHOTO B3aUMOJICHCTBUS BKIIIOYACT
B c€0s1 cienyIolue MporpaMMHble KOMIIOHEHTHI:
— MOJYJb BBIMOJHEHUS 3allpOCOB — OHOJMOTEKAa BBIUYUCICHUS/TIPOBEPKU
noanucH 3eKTpoHHbIX JokyMeHToB AVC KP (xmuentckas) (DocSignc.dll);
— Ooubnuoreka coxpaHeHus: coodumenuit AMC KP ¢ yHukanbHbIMU MMEHaMU B
apxuBHbIe Katayoru (savefile.dll);
— IporpaMMa HacTpPOWKH NapaMeTpOB IMOAKIIOYEHHUS K CEPBEPY MPHUIIOKEHUN
(SetAISCOServer.exe);
— MpOrpaMMHbIE KOMIIOHEHThI MH()OPMAIMOHHOW 0€3011aCHOCTH:
1) KOMIUTEKC CPECTB KpUNTOrpaduiecKkoi 3amuTsl HHGOpMaIuy;
2) xomruieke ynpasienus kiodamu CK3U;
3) KOMIUTEKC 3aIIMThI coearnHennit MQSeries;
4) mojcucTeMa 3aIUIeHHOTO B3aUMOICHCTBUS;
— KOMIUIEKC noixydeHus: ooHosnenuit 11110.

Kommieke cpenactB kpunrorpad@udeckod 3amuThl MHGOpPMAIMU BKIIOYACT B
ceOst CIICAYIONINE TPOTPAMMHBIC KOMIIOHEHTHI:

— Ooubmmotekn kpunrorpaduueckux ¢ynkumi (avesk.dll, avassign.dll -
oubnmoteku, paspadoranusic 3AO «ABecty; oudbmuoreka avassign.dll);

— OubmmoTeku pabotsl ¢ HocuTensmu kiaroua (FDT et.dll, FDT ik.dll);

— ciry>k0a 3allUIIeHHOT0 XpaHeHHs JaHHbIX s goctyna K kmodam CK3U Ha
Hocutensix (HKService.exe);

— 0a3oBas Oubnmoreka kpunrtorpapudeckux ¢pynkuuid (Crypto.dll);
— oubnuoteka ¢pynkuuit I (FDT SG.dll);
— OmbnuoTeka cxxatus gaHHbIX (ZIPbase.dll);
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— Ooubmnotekn o6padbotku coobdmenuit XML (Crypt _Doc.dll, Doc_ XML.dll,
sc_csp.dlD);

Kommneke ynpasnenus kiatouamu CK3U:

— O6ubnuoreka OOpaOOTKH 3aMpoOCOB K XPaHWIMILY KIOYEBOW HH(YOpMAIUH
(SC_KeyMgrF.dll);

— OubnuoTeka (PyHKIMI 3ampocoB KIHOYEBONH HH(OpMAIMKM U3 JOKAJIBLHOTO
xpanmnuiia (KeyFunc.dll);

— OMOnMMoTEeKa B3aMMOICHCTBHS C XPAaHWIUIIEM KIIIOYCBOW HHQOpPMAIUH
(KeySql.dll, conepxut coobmieHus 06 ommoKax);

— nporpamMma peructparuu  kimoduert CK3U  (RegCenter.exe, coaepxut
BCIIOMOTaTeJIbHbIE MOJTYJIH TUTSE MIEPEKOAUPOBKH u npeoOpa3oBaHus
Basiclnteraction.dll, FITS.Interop.dll — u 6udauorexu DevEXpress);

Komiutekc 3ammuthl coeaunennii MQSeries:

— MOJyJIb ayTEeHTU(UKAIIMKA KaHAJIOB, PeaIM30BaHHBIA KaK MpOorpaMma BbIXO0J1a
security exit (CSQAUTH.dII);

— MOJYJb KaHAJIBHOTO IMHM(PPOBAHMS, PEATN30BAHHBIA KaK MpOrpaMMa BhIXOAA
send/receive exit (CSQCPHR.dID);

— Oubnuoteka ¢pyHkuui peructpanuu kanaioB (RegAuth.dll);

— mporpamma peructpaiuu kanainoB (RegAuth.exe);

— OubOmmoreka anmuaucTpatuBHbIX yBeqomiennit (KC AdmNotify.dll);

[ToncucTema 3amMIEHHOTO B3aUMOICHCTBHS:

— oOubmmoteka 6a3oBbix (ynkiwmii (Basic.dll);

— OubOnmoreka meHemkepa namsatu (MemMgr.dll;

— OubnuoTeka MeHemkepa coodmienuii (MsgMgr.dll);

— OubnuoTeka s OTOOPaKEHHS B CHCTEMHOM JKypHajle COOOIICHH,
3anucaHHbIX QyHKIussMu Oudaunoteku MsgMgr.dll (errmes.dll);

— OubmmoTteka 6a30BbIX GyHKIMI padoTel ¢ MQSeries (MQBasec.dll);

— OuOnmoTreka MHUQPOBAHUS TAHHBIX BCTPOEHHBIMHU anroputmamu Windows
(WinCrypt.dll);

— mporpaMMa HacTpoWku TaOaumbl Mapipytusanuu (TransportParam.exe,
BTCutils.dll — 6ubimoreka BcnoMoraTeIbHbIX PYHKIIUH);

Kommnekce nonyuenus oonosnenuii [1110:

— OubnuoTeka o0paboTKH 3anpocoB Ha nojydeHue ooHorneHui (UpdtChk.dll);

— mporpammMma 3arpy3ku ooHoieHui (SoftUpdate.exe);

— ciyx0a aBroMarnueckoro ooHosienus [1110 (UpdateService.exe);

— MporpaMMa HACTPOWKH  MapaMeTpOB  aBTOMATHYECKOTO  OOHOBJICHHS
(UpdateParams.exe).
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[Ipumeuanue — KomnoHeHTsl HH(OPMALMOHHONW OE30MACHOCTH B COCTaBe KIMEHTCKOM
gacth mnojacuctembl uHpopMmammonHoro B3ammojeiictBus AMC KP 3aumcTBOBaHBI W3
AC MBP, Bkito4asi COOTBETCTBYIONIYIO JOKYMEHTAIIUIO.

bubmmoTeku GyHKIUI MOACUCTEMBI HHPOPMAITMOHHOTO B3aUMOAECUCTBUS MOTYT
ObITh MHTETPUPOBAaHbI KAaK B aBTOMAaTH3UPOBAHHOE padouee MECTO KOHEYHOTO
MOJIb30BaTENs, TaK U BO B3ammojenctByromy ¢ AWMC KP aBromMaTH3npOBaHHYIO
cucteMy. B cocTtaBe ycTaHOBOYHOTO KOMIUIEKTa IMOCTAaBJISIOTCS MPUMEPHI scan.exe u
stop.exe (C UCXOIHBIM KOJIOM) JJIsI OpraHU3aIlui COOCTBEHHON MOTOKOBOM 00pabOTKH.
Hcnonb3oBaHne MpUMEPOB MPOrpaMM scan.exe U stop.exe HEeJOMyCTUMO B
IPOU3BOJICTBEHHOM KCILTyaTaIUu.

JlomonHUTENbHO, 1O 3ampocy opraHu3anuu — YyactHuka KpegutHoro
perucrpa, A peanu3alMy  MOTOKOBOM  00pabOTKM  3ampocoB  yAAJEHHBIX
MOJIb30BaTeNICH (TaK HA3bIBAEMOTO CEPBEPHOTO PEIICHUS), MOCTABIISIFOTCS HHCTPYKITUH
mo 3aHeceHuto kmouda OLIl B mamMaATe KOMIBIOTEPA W IPOTPAMMHBIE MOJYJIH:
mporpaMMma 3arucy KI4eBoil HH()OPMALIMK U3 HOCUTENS KITI0Ya B MaMATh KOMITBIOTEpa
(KeyToMem.exe) u OuOimoTeka i paOdOThl ¢ HOCHUTEIIEM KIt04Ya, COXPAHEHHOTO B
namsatu komnbiotepa (FDT_Mem.dll). ITo Bonmpocam monydenwus ponoiaHuteasHoro 110
cienyeT oOpamarbes K aaMuHUCTpaTopy KpeautHoro peructpa.
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2 OBIIEE OIIMCAHME

2.1 Onucanue MeXaHHU3MA 3AIUIIEHHOI0 B3aUMOJAEHCTBHSA

B3aumopeiictBue mnosb3oBaTeneil ¢ KpeauTHBIM pErucTpoM OCYIIECTBIISECTCS
nocpeAcTBOM oOmeHa coobmenusmu MQ — 3ampocamm u  oTBeTaMu  —
XML-coo0mienussMu ycTaHOBIEHHOTO (opmara. B cocTaBe KOMIIEKTa yCTaHOBKH
MOJIb30BATENIO MOCTaBIAIOTCA Habop oOumx cxem XSD mist 3ampocoB k KpenutHomy
PETHCTPY U COOTBETCTBYIOIIMX OTBETOB KpenutHoro perucrpa.

Beimonnenne 3anpoca Kk KpeauTHOMy perucrpy BKJIIOYAET BBIIOJIHEHHE
«HEpa3pbIBHBIX» onepanuii noanucu (Berancienus OLII) 3ampoca, oTnpaBku ero Ha
cepsep npwioxkeHnii AVC KP, oxunaHus U IOJy4eHHS OT cepBepa NPHIOKEHUI
orBeta W npoBepku OLIII orBera. CpencTBOM BBINOJHEHUS 3aIIPOCOB  SIBISETCS
pacnpezeneHHas noacucreMa uH(opmanuoHHoro B3aumoxenicteus ANC  KP,
COCTOSIIAsL U3 KIIMEHTCKOM M CEpBEPHOM YacTH, COOTBETCTBEHHO YCTAaHABIMBACMBIX Ha
KJIMEHTCKUX pabounx MecTax u Ha cepBepe npuiioxxennit AUC KP.

B AUC KP ¢yHKIIMOHUPYIOT JBa cepBepa MPUIIOKEHUM, B3aUMOICHCTBYIONINE
c 6azoil manHbix KpemutHoro perucrpa. B 3aBHCHMMOCTH OT HacTpO€K BBINOJIHEHHE
3anpocoB kiameHTa AMC KP MOXeT OCyIecTBIATBCS 4YEPE3 OCHOBHOW CEPBEP
npunoxkenuit AISCOSRV nubo uepes pezepBHblii ceprep npuiioxkeHnit AISCOSR2.

2.1.1 3amura coenunenuii IBM MQ

TpancriopTHasi cpela MOJCUCTEMBbI HH(MPOPMAIIMOHHOTO  B3aWMOJCHUCTBUS
cTpouTcs Ha ocHoBe cepBepa IBM MQ, ycTaHOBIEHHOTO Ha cepBepe MPHIIOKEHUHN
AUNC KP, n xkmmentroB IBM MQ, ycraHaBmMBaeMbIX Ha KOMITHIOTEPAX TOJb30BaTEIICH
AUC KP. Ilepenaya u npuem cooOuieHuit KpeauTHoro peructpa OCylIecTBISIETCS B
Bujie coodmennit MQ nmocpecTBOM KIMEHTCKUX KaHaoB U ouepeneit MQ.

Ha ypoBHe monkmodenus kaHamoB MQ  ocymectiasercs B3auMHas
ayTeHTU(UKaIKUs CTOPOH Yy3ja-cepBepa — cepepa npuwiokennit AUC KP u y3na-
KiveHta — pabouero mecra mnonb3oBatens AWMC KP. Tlpomegypa B3aumHOU
ayTeHTH(UKAIMK pean30BaHa B COOTBETCTBUHU C MPOTOKOJIOM, MPHUBEACHHBIM B [4].
[Toncucrema MHGPOPMAITMOHHOTO B3aUMOJACHCTBHS, HUCMOJB3Yysl BCTPOCHHBIE CPECTBA
ayTeHTU(UKAIMK, TapaHTUPYET, 4TO 3anpoc K KpenutHoMmy peructpy OyaeT mosydeH
TOJBKO OT 3aperucTpupoBaHHOTO pabodero mecra nojb3oBarenass AUC KP (kiuenta
AWNC KP), u 1o, uTo oTBET OyACT BhIaH cepBepoMm npritokeHunii AVIC KP.

3amuTa KOH(PUIACHIUAIBHOCTH JaHHBIX  OOECIEUMBAETCS  IMOCPEICTBOM
KaHaJIbHOTO MM(POBaHUS JAHHBIX, YCTAHABIMBAEMOTIO JIJII BCEX KIMEHTCKUX KaHAJIOB
MQ (c ayrentuduxanmeii). Iludppyercs Bech «Tpaduk», BKIHOYAS YIPABISIONIUC
coobmieHus (comepkamme, B TOM 4YHcie, uMeHa coenuHennil). IlludpoBanue
OCYIIECTBIIIETCS B COOTBETCTBHU cO cTaHAaapToM [5]. KimrouoMm mudpoBaHus sBIseTCs
CEaHCOBBIM KIIIOY, BEIpAa0AThIBAEMbIN NPHU KaXKJIOM TOJKIIOUCHUH KIMEHTCKOTO KaHaja
(oOmmit  kmrou  ayreHTu(dukanuu). OnucaHne KOMIUIEKCA 3alllUThl COSAUHEHUN
MQSeries npuBeneHo B [6].
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[Tpu noxximrouennn knuenta AMC KP npousBoauTcs npouenypa perucTpanyuu
kaHana MQ, B mpoiecce KOTOpOH BBIMOJHSAETCS T€HEpalusl KOMIUIEKTAa KIIoUed Jis
IPOTOKOJa B3aUMHOM ayTeHTU(PHMKAIMM W 3alUCh KIIIOYEBBIX JAHHBIX B IaMSATh
KOMITBIOTEPOB y3lia-cepBepa (Ha cepBepe MPUIOKEHUH) W y3Ja-KiMeHTa (Ha KIMEHTE
ANC KP). Peructpanus kaHaja mpou3BOJAUTCA afMUHUCTpaTopoM Oe3omacHocT OAO
«BMPLly, co3nanHbIi perucTpalOHHBIN (aill KaHama mepesaeTcs JUisl PerucTpalnuu
Ha y3el-KIMeHTa — pabodee MecTo moib3oBatens (cm. [11]). Ha paboyem mecte
nonb3oBatenss AWMC KP  wucnomb3yercss mOporpaMma  perucTpauuyd  KaHAJIOB
(RegAuth.exe), orrcanue paboThl KOTOPOI MPUBEICHO B [7].

JUis HOBOTO KIMEHTCKOTO MECTa PEerucTpupyrorcs 1Ba kaHaia MQ — mns
MOAKIIOYEHUS K OCHOBHOMY CEpBEpY NPWIOKEHUM W K PE3EPBHOMY CEPBEPY
npunoxxkenuid. Knmuent AVIC KP nacTpamBaercs Ha pa®oTy ¢ OZHMM M3 BBIOpAHHBIX
CEpPBEPOB IPWJIOKEHUM, YCTAaHABIIMBAas €ro AaKTUBHBIM B IPOrpaMME HAaCTPOMKH
napameTpoB MojKIoueHus K cepBepy npmwioxenuit AUC KP (cm. 3.7).

B kiMeHTCKMX KaHamax Ha cTopoHe cepBepa npwioxeHuid AUC KP ang
pasrpaHudeHusi mpaB Joctyna kK oOobektam MQ mia monb3oBarenedt Kpeautnoro
perucTpa ycraHaBiuBaeTcs TexHonorndeckuit uaeHtudukatop MCA-monp3oBarens
MCACLNT, qna agmuauctpatopoB Kpenutaoro peructpa — MCAADMIN.

2.1.2 DUII

3anpocsl nonb3oBarens AC KP u orBetsl cepBepa npunoxenuin AUC KP
ABJISIFOTCSL DJIEKTPOHHBIMHU cOO00IIeHUusIMH, coaepxammmu DI, koTopas ciayxuT amns
MOJATBEPXKACHUS ~ UEJTOCTHOCTH W MOJJWHHOCTH COOOIIIEHUH. BripaboTka
(mognuceiBanue) u nposepka DI ocyiiecTBiasieTcst ¢ UCTIONB30BAaHUEM BCTPOEHHBIX B
MoJICUCTEMY MH()OPMAITMOHHOTO B3aUMOACUCTBUS CepTHUPUIIMPOBAHHBIX cpeacTs DI
(paspaboranubix 3A0 «ABecT»), KOTOpPBbIE pCaAM30BaHBI B COOTBETCTBHH CO
crangaptamu [8] u [9]).

[Ipu mnonxmouenun kimueHntra AWC KP (pabowero wmecrta) s Kaxaoro
nons3oBaresisi AMC KP coszmaercs smusbii  kirod  OIII.  CooTBeTCTBYIONINMA
ceprudukar oTkpsitoro kioua I nmomemnaercs Ha cepsepbl npuioxxennit AUC KP
st npoBepku DLIT XML-3anpocoB. CepTUpUKATBl OTKPHITHIX KIIOYEH CEpBEPOB
npunoxennit AUC KP nocrasmsitorest Ha Bee y3abl-kaueHTel AVIC KP miis mpoBepku
OUIT XML-oTBeTOoB.

[Ipn ycTaHOBKE KIMEHTCKOIO pabdoyero MecTa OCYIIECTBISIETCS —3ampoc
JIOKaIbHOM 0a3bl cepTudukaTtoB oTKphITHIX Kiroueld CK3U (cm. 3.6.2). JlokanbHas 6a3a
ceptudukaroB oTKphIThIX Kitouedl CK3U knuenta AVC KP BrirodaeT cepTuduKaThl
oTkphIThIX Kitouer DI cepepoB npunnoxennuss AVMIC KP 1 Bcex OTKPBITBIX KItOue
OUIT rpynme nonb3oBarenein CK3U (3agannoii ipu ycranoBke 110).

Vnpasnenne kmodamu OIIII, reHepanus, co3maHue 3asBOK Ha PErHUCTPALIUIO
OCYIIIECTBJISIETCS. HEMOCPEACTBEHHO Ha pabdouem wmecte mnonb3oBarenss AUC KP ¢
UCIONIb30BaHueM mporpammbl peructpanuu  kimodeit CK3U. Onucanune paboThbl
nporpamMmsl npuseaeHo B [10].
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Oneparuu ¢ kiouyamu DI (HOBBINM KITI0Y, CMEHA, yJIaJIeHUE) OCYIIECTBISIOTCS
B COOTBETCTBHUU C 3asBKaMU (Ha OyMaKHBIX HOCUTENSIX WM B DJICKTPOHHOM BHJIE Yepe3
CM/IO), npuBeneHHbiMd B [11l], Tpu HEMOCPEJACTBEHHOM B3aMMOJCHUCTBUH C
anqmuuuctparopom 6e3onacHoctu OAO «BMPILy.

2.1.3 IlpaBa amns BHIMOJHEHUS 3alPOCOB

[Ipy BeIMOAHEHMM 3ampocoB B 0a3ze JaHHBIX KpemuTHoro perucrtpa
BBITIONHSETCST aBTOpHu3anus Kaxaoro monb3oBatenss AUC KP (mo upentudukaropy
kiroua D) ¢ TOYHOCTBIO A0 MPENOCTABISEMBIX MTPaB Ha BBHITOJIHEHUE KaXKI0r0 THUIA
3anpoca. IlpaBa mpepocraBistoTcs agMuHHCTparopoM KpenutHoro perucrpa B
COOTBETCTBUM C 3asBKOM Ha MpEeOCTaBICHHUE/yJaJeHUE MOJHOMOUYUN MO JOCTYyHy K
pecypcam KpeautHoro perucrpa, npuBeaennoit B [11].

2.2 OnucaHue JIOTUKH BHINOJHEHNsI 3alIPOCOB

JUis BbINOJMHEHUWS 3ampoca OpukiagHele nporpamMmbl  kianeHta AWC KP
(mocTaBnsiemMble JTMOO COOCTBEHHBIC POTPAMMBI IS aBTOMATU3UPOBAHHOW MOTOKOBOM
00paboOTKM) BBI3BIBAIOT (GYHKIUU OMOJMOTEK KIMEHTCKOM 4YacTh TOJICUCTEMbI
nH(pOpMalMOHHOTO B3auMonelcTBUusA. OcCHOBHON (QyHKUMEH sBisgerca (QyHKUIUS
ExecDataProc n3 6ubnuoreku 6a3zoBbix ¢pynkuuit Basic.dll wim napa ¢yakiuu: Send u
Receive — mpu pasnesieHHOM Tpoliecce OTIPABKU 3ampoca W TOJIy4YCeHHs OTBeTa. B
KauecTBE BXOJHBIX MapaMeTpOB Ha BXOJ (YHKIHMH mepemaroTcs: HHPopMarus o
JIOTUYECKOM MapuipyTe, yKa3aTeidb Ha Mepe/laBaeMble JaHHbIE 3alpoca B MAMSITH U UX
pa3Mep W/uiM ykazarenab Ha Oydep Uil moiayyaeMbIX JaHHBIX OTBETA.

Jlormueckuii MapmipyT (MapmipyT) — 3TO KOMIUIEKT MapamMeTpOB MOJCHUCTEMBI
3aITUIIICHHOTO B3aMMOJICHCTBYS, UCTIOJTb3YEMBIN GYHKITUSIMU Basic.dll,
ycraHaBiuBaeMblii B pazgene peectpa OC HKLM\SOFTWARE\BTC\Router. Nwms
noJipaszziesia B ’TOM pasjielie peecTpa ABIsSETCS UMEHEM (MACHTU(PUKATOPOM) MapLIpyTa.
[TapameTpsl MapuipyTa OIpEAENSIOT HallpaBleHHWE I Tepenadyd, npuema Juoo
00pa0OTKM JAaHHBIX B pACIpENESCHHOW TPAHCIOPTHON MOJCUCTEME 3alIUILEHHOTO
B3aUMOJICUCTBUS (TUIl MaplipyTa ompenemnsier padoTy c ¢aittamu, ¢ peectpom OC,
coobmenusmu MQ wu ap.). g HacTpoilku U MPOCMOTpPa MAPUIPYTOB HCIOJb3YETCS
nporpamMma HaCTPOWKH TabJuIlpl MapiipyTtuzanuu TransportParam.exe (cMm. 3.1), spiibik
JUISL 3allyCcKa KOTOPOM pAaclojiokeH Ha paboyeM CcTojie M MMEET HauMEHOBaHUE
«HacTporika nmapamMeTpoB TPaHCIOPTA.

OCHOBHBIM HayaJbHbIM MapUIpyTOM Ui BbImoJdHeHHs 3anpocoB AMC KP
sBisiercss  Mapuipyr KB (cMm.  HacTpoiiku  Mapmpyra B OKHE  IPOTpamMMBbl
TransportParam.exe na pucynke 1). Bce HacTpoliku MapiipyTa B peecTpe MpUBEICHBI B
tabiuue A.l Ilpunoxenus A. B wmapuipyre KB nomomHutensHo MOTyT OBITh
HACTPOEHBI MapaMeTphl Ui BHYTPEHHUX MOBTOPOB IMPH HEIOCTYIMHOCTH MEHEIXKepa,
BKJIIOYass cOOM B CETH, W NapaMeTpbl i1 BHYTPEHHUX IIOBTOPOB 10 HCTEUECHUU
WMHTEpBaJla OXKUAAHWS OTBETOB. JlaHHBIE MapaMmeTpsl MPUMEHSIOTCS NpU Mepenade
3ampoca Ui BBINOJIHEHUS HA CEPBEP NPWIOKEHHW IO Mapmpyry «JlanpHenmas
o0paboTka» (cM. OKHO mporpammsl TransportParam.exe).
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EV:1®.92000-01 90 01

MapuwpyTe! (MK) | Mapwpymsatop |

Mapwpyt

ADMIN_NOTIFY
AISCO_ARC_IN
AISCO_ARC_OUT
AISCO_TRASH
DefaultChiType

KB_MQ

KB_MQ2
KeyDistributionGroup
KeyMar

KeyMarCN
KeyMgr_REMOTE
KeyUnit|D_Group
Node ID
RegAuth

RegCEnc

KB
Onucanne

Beiumcnenue/nposepka nognmcu AOKYMEHTOB

BEwbnuoteka obpabotku (*.dll)
[ DocSignc.dil v ]

Tun nocurens (Crypt_Doc\PK_Source)

[iKey 100 -

[V] PopmaThbiil koHTPoNb MCXORALWMX COOBLIEHIRA
[¥] Noanwceiats ucxopawwme coobiuerna
[V] PopmaThbii KoHTpOnb EXORAWMX COOSLIEHNHA

[¥] NMpoeepaTe noankce BxoaALwx cooblueHmit

CoxpaHeHrue B 3pXMB BXORALLMX COOBLLEHNA

[AISCO_ARC_IN

CoxpaHerure B 3pXUB WCXORALLMX COODLLEHIA

|AISCO_ARC_OUT

Coxpanermne/obpaboTka Spaka

RegFBase

RegFind

Serv_ID

UpdateParams

UPDATE_LIST

UPDATE SERVER .

[AISCO_TRASH

[ansreiwan oSpabotka

|KB_MQ

[V] Paspewwtt yaanekbii BEIZ0B

[ LoBasuTb MappyT H Ypanute MapwpyT ]

CoxpatuTs

[ WameruTe TMR ‘

Pucynok 1

[lepenaBaeMble aHHBIE 3aMpoca U MOJIy4aeMble JaHHBIE OTBETA MPEACTABIISIOT
coboit coobmenus ¢opmara XML. CooOmieHus 3ampocoB W OTBETOB JIOJDKHBI
dbopmupoBaThcsi Ha ocHOoBaHUHM cxeM XSD, koTopple ycTaHaBIMBAIOTCS Kak Ha y3Jie-
KJIIMEHTE, TaK U Ha cepBepe npuiioxenuid AVC KP.

[MonyunB ums mapuipyra KB, ¢bynkmnus Basic.dll (ExecDataProc) mepemaer
yOpaBiieHre OUOIMOTEKE BBIYUCICHUS/TIPOBEPKU TMOAMUCH SJCKTPOHHBIX JTOKYMEHTOB
AUC KP (DocSignc.dll), koropast ycranoBiena B Mapmipyte KB kak Oubnmoreka
o0paboTku (0oOpaboTunk). B obOpabotunke DocSignc.dll BeimonHstOTCS Ccheayronme
JEUCTBUS:

1) BbInoJIHEHHE TPeno0padoTKu 3ampoca. OCyIECTBISCTCS CHHTAKCHUSCKHMA
(dhopMaTHBI KOHTPOJIb W MOJANKCHIBaHUE, T.e. BbruuciaeHnue OIIII, B cooTBeTcTBUU C
YCTAHOBJICHHBIMH oONIUMsAMU B Mapuipyre KB s ucxomsmux cooOmenuit. Ecim
MpoU30IIJIa OIIMOKAa B Mpolecce MpeaoopaboTKU, TO COOOIIEHHE HAMPABISAETCA IO
Mapipyty «Coxpanenne/oopadbotka 6paka» (AISCO_TRASH), ecmu Takoit MapmpyT
yctanoByieH B Mmapiipyte KB. Eciau mponsomina ommbka B mporiecce 00padboTku Opaka,
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TO 00paboTUMK 3aBepliliaeT padoTy M BO3BpaIllaeT: KOJI OMMUOKHU B Mpoliecce 00padboTKu
Opaka, eciu MpoM30IIIa OMrOKa KOHTPOJIS, WIIK KoJ ommOKku Beraucienus DLI1, eciou
MIPOM30IIIIA OIMTHUOKA TIPY TIOITUCHIBAHHH;

2) coXpaHeHHe COOOIIEeHHs 3aMpoca, NPOIIEANIETo MPeaoopaboTKy, B apXuBe
UCXOSAIIUX COOOIIeHM. BrimonHsercs mepenadya CoOOOLIEHUS 1O  MapuIpyTy
«Coxpanenne B apxuB wucxomammux coodbmenuin» (AISCO_ARC_OUT), ecou B
mapuipyre KB ycranoBien Takoit wmapmpyt. Ecim  mpoumsommia ommbka mpu
COXpaHEHUH, TO 00pabOTYMK 3aBepIIacT padoTy M BO3BpAIIaeT KO dTOH ONTHOKY;

3) nepenaya 3ampoca JJisi BbINOJHEHUsI HA cepBep nmpuiioxkenuii. [lepenada
IPOU3BOAUTCS 1O Mapmpyty «JlanpHedmas o6pabdotkay (KB _MQ#, rme # -
HOPSITKOBBIT  HOMEp CepBepa MNPUJIOKEHWH, JUIsi OCHOBHOTO — OTCYTCTBYET),
ykazaHHOMy B Mapmpyre KB (cm. okHO mnporpammbl TransportParam.exe Ha
pPHUCYHKE 2).

MapwpyTsi (MK) im

KB_MQ
Mepueyy B

ADMIN_NOTIFY | Onucanne
AISCO ARC IN O6meH paHHbIMKU yepes MQSeries

AISCO_ARC_OUT
AISCO_TRASH ; Myte Twn nokansbroro MQ

DefaultChiType KB Knnen
KB

il AISCOSRV_MGM

10.2.13.2(1414)
KB_MQ2

KeyDistributionGroup Wma kanana WHTepean OXuaaHWA OTBETOB
feyMor | | B7950011CHL 30000

KeyMarCN |

KeyMar_REMOTE ' Ouepeas 3anpocoe

KeyUnit!D_Group INCOMQUERY.LQ.QUEUE

Node_ID 7
RegAuth
RegCEnc
RegFBase

RegFind
Serv_ID [ Tun TpaHcnopTa
TP

Ouepens oTeeTOB

PopmaT coobLueHnit [V] PaspewwTs ynanekHLIi BLIZ0E

UpdateParams INokanbHas KOQMPOBKa
UPDATE_LIST LS| 1251 [V] AyTenTraukaums kakana
UPDATE SERVER | V] Kananehoe wippoeatie
YpanexHan KOQMPOBKa
1251

[ LoSasuTb MapwpyT ] ‘ Ypanute MapwpyT [V] Cxatve panneix

[ Wameruts Tun ‘ Coxpatmts

PucyHok 2

B cootBerctBUM ¢ mapameTrpamu, yka3zaHHeiMH B Mapuipyte KB_MOQ#,
BBITIOJHSETCS TMepeada JaHHBIX M0 MU(POBAHHOMY KaHAIIy CBSI3U C ayTeHTHU(UKaLEeH
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Ha BbIOpaHHbI cepBep mnpuioxkenuir AVC KP B ouepeapr 3ampocoB U MOIydeHUE
JAHHBIX B IMHAMUYECKH CO3/IaBAEMYIO KIIMEHTOM BPEMEHHYIO O4Yepe/lb OTBETOB (WM B
SABHO yKa3aHHYIO o4epe/]b 0TBEeTOB). [lepenaua coobiieHrs oCyecTBIsEeTCS B peKUMe
OKUJAHHUSI OTBETA C YCTAaHOBJICHHBIM MHTEPBAJIOM OKHUJAHHUS OTBETOB (3TO MapamMmeTp
Waitinterval B mapmpyre KB MQ#, cMm. Tabmmiy A.1 [punoxenus A).

Ecmu B mapmpyre KB (cM. Tabmuny A.1 Ilpunoxxenust A) 3agaH mapamerp
WaitRepete co 3nHaueHmem HepaBHBIM (), TO BBIOJHSIOTCS BHYTPCHHHE IMOBTOPHI (B
DocSignc.dll) mo ucreuenun wunTepBana oxumanus oteeroB Waitinterval. Oomee
BpeMsI OXUJAHHUS C MOBTOPAMHM YCTAHOBJIEHO MO yMoyidaHuto 10 30 muHyT. Takum
o0pa3oM, KJIMEHTCKOE MPUIIOKEHHE MOXKET IMOJIYYUTh OTBET Ha 3alpoc, BpeMs
UCHIOJIHEHUST KoToporo B 0Oa3e KpemutHoro perucrpa Oosibliie TrapaHTUPOBAHHOTO
BpeMeHHU mojepkanus coequHenns MQ (ycranosinennoro B KeepAlive mis MQ) —
Oonpiie 5 MuUHYT. [l BBIMOJHEHUS TOBTOPOB B IOJIb30BATEIBCKOM MPHIOKECHUU
00paboTKu (6e3 BHYTPEHHUX IOBTOPOB) C IpUMEHEHUEM OTIIINH
GET_PREV_ANSWER — nony4yenue oTBeTa Ha npeaslaymuii 3anpoc B ExecDataProc
(cM. onucanue B TpeboBanusx [2]) TpeOyercs ynanuth napametp WaitRepete.

Ha cepBepe npuiiokeHHil BBIIOJHEHUE 3alpOCOB IPOU3BOAUTCS 00pabOTUMKOM,
YCTAHOBJICHHOM JjIsl 00pabOTKK 3TOW odepenu 3ampocoB ciykOoi Router cepBepHoit
4aCTH TOJCUCTEMBl HH(POPMAIIMOHHOTO B3aMMOJICHCTBHS (YCTaHABIMBAETCSI HECKOIBKO
KOIUH CITy>KOBI JUISl OJTHOM OYepe/T JIIs YCKOPEHHSI Imporiecca 00padboTKH).

[Tomumo 3ampoca (coobmienuss XML) B ciryx0y Router mepematorcst mapameTpsl
Mapupyra KB MQ#, rae B none «IlyTe» yka3plBaeTcss MapLpyT ¢ mapaMeTpaMu AJIs
obpabotku Ha cepBepe mnpuioxkenuit ((KB). Ilox ynpasnenmem ciyx0Ob1 Router
BBITIOJTHSAIOTCS. CUHTAKCUYECKUII KOHTpoJib U npoBepka DT nonb3oBarens AUC KP,
COOCTBEHHO BBINIOJIHEHUE 3ampoca Ha cepBepe 0a3bl naHHbIX KpemuTHoro perucrpa,
dbopmupoBanue otBeta (opmata XML, ero CHUHTaKCHMYECKHl KOHTPOJIb U
noanuckiBanue kiaouoM DI cepsepa npunoxenuit AVUC KP.

B pesynbraTe BBINONHEHUS 3ampoca ciy’k0a cCepBepHOW YacTH IMOACHCTEMBI
nH(GOPMAIIMOHHOTO B3auMoIeicTBUSI ROUtEr kmageT coolleHre 0TBeTa BO BpEMEHHYIO
IMHAMHYECKYIO OUepe/ib OTBETOB (WM B SIBHO 33JJaHHYIO OUY€pEab OTBETOB);

4) mosty4eHue KoJa BO3BpaTa NP MOJYYCHUN OTBETA OT CepBEpa MPUIIOKCHUN
WIM TI0 WCTEYCHWHM WHTEpBajla OXUJAaHUSA OTBEeTOB. Ecim Koa BO3BpaTa HMeEET
MOJIOKUTENBHOE 3HAYEHWE, TO OTO O3HAYaeT IOJyYeHUE OTBETa OT cepBepa
puokeHui — coobienus ¢popmara XML. Ecnu monydeH KoJ Bo3BpaTa, UMEIOIIUMA
OTpHUIIATENIFHOE 3HAYEHWE, TO ATO O3HAYAET, YTO OTBET HE TOJy4YeH IO TPUYUHE
OIMUOKH, U B 3TOM Cllydae 00pabOTUMK 3aBepIiiaeT paboTy U BO3BpAIIAET MOTyUEHHBIN
KOJ, T.€. KO OIINOKH;

5) BbIOJIHEHHE  00pPadOTKM  OTBeTa  OT  CcepBepa  NPHJIOKEHHIA.
OcymiecTBiseTcsl CUHTAaKCHMYeCKui (QopMaTHbIii KOHTposiib W TipoBepka OIIII B
COOTBETCTBHUM C YCTAaHOBJCHHbIMH ommusMu B wMapmpyre KB mas  Bxomsmmx
coobmenuii. Ecnu mpousomnuia ommOKa MpU MPOBEPKE, TO OTBET HAMPABIAETCSA IO
Mmapipyty «Coxpanenue/odpadotka O6paka» (AISCO TRASH), ecnu takoit mapuipyt
ycraHoBiieH B MapuipyTe KB. Eciu npousonuia omubka B mpoiiecce o0paboTku Opaka,
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TO 00paboTUMK 3aBepiaeT paboTy U BO3BpAILaeT KOJ 3TOM OLIMOKH, €CIU MPOU30IILIa
omuOKa KOHTPOJs, uin koj ommOku nposepku DI, ecnu mpousomnia ommbdka npu
nposepke DLII;

6) coxpaHeHHe COOOIIEHUsI OTBETA, IMPOIICAIICIO TIPOBEPKY, B apXHBE
UCXOIIAMUX CcooOmeHnid. BeImonmHseTcs Tmepemada COOOMICHHsS 10  MapupyTy
«Coxpanenue B apxuB Bxonsmux coodmenuit» (AISCO ARC IN), ecnu B Mapuipyre
KB ycranosien Takoit MapmpyT. Ecnmm mpowmsomnuia ommOka TpU COXpaHEHUH, TO
00paboTuuk 3aBepuIaeT paboTy ¥ BO3BpaIaeT KO dTOW OITHOKH.

Wtak, B IpUKIaIHYIO TPOTrpaMMy BO3BPAIAETCS KO 3aBEPIICHUS 00paboTunKa
DocSignc.dll kak Bo3Bpar ¢yHkIuu OuOIHOTEKH Oa30BbIx (yukuuii Basic.dll
(ExecDataProc). Eciu ko1 Bo3BpaTta UMeeT MOJOXKHUTEIbHOE 3HAaYeHUE, TO 3TO 03HAYACT
noyrydeHue orpeta — coobuienus gopmara XML ot cepsepa npunoxenuit AVIK KP B
O0ydepe mamaru, pazmMep KOTOPOTO €CTh 3HaYEHUE KOjla BO3BpaTa.

Ecnu monydyeH koj BO3BpaTa, MMEIOIIMN OTPHUIATENIbHOE 3HAYEHUE, TO ATO
03HAYaeT, 4To B Oy(depe maMsaTH HET JaHHBIX OTBETA, U B JJAHHOM CJIy4ae KOJl BO3BpaTa
— 3TO KOJ coobIeHus 00 omuoke. Koasl ommOoK, cooOmeHns 00 OmMrOKax U cocoo
MIPOTPAMMHOTO TIOJTYYCHHSI TEKCTOB COOOIICHHI MPUBEICHEI B pa3jeie 4.

B  mpomecce  pabotrer  oOpaborumka  DocSignc.dll  momommuTensHO
OCYIIECTBIISIETCS PETUCTpAIsl OMMOOK W TPUYMH WX BO3HUKHOBEHHSI B JKypHAI
coosrtrit Windows «IIpunosxeHue».
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3 HACTPOHKA KJII/IEHTCUKOFI YACTH  HOJCHUCTEMBI
HH®OPMAIIMOHHOI'O B3AUMOJIEVICTBUSA

Bce HeoOXxoaumbie mapamMeTpbl TEpPBOHAYAIBLHO YCTAHABIMBAIOTCS IIpU
MHCTAJUILMKN KIMEHTCKOM YacTH IMOACUCTEMBbI MH(OPMAIMOHHOIO B3aUMOJECUCTBUS
(cM. [1]). 3mMeHsITh TapaMeTphI TIOCTIE YCTAHOBKU HE TpeOyeTcst 0€3 SIBHBIX IPUYHH.

JInsg  HacTpoiKM M MPOCMOTpa MApaMETPOB HCMOJB3YETCS Mporpamma
HAacTpOWKHM TaOmuubl Mapuipytuzauud TransportParam.exe. IlompoOHoe onucanue
paboTel TmporpamMMmel TransportParam.exe, THIOB MapmIpyTOB M HUX I[apaMETPOB
npuBeneHo B [12]. s 3amycka TransportParam.exe ucrnosb3yeTcs sipiblk Ha pabodem
croiie «HacTpolika mapaMeTpoB TpPaHCIIOPTA».

Hacrpoiika KJINEHTCKOU 4acTH IOJICUCTEMBI MH(}OPMaLIMOHHOTO
B3aUMOJICUCTBUS JTOJDKHA IMPOU3BOAUTHCS MO YYETHOM 3anuchio aaMuHucTparopa OC
(Cc MOBBIILIEHUEM MOJHOMOYUN aAMUHUCTPATOPA).

Ecnu B mporiecce BbIMOIHEHUS onepanuid (3ampocoB) mnosb3oBaTenbr AVUC KP
MoJiyyaeT cooOleHuss o0 HCTEYeHWH HWHTEpBajla IOJNy4YeHUs MJaHHBIX C CepBepa
NPWIOKEHUH, HO MPU OTCYTCTBUM NIpoOJEeM WM OUIMOOK CBSI3M, B TOM YHCIE Ha
cepBepe MNPUIIOKEHHI, TO B COOTBETCTBYIOIIMX HACTPOWKAaX IIOJb30BATENb MOKET
YBEJIMYHUTh WHTEPBA] OXXHJIAHHUS OTBETOB M TIOBTOPUTH BBINOJIHIEMYIO OIEPAIUIO
(3ampoc). Hactpoiika ocyniecTBisieTcsi ¢ moMolbio nporpammsl TransportParam.exe B
mapmpyre KB_MQ# (KB_MQ, KB_MQ?2), cooTBeTCTBYIOIIEM BEIOPAaHHOMY CEPBEPY
NPUIOKEHUA — JJIS BBIMOJNHEHHs 3ampocoB XML (cM. pHUCYHOK 2), a Takke B
mapmpyTax KeyMgrCN u KeyMgr REMOTE — nns BeImonHEHHS 3ampocoB 0asbl
OTKPBITBHIX KIIFOYEH.

Taxxe B mpouecce padOTbl MOXET MOTPeOOBaTHCS CMEHA THUIA YCTpOICTBa
Hocutens kiaroda DI B aToM ciydae monbp30BaTeh yCTAHABIMBACT TPEOYyEMbI THIT
HocuTeas. Eciiu HeT HEOOXOAMMOCTH COXPaHATh YCHEIIHO OTHpPaBICHHBIE 3aIpPOCHI
u/unu  o0pabOTaHHBIE OTBETHI, IMOJIH30BATEIh MOXKET OTKJIYHUTH COXpPaHEeHHe
cooOmenmii. J[pyrue nmapamerpsl uisi (PYHKIIMOHMPOBAHUS H3MEHSIOTCS TOJBKO IIO
TpeboBaHui0  CiyxkObl  compoBoxkaeHuss OAO  «BMPIl». DOtu  HacTtpoiiku
OCYUIECTBJISIIOTCS € MOMOIIbI0 mporpaMmbl TransportParam.exe B mapuipyre KB (cwm.
PUCYHOK 1).

[TapameTpbl KJIMEHTCKOU 4acTH MO/ICUCTEMBI UH(OPMAIITMOHHOTO
B3aMMOJICHCTBUSL ycTaHaBinuBaroTcss B peectpe OC. B OCHOBHOM HCHOJIB3YHOTCS
KOMILJIEKThl TapaMeTpPOB, TaK Ha3bIBAEMbIE MapLIPYThl, KOTOpPHIE PACIOJIOKEHBI B
nonpaszenax pasziena peecrpa OC HKLM\SOFTWARE\BTC. Omnwucanue MapuipyToB
Y UX [apaMeTpoB NnpuBeneHo B [Ipunoxenun A.

3.1 Hacrpoiika MapuipyToB /Jisi BLITIOJIHEHHS 3aMPOCOB

B npouecce BbIMOJNIHEHUS 3anpocoB K KpeIuTHOMY pETHCTPY HCIOJIb3YHOTCS
CIEAYIOLINE MAPIIPYTHI:
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— KB — oOCHOBHOW MapmipyT, KOTOPBIA ompeaenser OWOJIMOTEeKy s
BBITTOJIHEHUS 3ampocoB mpu BbizoBe Qynkuuu Basic.dll (ExecDataProc), omaum w3
IIapaMeTPOB KOTOPOM SIBIIAETCS AAHHBIM MapIIpyT;

— KB_MQ# (KB_MQ, KB _ MQ2 u T.1.) — MapmpyTsl s JajdbHEHIIEH
00paboTKH, KOTOPBIE OIMPEACNIAIOT MapaMeTpbl OOMEHa JaHHBIMHU C KaXKIbIM CEpPBEPOM
npuiokeHuit nocpeacreom |IBM MQ;

— AISCO_ARC _IN — mapmpyT /1t coxpaHeHHs BXosIux cooOmenni XML
— otBeToB KpemutHoro perucrpa, KOTOpBIM OIpeAenseT MyTh COXpaHeHus (aiioB U
oubnunoreky savefile.dll nns coxpanenus ¢aitnoB ¢ yHUKaTbHBIM UMEHAMU;

— AISCO_ARC_OUT — mapmpyT s COXpaHEHHsI HUCXOJSIINX COOOIIEHUH
XML — 3ampocoB k KpeauTHOMy peructpy, KOTOpbIA ONpENeseT MyTh COXPAHEHUS
¢aiinoB u oubnunoreky savefile.dll nya coxpanenus QaityioB ¢ yHHKaIbHBIM HMEHAMM;

— AISCO_TRASH — mapupyTt juisi coxpaHeHHsi OTOPaAaKOBAHHBIX BXOJSIIUX
60 ucxoasmmx coodmenuid XML, KOTOpsIi onpeaensieT myTh coxpaHeHus: (aityioB u
oubnuotexy savefile.dll qis coxpanenus ¢paiaoB ¢ yHUKAIbHBIM UMEHAMH.

[TapameTpsl MapiipyToB npuBeeHbl B Tadnuie A.1 [punoxenus A.

Mapuipytr KB onpenensier 6ubnrorexy o6padotku cooOuenuit popmara XML
DocSignc.dll u ee mapamerpsl (cM. OKHO mporpammbl TransportParam.exe Ha
pucyHke 1):

— OMIMH JJIs1 BBIMOJHEHHs] (POPMATHOTO KOHTPOJS,, BBIUMCICHUS M TPOBEPKHU
OUIT ucxoasmumx U BXOIAIIUX COOOIIEHUI (3aIPOCOB U OTBETOB);

— MapIIPYTHI JUISI COXPAHESHUS HCXOISAIIMX COOOIICHHH (3aIIPOCOB) M BXOSIINX
cooOmIeHni (OTBETOB), MapIIPyT JJS COXpaHEHHs/00paboTKH Opaka (3armpocoB |
OTBETOB);

— MapumpyT s AanbHedmend o0paboTKH, UCHOJAB3YEeMbIM I Tepeaadu
3ampoca s BbIoaHeHN Ha cepsep npuiioxennid ANC KP;

— THI UCIIOJIB3yeEMOT0 HocuTes kinroua DLII.

N3 mapaMeTpoB MOMKET U3MEHSATHCS MOJIb30BaTENEM TN HOocuTens Kirodya DI
IpU CMEHE THUIa HOCUTEINs Iociie ycTaHOBKH. Kpome Toro, moib3oBaTellb MOXKET HE
YCTaHABIIMBATh OILMU COXPAaHEHUS B apXMBHbIE KaTaJOTH, €CIM 3TO HE Tpedyercs,
HampuMep, B ciydae, koraa coocrseHHoe [10 obecrieunBaeT coxpaHeHUE B apXHMBHbIC
KaTaJory.

[Tpu nepexoae Ha paboOTy C APYTUM CEPBEPOM MPUIIOKEHHUI COOTBETCTBYIOIIHIA
Mapmpyt i ganbHedmer oOpadorkm KB MQ# (KB_MQ wm KB_MQ2)
aBTomMaTuyecku (0e3 ydacTus Mojb30BaTeNs) KOPPEKTUPYETCS MPOrpaMMOil HaCTPOUKHU
napaMeTPOB MOAKIIIOUYCHUS K CepBepy NpuiioxeHui (cm. 3.7).

Omnmun 111 GopMaTHOTO KOHTPOJIS, BEIpaOdoTkH U npoepku LT ormensroTCs
TOJIBKO B  CJIy4a€ BBIIOJHEHHS TECTHUPOBaHUA (IO TPEeOOBAHUIO  CIYXKOBbI
conpoBoxaeHus uin paspadorurka OAO «BMPI»).

B cnyuae HE0OXOIMMOCTH WM3MEHEHHUS PACIOJOKEHHUs apXHMBHOTO Karajora B
mapupytax AISCO_ARC IN, AISCO_ARC OUT wmu AISCO_TRASH 3nauenue
HOBOTO TyTH 3amaercs B mapamerpe Path nemocpencrtBenHo B peectpe OC (B
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crangaptHori mporpamme Windows regedit.exe). st 3THX MapIIpyToOB MOYKHO
YCTaHOBUTH COOCTBEHHYIO OMOINOTEKY 00paboTku (OondimoTeky-miarun Basic.dll) wn
MU3MEHUTH THIT MapIIpyTa.

B mapmpyrax KB_MQ u KB_MQ?2 onuceiBaeTcsi crmocod oOMeHa JaHHBIMH C
cepeepamu  npuioxkenuit AIC KP mocpencteom IBM MQ (cMm. pucyHok 2).
[Tomp3oBaTeNs B Ciydae MOMYYCHHUST COOOIIEHNUN 00 MCTCUECHUH MHTEPBAJA OXHUIAHUS
MOJIYYCHUSI JAaHHBIX (TP OTCYTCTBHHM COOEB WIIM OIIMOOK CBSI3M) MOXKET YBEIMYUTH
WHTEpBaJ OKUJAHUS OTBETOB. PekoMeHyeTCs yCTaHABIMBATh HHTEPBAII B TIpeieiax OT
30000 mo 180000 mummucekyna (300000 — 310 mpeAenbHO I0MyCTUMOE 3HAUCHUE).

Onuuu g ayreHTUGUKaMU U mudpoBaHus kaHana B Mapuipyrax KB_MQ u
KB_MQ2 cHuMaroTcs COBMECTHO C YCTAaHOBKOW COOTBETCTBYIOIIMX OMITUM JIUII KaHaa
Ha COOTBETCTBYIOIIEM CEpBEpE MPUIIOKEHUM B CIIydac BBIMOJHEHUS TECTUPOBAHUS.
Hpyrue mapametrpsl MapaipyroB KB _MQ u KB_MQZ2 koppektupoBaTh He
pasperniaeTcs.

3.2 Hacrpoiika mapumpytoB cpeacts JIII u koMIiuiekca ynpaBJieHUS
kiawdamu CK3U

Kommniexe ynpasnennst kmodamu CK3U wm cpencrBa OLII umcnons3yror
CJIEIYIOLIME MAPIIPYTHI:

— KeyMgr — wmapuipyt anis oOpaleHus K JIOKaJIbHOM 0a3e cepTudukatron
oTkpeIThIX Kitoueit CK3U, ucnonb3yemsiii ipu nposepke I (B DocSignce.dll);

— KeyMgrCN — wmapuipyt mnis oOpailieHuss K IEHTPaJbHOMY XPAaHHIIUILY
kmoueBort nuapopmanuu CK3U, pacnonoxxenHomy B OAO «BMPL» Ha nieHTpasibHOM
y3ne cuctembl nepenaun (unancoBor wHpopmanmu AC MBP. Ucnonwssyercs nms
OTHpPAaBKHU 3asiBOK Ha co3fgaHue U or3bIB Kitoueil DLl B mporpamme perucrpanuu
xmrouenn CK3U. BzaumopneiictBue knuenta AMC KP ¢ neHTpanbHBIM XpaHWIHAILEM
kmouen CK3U ocymectBusiercst uepes cepBep npuiioxkenui AUC KP;

— KeyMgr_ REMOTE - wmapmpyt g oOpameHus k 0aze cepTu(UKaATOB
oTKphIThIX Kitouert CK3U cepBepa mpunoxenuil. Mcnons3dyerca s akTyaln3aluun
JOoKaIbHOM 0a3bl cepTrdukaroB OTKpHIThHIX Kirouert CK3U B mporpamme perucrparuu
ximoueid CK3U;

— KeyDistributionGroup — HOMep crHcka pacChUIKH KITIOYEBOW WH(pOpMAIUN
(3HaueHue 2), KOTOPBIA BKIKOYAETCA B 3asBKH Ha co3aanue kinroued DLII B mporpamme
peructpauuu kimouei CK3U, ucnonb3yemslil 1151 pacChUIKU KIHOYEBON MH(pOpMaluu
n3 nenTpanbHoro xpanwmina s AVUC KP;

— KeyUnitID_Group — tpex3HauHblii uaeHTUGUKATOp rpynnbl kiroueit DI,
ucrosb3yemblid npu uaeHTuukauu kiaoued DI (msTuzHayHblii uaeHTUdUKaTOp) B
Mpoliecce Co3/laHusl 3asBOK Ha co3ganue kimrouert OIIII momwp3oBarenet u s
MOJTYYCHUS KJTFOYEH CBOEW TPYMIbI PU aKTyaIn3alliy JIOKAJIbHON 0a3bl cepTUu(PUKaTOB
oTkphIThiX Kitouert CK3U (cm. 3.6).

Mapupytsl komiuiekca yrnpasieHnus kmouamu CK3U u cpencts OLII u ux
napaMmeTpsl mpuBeeHbl B Tabnuie A.2 [lpunoxenus A.
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Ecnu npu otnpaBke 3adBOK st co3ganus kiatoded DI wnm aktyanuzanuu
nokanbHOM 0a3bl cepTudukatoB OTKpbIThIX Kioued CK3U (cm. 3.6) Bbigatorcs
coO0IIeHUsT 00 UCTEUEHUU UHTEPBAJIA OXKUJAAHUS MMOTYUYEHUS JaHHBIX (MPU OTCYTCTBUU
cO0eB MM OMHMOOK CBS3HM), TO TMOJIH30BATEh MOXKET YBEIUYUTh WHTECPBAT OXKHUIAHUS
orBetoB B Mapmpytax KeyMgr REMOTE u KeyMgrCN u moBTOpUTH OmEpaImio.
Pekomennyercss ycraHaBiuBarh HHTepBas B mpeaenax ot 30000 mo 180000
MutmucekyH (300000 — 3to mpeAebHO TOMyCTUMOE 3HAUCHUE).

Hns mepexoma Ha paboty ¢ apyrum cepBepoM mpuioxkennit AUC KP
mapmpytel KeyMgrCN u KeyMgr REMOTE aBromartmuecku (6e3 yuacTus
M0JIb30BATEJIsI) KOPPEKTUPYIOTCS MPOrpaMMoOil HACTPONKH MapaMeTpoB MOAKIIOYCHUS
K cepBepy npuiiokeHuit (cMm. 3.7). Onuuu g ayTeHTU(DUKAUU W/ Wi mudpoBaHus
KaHaJla B 3THUX MapUIpyTax OTMEHSIOTCS TOJBKO B CIIy4ae BBHIMOJHEHUS TECTUPOBAHUS
(mo TpeOoBaHMIO CIYKOBI compoBoXxIeHUS Wi paspaborunka OAO «BMPIy),
IpUYeM, B KaHalle Ha CTOPOHE cepBepa MPWIOKEHUN ITOJKHBI OBITh YCTaHOBJICHBI
COOTBETCTBYIOIIUE OMIUU.

3.3 Hacrpoiika MapuipyToB KoMILIeKca noJyuyeHusi ooHoBaennii IO

[IporpammHBIe  cpeAcTBa  KOMIUIekca nosiyueHuss  oOHomienuit  [IIIO
UCIIOJIb3YIOT CIIEYIOIIME MAPIIPYTHI:

— UPDATE_LIST -  wmapumpyT, ONpenensiomuid  CHHCOK  BEPCHi
yctanoBiienHoro I10 AUWC KP (B moapazgenax 3to pasapena peectpa OC, T.e.
MapuipyTa), HeoOXOIUMBIN 1711 POPMUPOBAHUS 3aIPOCOB HA TMOJyUYCHHE OOHOBJICHUI
[1I1O, ¢ yxazanuem 6UOTUOTEKH BHITIOIHEHHUS 3aPOCOB;

— UPDATE_SERVER — mapmpyt ansa nonyuenus aitnos oonosnenuii [1I10 ¢
cepepa npunoxenuit AUC KP;

— UpdateParams — mapmipyT, B KOTOPOM YCTaHABJIMBAIOTCS IMapaMeTphbl IS
nonyyeHus: oOHoBieHuid [II1O, wucnonb3dyembie nas ciayKObl aBTOMaTHYECKOTO
oonosaenus II1O (Applications Update Service).

Mapuipytsl KoMmIUiekca mnoiydeHus oOHoBieHudd IIIIO m ux mnapamerpsl
npuBeieHbl B Ta0uIe A.3 [Ipunoxkenus A.

Taxxe 1 ¢GopmMupoBaHusi 3ampoca K CEpBepy NPUIOKEHHM HCHOIb3yeTCs
MapIIpyT KOMIUIEKCa 3aIiuThl coequaennit MQSeries:

— NODE_ID — mapmipyt, onpeaensitoruii unentudukarop yzma-kinueara AUC
KP sToro padoyero mecta (cm. Tabmuiy A.4 [Ipunoxenus A).

Ecnu npu nonyuenun obHonenuit I1I1O Bbigatorcs cooOuieHUs 00 UCTEUCHUH
MHTEpBaja OKUJAHUs MMOTYUYEHUs JAHHBIX (IIPU OTCYTCTBUM COOEB UITM OMIMOOK CBSI3H),
TO TIOJIb30BATEJIb MOKET YBEIUYUTh HWHTEPBAl OXKUIAHUS OTBETOB B MaplIpyTe
UPDATE_SERVER wu mnoBroputTh 3ampoc (C TOMOINBIO MPOrpaMMbI 3arpy3Ku
oOHOBJNICHHMIT). PexoMeHIyeTcsl ycTaHaBiIMBaTh MHTEpBal B mpenenax oT 30000 mo
180000 muimucexkyna (300000 — 310 mpeAesibHO I0MyCTUMOE 3HAUCHUE).

Jns  ycranoBkm mapameTpoB B MapmpyTte UpdateParams wucmonb3yercs
nporpamMma HacTpOMKHM ImapamMeTpoB aBToMaTmueckoro ooHoBnenus UpdateParams.exe.
[Iporpamma TMO3BOJIIET HACTPOUTH PEXKHUM 3amycka CiayxObsl (mpu 3arpyzke OC
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Windows, mbo 1o BpeMeHH), a TaKKe PEKHMbI pPaOOTHI. MOJIy4aTh TOJBKO
YBEIOMJICHHSI O HaJMYUMd HOBBIX OOHOBJCHHWI Ha CcepBepe NPUIOKEHUN WU
aBTOMATUYECKH TMOJy4aTh Qailbl OOHOBJICHWI B 3adaHHBI Kartanor. I[lompoOHoe
oIHcaHue KoMILTeKca rmosrydaeHus oonosenwuii [1110 npuseneno B [13].

3.4 Hacrpoiika MapuIpyTOB KOMILJIEKCA 3alIMThI coenuHenuiit MQSeries

[lporpamMHBIE  cpelncTBa KOMIDIEKCa 3amuThl  coemuHenuid  MQSeries
HCIIOJIB3YIOT CJIETYIOIINE MAPIIPYTHI:

— ADMIN_NOTIFY — wmapmpyr, B KOTOPOM ONPEIECICHbI  PEKUMBI
OTOOpakeHHsI W MPOTOKOJIMPOBAHUS COOOIIEHMH 00 OmIMOKax CpeACTB KOMILIEKCa
3alUThI COSTMHECHMH NpH padoTe kaHana MQ);

— DefaultChlType — mapuipyT ycranoBku Tumna kanajia. 3uauenue DefChiType
o cchuike B Path momkHO OBITH YCTAaHOBJICHO PAaBHBIM «2)», UTO O3HAYaeT TUI KaHala
«Clienty, m B mporpaMmMe perucTpanuyl KaHAJIOB OyIeT BBHIOMPATHCS TEPBBIM THII
kaHana «Clienty;

— Node_ID — mapmipyr, omnpenensiromuii uaeHTUUKATOp pabodyero mecra —
y371a ans ayrentudukamnuu ctopon B AVC KP;

— RegAuth — wMapmpyr, omnpenensfoluii  pacroyoKeHHe  JIOKAJIbHOM
OoubnmoTekn QYHKIHMIA POrpaMMbl peructpaiiui kanaiaos RegAuth.dll;

— NodeType — mapuipyT, ONpenesisfoIlii THI y3jia U Habop omeparnuii B
nporpaMmme peructpanuu kananos. Jns y3ma-knuenta AUC KP 3agaetcs 3nauenne «0»
— KOHEYHBIH y3eI (€Clii MapIIpyT OTCYTCTBYET, MPUHUMAETCS 3HaueHHe «0»);

— RegCEnc — wapuipyr, ompexaenstormmii myTh kK (aimy channel.enc ¢
ayTeHTU(PUKAIIMOHHBIMU JIAaHHBIMU KaHaja, UCIIOJIb3yEeMbIi TIPH PErHCTpallii KaHaja B
MporpamMMe perucTpaIfy KaHaJIOB;

— RegFBase — wapmpyr, ompenensitomuii myTh K pazaeny peectpa OC,
coaepxkamemy noapasnen C# (rme # — TOpPAIKOBBIE HOMEp KaHaiga) ¢
ayTeHTU(UKAIMOHHBIMUA JaHHBIMKH KaHaima B mapamerpe «(Ilo ymomganuio)y,
WCIIONIB3YEMBI B TIPOTpaMMe PETHUCTpPAllMU KaHAJIOB W MOJIYJEeM ayTeHTH(PHUKAIUU
KaHaJIoB;

— RegFInd — mapmipyt, onpenenstonuii myth k pasaeny peectpa OC — IND,
cogepxkamiemy mnapameTrp «(Ilo ymomuaHuio)» cO CHHCKOM 3aperMCTPUPOBAHHBIX
KaHAJIOB, WCIOJB3YEMbIi B TIPOrpaMME pPETUCTPAIlMd KaHAJOB W  MOJIYJIeM
ayTeHTU(PUKAIINH KaHAJIOB;

— Serv_ID — mapmpyT, onpeaensronui nAeHTHPUKATOP BEIOPAHHOTO cepBepa
npunoxenut AVC KP, T.e. ycraHOBIE€HHOTro akTUBHbIM. MineHTudukarop meHsercs
aBTOMATUYECKH TIPU BBIOOPE cepBepa MPIIIOKEHUH.

MapuipyTel KOMIUIEKCa 3amuThl coeauHeHuii MQSeries m ux mnapaMerpbl
npuBeneHsl B Tadmuie A.4 [punoxenus A. [lonpobHoe onucaHrne KOMIUIEKCA 3allUThl
coequneHnit MQSeries npuBeaeHo B [6], onucaHye mporpaMMbl PErHCTPAIIMKA KaHAIOB
IpHUBEICHO B [7].
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[lonb3oBaTenb, TpU  HEOOXOAMMOCTH, MOXKET CHSITh B  MapuipyTe
ADMIN NOTIFY pexum «Iloka3piBaTh COOOLIECHUS» U, B 3TOM CIIy4yae, YCTaHOBUTH
pexuM «CoxpaHsATh COOOIICHHMS B J>KypHal COOBITHI» (B OKHE MIPOrpaMmbl
TransportParam.exe). CHuMaTh 00a pexrMa He pa3periacTes.

J10 BBINOJIHEHUS ONEPALMU PETUCTPALIMM KAHAJIOB B IPOTPAMME PETUCTPALIAU
KAHAJIOB I0JIb30BaTEIb MOXKET MPOBEPUTH UM YCTAHOBUTH NPU HEOOXOAUMOCTH HOBBIN
OyTh pa3MEIIeHHs] perucTpanuonHoro (haima kaHama channel.enc B wmapmpyre
RegCEnc.

3.5 Ayrentudukanus KaHajaoB. Perucrpanusi ¥ CHHXpOHU3aALUSA

Hns coenunenuss ¢ cepepom npuioxkenus AMC KP  ucnons3yercs
ayTeHTUPUITUPYEMBIN KaHaJl CBSI3H, MPH KaXJIOM 3aIyCKe KOTOPOTO OCYIIECTBIISIETCS
B3aMMHAas MPOBEpKa TMOJJIMHHOCTH CTOpPOH. B mporecce ayreHTH(HUKAIMUA Takxke
KOHTPOJIUPYETCS MOCIIEI0OBATEILHOCTh COSTMHEHUN MEXKIY ABYMS Y3JIaMU — KIIMEHTOM
u cepBepoM npuiioxkenuit AC KP.

Pexxumbl ayTeHTHGUKAIMK U KaHAIBHOTO IMHU(pOBaHUs (C OMIUEH CKATHUSA)
yKa3bIBatoTCs B Hactpoiikax MapupytroB KB_MQ (KB_MQ2 u t.1.), KeyMgrCN wu
KeyMgr REMOTE (cm. Ilpunoxenue A). PexxuMbl 3a1aroTCsi B COOTBETCTBHU C
YCTaHaBJIMBAEMbIMHU PEKUMaMHU Ha CTOPOHE COOTBETCTBYIOIIETO CE€pBEpa MPUIOKEHUI
AUNC KP B nactpoiikax kaHama s kaueHta AUC KP. @ynkuuio ayreHTUQUKanuu
BBITIOJTHACT TporpaMMma Beixoja Security exit (CSQAUTH.dII), ¢yHkmuio kaHaibHOTO
mudpoBanus (C ommMer cxkarus) — TporpamMma BbIxojga Send/receive  exit
(CSQCPHR.dII).

B nporecce ycTaHOBKM KIIMEHTCKOM Y4acT MH(POPMAITMOHHOTO B3aUMOICHCTBUS
AUC KP BbInonHsi€TCS PErUCTpalvs KaHalla JIJis KaXKJI0T0 cepBepa MPUII0KEHUH, T.€. B
HacTpoiiku peectpa OC  3anmuchIBalOTCS  KIIOYEBBIC JaHHBIC IS MOMIYJIS
ayTeHTH(DUKAIMKM KaHAJIOB M3 pErUCTpalMoHHbIX (DaiioB kaHamoB channel.enc
(cm. [1]). 3aTem I KaHATIOB BBIMOJIHSACTCS ONEPALMs CHHXPOHHM3AIMH, T.C. YCTAHOBKA
Ha4YaJIbHOTO 3HAYCHUS CUETUMKA MTOCIIE0BATEILHOCTH COCTUHEHUMN.

[locne »TOro mpW KaXIOM 3alyCKe KaHajla BBIMIOJHSETCS Mpolexypa
ayTeHTH(UKAIIMA — B3aMMHOE TOJATBEPKIACHUE CTOPOH, W KaHaj crapTyer. OgHaKo B
CHWIIy psla TPHYUH MOXKET IPOM3OWTH HapyIIeHWe ayTeHTH(UKAIMK KaHaia |
MoTpeOyeTCsl BBIMTOJHUTH JCHCTBUS JJII BOCCTAaHOBJIICHHsS ero paboTel. HapymieHnwue
ayTCHTH(UKAIIMK KaHaJIa CBSI3W BO3MOKHO B CITyJasX:

— MPU YCTAHOBJICHUU MPEIBIIYIIETO COSAUHEHUS C CEPBEPOM TMPUIIOKCHHMA
AUC KP mnpowusomien ceTeBodl WM NporpamMMHbIA cOoii. Hampumep, ecnu mnpu
HEOXXHIaHHOM 3aBepiieHur padoTel OC, Korjga KaHal MOT B 3TO BPEMs COSIUHSTHCA,
HE TPOWCXOAHWT COXPAHCHHE CUETYMKA TMOCIEAOBATEIIbHOCTH COCAMHEHHUM, TO TpHU
CJIEIYIOIIEM CTapTe KaHasa MPOUCXOIUT HApYIICHUE ayTeHTU(DUKAINH;

— MPU YCTAHOBJICHUU TMPEIBIIYIIETO COSAUHEHUS C CEPBEPOM MPUIOKCHUMA
AUNC KP apyroro xommeioTepa, ¢ HEBEpPHbIMU PETUCTPAMOHHBIMU JAHHBIMU KaHaja.
Hampumep, pabouee MecTo KIHMEHTAa YK€ ObUIO YCTAaHOBJIEHO paHee Ha JIpyrom
KOMITIbIOTepe U He Obu1o ynaneHo 1O unu, Hanpumep, NOAKIIOUEHHE BBIMOJIHSIOCH C
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npeapayiiend konuu (snapshot) tekymero kimuenta AUC KP (a co3naBate komuu He
cienyet). Takke BO3MOMEH CiIy4ail MOJKIIOUEHUS 3JI0YMBIIUICHHUKA, MBITAIOMIETOCs
BbIIaTh ce0 3a kinmeHTckoe mecto AVC KP;

— Ha JIpyrod CTOPOHE HAXOAMUTCS 3JI0YMBIIUICHHHK, MBITAIOIIUNCS BbIIATh CEOs
3a cepsep npuinoxenuit AUC KP.

Hapymenne ayrentudukamuu, Kak MpaBuiio, OOHapyXUBAaeT CEpPBEP
npuwioxenudi AUC KP. Ilpu stom Ha cropone kimuenta AWC KP nporpammnbie
NPWIOKEHUS! KIMEHTCKOW YacTH MOJACHCTEMbl HH()OPMAIMOHHOTO B3aMMOJICHCTBHUS
BbIIAlOT coobmenue o6 omuoke 0xE8020109 «Hapymenune ayrentudukanuu. B
COCIMHEHHH C CEpPBEPOM OTKa3aHO», a MOJAYJIb AayTeHTU(HUKAIMU KaHAJIOB
CSQAUTH.AIl  Beimaer ommbOky O0xXxE8090033 «OmmbOka ayTeHTH(UKAIMKH Ha
IIPOTUBOINOJIOKHOW CTOpOHE KaHalla (MBIOTEKC OCBOOOXIEH B term)» B iKypHal
coobrtuit Windows «IIpunoxenue». Ha cepsepe npunnoxenuit AUIC KP duxcupyrorcs
ommnbOku Mmoxayns ayreHtudukanuu kaHamoB CSQAUTH.dIl: ommoka 0xE8090028
«llomyyen HeBepHBI nNakeT. VIMHWTOBCTAaBKM HE  CPAaBHWJIMCH» H, 3aTEM,
noBTopsronecs omnokn 0xE8090027 «Kanan 3a010KHpOBaH MPOrpaMMoOM BBIXOJ1a»
IpU KaXJIOM CTapTe KaHaia, — T.€. IOCJIE HapyleHUs ayTEeHTU(UKAUUU CepBep
MPUIOKEHUHN OJIOKUPYET BCE aJbHENUIINE TOMBITKH COEANHEHUS.

Kanan Taxke MOXXET OCTaHABIMBATHCS MO MPUYMHAM BO3HUKHOBEHHUS IPYTUX
OmMMOOK MOJYJISI ayTeHTU(PUKAIIMU WIM KaHaJdbHOro IHUGpOBaHUS (CM. OMHCAHUE
omOOK B pasnene 4) Ha OJHOM W3 CTOPOH, MpPU ATOM OJIOKMPOBKA KaHalla HE
IIPOU3BOJMTCS.

B cnydae HepaboTOCIIOCOOHOCTH KaHaia, MOJY4YeHUs] COOOIIEHU 00 ommnoke
0xE8020109 «Hapymienue ayreHTu(UKaIMu. B coeMHEHUN C CEpBEPOM OTKA3aHO»,
JIPYTUX OMUOOK MOJYJISI ayTeHTU(HUKAIIMN U KaHAJIBHOTO MU poBaHus (PUKCUPYIOTCS
B kypHaie coObituii  Windows «IIpunoxxenue») creayer oOpamartbcs K
aamuauctparopy Oe3zonacHoctt OAO «BMPL». Aamunuctparopom 0€30MacHOCTH
OAO «bMPIl» npoBoauTcsa aHAIN3 CUTyalMy U BBITOJIHSAIOTCS COBMECTHBIE IEUCTBUS
M0 BOCCTAHOBJIEHUIO PabOThl KaHana. B ciyyae HEBO3ZMOKHOCTH OMpPEAEIUTh TPUUUHY
1 BOCCTAHOBHUTH pa0OTy KaHaja cieayeT oOpaiarbesi B ciiyk0y compoBoxaeHuss OAO
«BMPL» (;mu60 k pazpadotunky OAO «bMPL»).

Ocoboe BHUMaHHME clieayeT oOpaTuTh Ha TO, YTO €CIM B CJydae
HEepabOTOCTIOCOOHOCTH KaHaja He OBbUIO SBHBIX NPOOJEM Ha CTOPOHE KIWEHTa U
cooOmieHnii 00 omubKkax, TO MNPUYMHOM MOXKET OBITh TpoliemMa HapyIICHUS
Oe3omacHocTH. BO0O3MOXHO, CyIlIeCTBYeT BBIMOJHSIONIMNA HECAaHKIIMOHUPOBAaHHBIE
MOTBITKU TOAKIIOYeHUST K KpeauTHOMY perucTpy ¢ uaeHTU(UKAIMOHHBIMU JTaHHBIMU
KJIMEHTA JIPYyrodl KOMIThIOTEP, KOTOPhIN moakirodaeTcss 10 padotsl kauenta AVC KP,
YTO MPUBEJIO K OJIOKMPOBKE KaHajla Ha CepBepe MPUIIOKEHU. B 3Tux ciyuasx ciemyer
HE3aMEeJUINTEJIbHO YBEJOMHUTH COOCTBEHHYIO CIy)KOy O€30MacHOCTH M CETEBOIO
aMUHUCTpATOpa (B OpraHu3aliui Y 4YacTHHUKA).

Ecnu xanan Obu1 3a0510kMpoBaH Ha cTopoHe cepBepa npuioxenuid AUC KP, To
Moclie yCTpaHEHHUs] OOHApYKEHHBIX MPOOJEM COBMECTHO C aJIMUHUCTPATOPOM
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6e3onacHoctn OAO «BMPILI» BbIIONHSAETCS CHUHXpOHU3aLUs KaHaja, a CO CTOPOHBI
cepBepa NPUIIOKEHUIN U pa30I0KMPOBKa KaHAaIa.

CuHXpoHM3aIUs KaHajla MIPOU3BOJUTCS C IMOMOILBIO IMPOrpaMMbl pPErUCTpaliu
kaHaioB RegAuth.exe, sipibIk J1s 3amycka KOTOPO#M pacrojiokeH Ha pabodeM CTojie U
uMeeT HaumMeHoBaHHe «MacTep perucrpaluu KaHajloB», OINHMCAHUE MPOTPAMMBI
npuBeneHo B [7]. Oxkno mporpammer RegAuth.exe mpuBeneHo Ha pucynke 3. [lpu
CUHXPOHU3AIMU  HCIOJNB3YeTCAd Mapojib, KOTOPBHIM COOOMIaeT aJAMHHHUCTPATOP
6e3omacnoct OAO «BMPLy. [Ipu ycrneniHoM BBITTOJIHEHUU CUHXPOHHU3ALMN KaHAJIOB
Ha 9KpaH BeIBoAMTCS coobiienue «Jis xanana Client y3ma AISCOSR* coporren ¢urar
CUHXPOHHU3ALUNY.

Tun onepaumK: IUCTBHOBMTb CHHEPOHWU3AUMWIO

WaeHTUPUKATOP Y3na NPOTUEONONOKHON CTOPOHDI. I AISCOSRY

napo.ﬂb: Ixxxxxxxﬁ

Wma kaHana Tun kaHana

Client |

MpuMeHuTE | OtmeHa I

Pucynok 3

[pyrue onepanuu, KpOME CUHXPOHU3ALMK KaHaJa, BBIMOJHIEMO COBMECTHO C
aamuHucTparopom 6e3zonacHoctd OAO «bMPILy», B mporpamMmme perucrpanuy KaHajaioB
RegAuth.exe B mTaTHOM pEXKHUME BBIMOJHATh HE TpeOyeTcs. B ciyyae mepeycTaHOBKU
KIMEHTCKOW dYacTu wuHpopmanuonHoro B3aumojehictBus AWC KP wimm  cMmeHs
KOMIIbIOTEpA CJICTYET BBIMOJIHATE ICHCTBHS, onMcaHHbIe B [1].

3.6 Ynpasiaenue kaouamu LTI

3.6.1 OOuiee onucauue

Hns Beruucnenus OLII 3ampocoB k KpenuTHOMY peructpy HCHONIb3YIOTCS
muunble kaoun DL nmonp3oBateneit AMMC KP, 3anucaHHble Ha BHEIIHHE HOCHTEIIH
kiaroua — eToken Pro mwim iKey 1000/1032 (1160 B maMsTh KOMITBIOTEpA — B PEeCTp
OCQ). I'enepanus muunbix karoueii DI u 3amuck Ha BHEIIHKUN HOCHTEh IPOU3BOIUTCS
HETOCPEJCTBEHHO Ha pabodyem Mecte nosb3oBatesss AVC KP.

[Ipu co3nmanuu 31IeKTPOHHOM 3asiBKM B mporpamme RegCenter.exe, spibIK AJist
3ammycka KOTOpO# paciojioKeH Ha paboueM cTosie u nMeeT HaumeHoBanue «lIporpamma
peructpaiun  kmoued  CK3M», gna  wmouwa OJIII  HOBOoro  mosb3oBaTens
agmuHucTpatropom Oe3omacHoctt  OAO  «BMPIl» Ha3HagaeTcss  yHUKaIbHBIN
peructpauroHHbiii Homep kioua CK3UW — ngatu3HauyHblid HOMEp, Tl€ MNEpPBBIE TpU
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CUMBOJIa — PETUCTPALMOHHBIA HOMEp TPYyMNIbl KIOYEH s 3TOro pabodero mecra
kmuenta AUC KP, crnenmyromue aBa cuMBoja — HASHTU(GUKATOP IOJb30BaTeNs —
Biazenpua kimrova. s peructpannonHsix HoMmepoB kimtouerd CK3M onpenensrorcs
IpaBa Ha BBINOJIHEHHUE 3aMPOCcoB K Kpenutnomy perucrpy.

OnektpoHHass 3asBka mnoctynaeT B OAO «bMPL» nns peructpauuu B
[EHTPAJIbHOM XpaHwiHile cepTud@ukaroB oTKpbIThix Kitoued CK3U. Ha ocHoBanum
ANEKTPOHHOM 3asiBKM aamuHuctparop OezomacHoctu OAO «BMPLI» npenocrapiset
HOJIH30BATENI0 (IO TIOYTE, HAPOYHBIM M T.I.) KAPTOUKHU OTKPBITOTO KIIHOYA MPOBEPKH
OUIT (2 »5x3.) mns odopmienus. [locrne momydeHuss OoQPOPMIECHHOM KApTOYKU OT
noip3oBarens (IO IOYTe, HAPOYHBIM H T.II.) aJIMUHHCTPATOp OE30MaCHOCTH
OAO «BMPL» peructpupyer 3asBKy. B nporiecce perucrpaiuu u3gaercsi cepTuduxaT
OTKPBITOTO KJII0Ya, KOTOPBIM pacceuiaeTcsi Ha cepBepbl mnpunoxenuid ANC KP.
[Tonb3oBatens AMC KP 3anpammBaer jokanbHyrO 0a3y cepTU(UKATOB OTKPBITBIX
kmoueir CK3U ¢ cepBepa mpuiiokeHUM, T.e. aKTyalu3upyer 0asy, mojiydas HOBBIN
cepTUPUKAT C YHUKAIBHBIM 32-CUMBOJIBHBIM CEPUHHBIM HOMEpPOM, M 3alUCHIBAET Ha
Hocutenb OUII 3ToT cepuiinblii HOMEp cepThdUKara (CBS3bIBACT JUYHBIA KIHOY C
oTKpbIThIM). Ilocine »3toro kmrou OIII, 3amnWcaHHBII Ha HOCUTENE, TOTOB K
HCIOJIb30BaHUIO.

[Io mepe uctedueHus: cpoka AEHCTBUA cepTUPUKATa OTKpbITOro kiroua DL
aub0 B cllydae CMEHBI TIOJIb30BaTeNiss — BIAJeNblla KIIOYa, a TaKXKe B CBSI3U C
KOMITPOMETAMEN KIIK0Ua CO3AAETCsl JJICKTPOHHAS 3asiBKa JUIsI CMEHBI KIJIK0Ya, IPU 3TOM
BBIITYCKAETC HOBBIM CepTU(UKAT OTKPHITOTO KIOYa C YHHUKAJIbHBIM CEPUHHBIM
HOMEpPOM, peructpanioHHbii Homep kimtoua CK3UM npu 3TOM HE M3MEHSETCS.
Cepuiinbiii HoMep ceptudukata unaeHtudunupyer DLII B 3ampoce k Kpemutnomy
pErucTpy.

[Ipu oTcyTcTBUM HEOOXOIMMOCTH uCMoNb3oBanus kiatoua OUIl wmm mpu
orkitroueHnu ot AVC KP Yyactaukom KpenutHoro peructpa odopmiisercs 3asiBKa Ha
yaanenue kimouert CK3U (cm. [11]). DnektponHblii 3anpoc Ha OT3bIB Kiroya LI
BeIMOTHsIeT JOo monb3oBarenb AMC KP B mporpamme RegCenter.exe, mau6o
aamuHucTparop O6e3omnacHoctd OAO «BMPLy. OcBoOoaMBIIMIICS PErUCTPAIIMOHHBIN
HOMED KJIF0Ya MOXET ObITh MPUCBOEH IPYTrOMY MOJIb30BATEIIO.

Ha pucynke 4 npeacraiieH BUJ TJIaBHOTO OkHa nporpammbl RegCenter.exe.
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Cosnartb 3a8BKy Ha Kmod UM

Co3aaThb 339BKY Ha KoY WindposaHns

3anucaTb CepuitHbIi HoMep Koya 3LUIM Ha HoauTens

3aNMcaTh CEPUItHBLIN HOMED KMKDYa WMDPOBaHUA Ha HOCUTENL

OT06pazuTh MHDOPMALWAIO 0 KNKDYaX Ha HoouTene

KonuposaTe KoY wucbposar-ma C HOCMTENA Ha HOCUTENDb

YaanuTe KoY WwudpoBaHUA C HOCUTENS

OTKpbITL Basy cepTudUKaToB

Bomiti

Pucynok 4

Ha pabouem mecte nons3oBarenss AVC KP ucnonb3yroTcs cineyomnme KHOMKH
rJIaBHOTO OKHa nporpamMmbl RegCenter.exe:

— «Co3paatp 3asBKy Ha kintou JLII». OcymectBiusiercs renepanus kirovya LTI
MIpU CO3JJaHUU HOBOTO KJIF0Ya JIMOO MPU CMEHE KIII0Ya, T. €. TeHepaIus maphl KItouen —
JUYHOTO M OTKphITOrO Kitova. JInuneiit kirou DIII ¢ HyneBbiM HOMEpOM cepTudukaTa
3aMKUChIBACTCS] HA HOCUTENb MOJIb30BaTENs, @ OTKPBITHINA, C HHPOPMAILIMEH O BIIaJIEIIbIE
Kio4a, B ¢dopme dJeKTpoHHOUM 3asBku (popmara XML) moctymaer Ha cepBep
npunoxenuit AVIC KP u, nanee, B ueHTpaJlbHOE XpaHWIHILE CEPTUPUKATOB OTKPBITHIX
kmouert OAO «bBMPLy;

— «3anucarb cepulinblii Homep kimtoda JIIII Ha Hocutens». Ha Hocutens ¢
HOBBIM JIMYHBIM KirouoM OIIIT 3amuceiBaeTcs perucTparmoHHbI HOMEp cepThudHKaTa
COOTBETCTBYIOIIETO OTKPHITOro Kitoua. Mcnonp3yeTcs nmocie nepeaadyu opopMIIEHHOM
KapTo4yku OTKpheIToro kiatoda mpoBepku OIII B OAO «bMPIl» u BbINMOJHEHUS
aKTyaJM3aliy JOKaJbHON 0a3bl cepTruhukaTtoB OTKpBITHIX Kiroued CK3U (mo kHomke
«OTKpBITH 0a3y cepTH(GHUKATOBY, ONepanus «AKTyalIu3upoBaTh 0a3y»);

— «Otob6pa3uth uH(pOpMaMIO O KIO4Yax Ha Hocutene». Mcmonw3yercs npu
HEO0OXOJAMMOCTH YJOCTOBEPUTHCS B COOTBETCTBUU JnyHOro Kitoua DI Ha HOCUTENE
OTKPBITOMY KIIIOUy M3 JIOKAJIbHOM 0a3pl CcepTUPUKATOB W A NOJYYCHUS
UICHTUPUKAITMOHHON MH(GOPMAIIUK U CBEACHUMN O BIaJCibIle KII0Ua,

— «OTkpeITh 0a3y cepTudukaToBy. OCYHIECTBISETCS MPOCMOTP JIOKAJIBHOM
6a3b1 ceptuduraToB OTKpHITHIX Kirodedt CK3U, Brmrowaromieit 3anucu ceptudukraTton
oTkpbIThIX Kiatoueil DI cepsepoB npunoxennii AUC KP u Bcex OTKPBITBIX KITHOYER
OUII rpynmer nons3oBareneii CK3U, ycraHOBIEHHOM B HacTpoWkax uisl JAHHOTO
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pabouero Mmecta. [Ipy HEOOXOOUMOCTH BBINOJNHSAIOTCS ONEPALUU «AKTYyalU3UpOBATh
0a3y» Uil NOJydyeHUs JIOKalbHOM 0a3bl cepTtuduxatoB OTKpeIThIX Kiatoued CK3U c
cepsepa npuioxkeHuid AVC KP u «Oto3Bath cepTudukat» A yAadeHUs: OTKPBITOTO
kimoya DI monb3oBarens 3 6a3bl cepTUHUKATOB OTKPBITHIX KIIOUEH Ha cepBepax
npuinoxenuit AUC KP.

B ciydsae HeobxomumocTtu co3manusi HoBoro kiroua DI mist momb3oBartens,
OPO/JICHUST CPOKa €ro JEHCTBHs, CMEHBI Biajelblla Kioda (CMEHBI B CBSI3H C
KOMIIPOMETAIMEeH KITF04a) HEOOXOAUMO CO3[aTh COOTBETCTBYIOIIYIO 3asBKY Ha KITIOY
OUII, BemosnHuB onepauuu B mporpamme peructpaunn kimoueid CK3M RegCenter.exe,
n3noxxeHnbie B [10]. CHauana BHITOTHSIOTCS JEHCTBHS 10 KHOMKe «Co3/1aTh 3asBKY Ha
kmou OUID», 3arem mnocie yBenomieHus aaMHuHUCTparopa Oe3omacHoctn OAO
«BMPLl» o perucrpaumumu 3asBkM 10 KHoOmKe «OTKpbITh 0a3y cepTU(PUKATOB
BBITIOJHAETCS ONepanus « AKTyallu3upoBaTh 0a3y», MOCJIE YEro BBIIOIHAETCS Oneparus
10 KHOTIKE «3anucaTth cepuiiHblii HoMep kiroda DT Ha HocuTenby.

3.6.2 Axtyanuzanus JOKaJdbHOW 0a3bl cepTUPUKATOB OTKPBITHIX
knoueit CK3U

[Tonyuenue nokanbHOM 0a3bl cepTudukaToB OTKPHITBIX Kimrouer CK3U c
cepepa npwioxenuidr AWMC KP, Tt.e. axkTyanuzanus 0a3bl, BBIIOJIHSIETCS B
00s13aTeJIbBHOM TIOPSIAKE TIPU MOJKIIOUeHUU HOBOro padouero mecta kiaueHta AVUC KP.
B cocraB nokanbHON 0a3bl cepTudukaToB OTKphIThIX Kiatodeil CK3M nepBoHavyaibHO
BXOJSAT 3alHUCH CEpTUPHUKATOB OTKpbIThIX Kimrouer DI cepBepoB mnpuiioxeHU
AUNC KP, neobxoaumbie st BbimonaHeHus: npoBepku LI orBetoB KpenutHoro
perucrpa.

AKTyanu3anus JOKaJbHOW 0a3bl KIIIOUEH TakKKe BBIMOJIHAETCS Ul TPOBEPKHU
coeauHeHusa (B3aumojnencTBus) ¢ cepBepamu npuioxenuit AUC KP B ciyuae
BOCCTaHOBJIEHUS paboThl kKaHaioB MQ nocne cooeB 6o nocne nepeycranoBku [10.

Jlnst mosydeHust JoKanbHOW 0a3bpl cepTudukaroB OTKphITHIX Kitouer CK3U
HEOOXOJMMO  BOCIIOJIB30BaThCA ~ mporpammoit  peructpanuu  kmouern  CK3U
RegCenter.exe (cM. pucyHOK 4) ¥ BBINOJIHHTH 1O KHOMKE «OTKPBITh 0a3y
cepTU(UKATOBY» OINEPALHIO «AKTyaIn3upoBaTh 0azy» (cM. pucyHok 5). ITpousBoaurcs
yAalleHHe BCeX 3amuced TeKyled O0a3bl W 3aHECEHUE IMOJYYEeHHOW BBIOOPKHU
ceptudurkaroB u3 cepBepa mnpuioxkeHuit AUC KP, kotopeiii Ha AaHHBII MOMEHT
YCTAHOBJICH Jis1 paboThl (YCTAaHOBJIEH aKTHMBHBIM). B cocTaB BBHIOOPKH BKIIFOYAIOTCS
ceptudukaThl OTKpBITHIX Kiroueit DL ceprepor npunoxkenuit AUC KP (rpynmna SKB)
1 BceX OTKpBIThIX Kinrouen DL rpynmsl nons3oBarenein CK3U.
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OBHoBUTL

CepuitHbiit NO 0. ver eee eee e X3woTK... M1 N2 N4 N6 N7
:0000000000.... iHo... 201... B. c14sfsf... ] M
0000000000... CM... 201.. B. 93ba25d...

0000000000... Ho... 201.. / 65cfifb...

0000000000... Ho... 201.. d42d6f1...

0000000000... Ho... 201... 9330a56...

0000000000... Ho... 201.. w 8b94398...

AKTyanusupoBaTh basy

OT03BaTh CepTUdUKAT

3aKpbITh

| OtobpaxeHo ceptudukaros: b.

Pucynox 5

3.6.3 IlepeyctanoBka cayx0st HKService.exe

Ecnu B pouiecce pynkumonupoBanus [10 AUC KP Bo3HMKaIOT 1Tpo0sieMbl pu
pabote ¢ wmodamu OIII u Beimaercs ommbOka 0xE850000D «Ommbka paboThl co
CIIy’O00W 3alIMThl KIIOYE», TO TpeOyeTcs MEepeyCTaHOBUTH CIYKOy 3allUIIEHHOTO
XpaHeHHs1 JaHHBIX s aoctyna k kmodam CK3U wa Hocmtenmsx HKService.exe.
Tpeodyercs, ¢ mnpaBamu agmuHuctpatopa OC (C MOBBIIMIEHUEM TPUBUIECTUN
aJIMMHHACTPATOPA), BBIMIOJHUTD CICAYIONINE TECHCTBUS:

1) octanoButh cinyx0y HKService. OTKpbITh KOHCOJIb SErvices.msc (uwim B
KOHTEKCTHOM MEHIO, BHI3BAHHOM I10 TPAaBOW KHOIIKE MBIIIN Ha sipyibike « KoMIbroTepy,
BbIOpaTh «YmpaBiaeHue» 3ateM «CmoyxObl W mOpuiiokeHus» -> «CiykOb1») U
octaHoBUTh cnyk0y HKService, eciii ona Obuta B pabodem COCTOSIHUH. 3aKPBITh OKHO
KOHCOJIH;

2) ynanuth cinyx0y HKService.exe, BHIIOJHHB KOMaHy U3 KOMaHIHOM CTPOKH
(marmpumep, B Total Commander):

HKService.exe —unregserver
3) 3apeructpupoBaTh ciyk0y HKService.exe, BEIIOJHUB KOMaH/TY:
HKService -service

4) yoenuthcs, uto ciyx0a HKService.exe 3apeructpupoBana. 3aHOBO OTKPBITh
OKHO KoHcoiu Services.msc. CraproBatk ciyx0y HKService.exe BpyuHyl0 He
TpedyeTcs;

5) nmepe3anycTUTh BHIMOTHICMYO MIPUKIIAJHYIO IPOrPaMMy.

3.7 Hacrtpoiika B3auMOJelCTBHUSI C OJHMM M3 CEPBEPOB MPHUJIOKEHUMH
AHUC KP

[IporpamMma HACTpOMKM MHapaMETPOB MOJAKIIOUEHUS K CEPBEPY MNPHUIOKEHUU
AUC KP SetAISCOServer.exe, sipabIK I 3aMycKa KOTOPOW PacIoyioKeH Ha paboueM
CTOJIE M uMeeT HamMeHoBaHue «HacTtpolika nmapaMeTpoB NHOIKIIOYEHHsS K CEpBEpPY
MPUIOKEHUIY, UCTIONB3YETCs 711 BhIOOpa akTUBHOTO cepBepa npunoxennii AUC KP,
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T.€. TOTO cepBepa, C KOTOPBIM OyAYT B3aUMOJICHCTBOBATH BCE MPUKIIAHBIE TPOTPAMMBI
kiueHta AMWC KP. Ilporpamma SetAISCOServer.exe BBIMOJHAET —CICIYIONINE
GyHKIUU:

— CO3J1aHME€ [apaMeTpPOB MOAKIIOYEHUs K cepepy mnpuioxkenuid ANUC KP
(mobaBiieHue cepBepa);

— HM3MEHEHUE NapamMeTpoB MOAKI0YEHUs K cepBepy npuioxennii AVC KP;

— yJaJ€HUE MapamMeTpoB MOAKIOUEHUS K cepBepy mnpuioxenuin ANUC KP
(ynanmeHue cepBepa);

— YCTaHOBKA aKTUBHOTO cepBepa npuioxenuii AUC KP.

BHUMAHME! [lna co3paHus wiav W3MEHEHMS IMApaMETPOB INMOAKIIOYEHHS K
cepepy npuioxkenuid AUC KP tpeOyeTcst BBINOIHATH MpOrpaMMmy C MpaBaMu
aqmuauctparopa OC.

JInsi mepBOHAYANBHOTO 3aIlyCKa MPOrpaMMbI JOJDKCH CYIIECTBOBATh pPasfel
peectpa OC HKLM\SOFTWARE\BTC\Router\KB_MQ ¢ 3TajoHHBIMU MTapaMeTpaMu
TIOJIKJTFOUYCHUS K CEPBEPY MPUIIOKCHHH.

[TapameTpbl TOAKIIOYECHUS K CEpBEpPY MPHIOKCHUI XpaHATCS B pasjenax
peectpa OC HKLM\SOFTWARE\BTC\Router\KB_MQ#, rie # — nopsaKoBbiii HOMep
cepBepa MPUIIOKEHHUH (1711 OCHOBHOTO OTCYTCTBYeT). [IpH CO3MaHUU MOIKITIOYCHUS K
HOoBOMYy cepBepy mnpuioxenud AMC KP mapameTpsl NMOAKIIOYEHUS CO3LAIOTCS HA
OCHOBaHHH MAPAMETPOB MOAKIIOUCHUS K STAIOHHOMY CEepBepYy.
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B neBoil yacTu TJIaBHOTO OKHAa MIpPOTpaMMbl (CM. PUCYHOK 6) oToOpaskaercs
criicok cepBepoB (T.e. cepBepoB mpuinoxennit AMC KP). 3Be3moukoit momewaercs
akTUBHBIN cepBep. CIHCOK CEpBEpOB BCETJa COAECPKHUT XOTA OBl OJIMH CEpBEpP —
ATAJOHHBIA (ero HacTpouku Haxomarcs B Mapmpyre KB_MQ). Ilpu BwIOOpE
KOHKPETHOI'O CepBepa MPUJIOKEHUIM B MPABOM YAaCTU OKHA OTOOPAXKAIOTCS MapameTpbl
nonkimoueHus: umsa meHemkepa MQ, IP-anpec (mopT) cepBepa mpHIOKEHUNH W UMS

KaHaJlia.

HacTpoitku NoaknioyeHns K Cepeepam npunoxeHuii

Crnmcok cepsepos KB_MQ

*  AISCOSRV
AISCOSR2

MQ meHemxep
AISCOSRV_MQM

Wma kaHana

B7950011.CHL

Onucanuve

[ LoGasuts ] [ Yaanuts

PucyHok 6

|P-appec (nopT)
42 |13 12 (1414 )

10

V| AyreHmidukaLms KaHana

v

|
|

v

KaHanoHoe w1dposaHue

Cxamme

3.7.1 Co3nanue mapamMeTpoOB MOJKJIIOUYEHUS K CEpBEPY MPHUIOXKECHUM

YtoObl HACTPOUTH MapaMeTphbl MOIKIIOUEHUSI K HOBOMY CEpBEpYy IPUIIOKEHUMN
AWC KP, HeoOX0auMO HakaTh KHOMNKY «Jl00aBUTh» WM BbIOpaTh MyHKT «J[00aBUTHY
KOHTEKCTHOTO MEHI0O B OKHE CIHUCKa cepBepoB. B mnosgBuBmieMcs auanore (CM.
PUCYHOK /) BBecTH mNOpsAKOBbI Homep u IP-agpec cepsepa npumnoxxenuii. Iloss

SIBIISTFOTCST 00s13aTEIbHBIMHU JJIS 3aIIOJIHCHUA.

Pucynox 7

[Tocne nHaxaruss kHonmkun «OK» B couCke cepBEpOB IMOSBHUTCS CTpPOKa C
Ha3BaHUEM cepBepa. B mpaBoif yacTM OCHOBHOIO OKHA IPOrpamMMbl OTOOpa3siTCs
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napaMmeTpbl MOJKII0UeHUs K cepBepy. [Ipn HeoOXoauMOCTH apaMeTphbl MOIKIIOUECHUS
K CEpBEPY MOXKHO OTPEIAKTUPOBATH U COXPAHUTb.

3.7.2 VYcTaHOBKa aKTHUBHOTO ITOJIKJIIOYEHUS

JIns yCTaHOBKHM AaKTHBHOI'O TMOJKIIOUYECHUS K CEPBEPY MNPUIIOKECHUN CIEAYET
BBIOPATh HYKHBIM CEPBEP B CITUCKE CEPBEPOB U HAXKATh KHOMKY «CenaTh akTHBHBIMY B
paBod YacTW OKHa (CM. pHCyHOK 6). B ciydae ycnemrHod ycTaHOBKM Tporpamma
BBIJACT COOOIIEHNE «Y CTAHOBIIEH CEPBEP <uMs_cepeepa™» U BO3J€ HMEHHU cepBepa B
JIEBOM 4aCTH OKHA IMOSBUTCS 3BE3/10YKA.

[lepen BBINOJHEHWEM JAHHOW ONEpPAlMM PEKOMEHIYETCS 3aKPbITh BCE
paboTaromue MNpUKIaaHbie Tporpammbl, B3aumojeicTBytonme ¢ AUC KP. ITlocne
MMOBTOPHOTO 3alycKa MPUKIAIHbIe MporpaMMbl OyayT B3aumojeiictBoBath ¢ AVC KP
yepe3 YCTAaHOBIIEHHBIN CEpBEP NPUII0KEHUM, T.€. AKTUBHBIN.

3.7.3 H3meHeHHE HACTPOEK MOJKIIOUEHUS K CEpBEPY MPUIOKESHUM

Jlnst Toro yToObI BHECTH W3MEHEHHS B MapameTpbl MOAKIIOUEHUSI K CEepBEPY
npwioxenuit AVIC KP, crnemyer BbIOpaTh HY>KHBI cepBEp B CIIMCKE CEPBEPOB, B
MPaBOil YaCTU OKHA BHECTH B IMOJISI HEOOXOJIMMbIE U3MEHEHHUS U 3aT€M HaXaTh KHOMKY
«CoxpaHuTh» WU BeIOpaTh MYHKT «COXpaHUTH» KOHTEKCTHOTO MEHIO B OKHE CIIHCKa
CepBEPOB (CM. PUCYHOK 6).

Ecnu mapaMerpbl moakiatOueHUsi ObLIM WM3MEHEHbl M HE COXPaHEHbI, TO MpHU
BBIOOpE APYTroro cepBepa WIKM BBIXOJI€ U3 MPOrPAMMBI MTOSIBUTCS 3alIpOC HA COXpaHEHHUE
MapaMeTPOB MOIKITIOYCHHUS.

3.7.4 VYnpaneHue mapamMeTpOB MOJIKIIOYEHUS K CEPBEPY MPHUIOKEHUN

Jlnst ynaneHust mapaMeTpoB MOJIKIIOUEHUS K CepBEPY MPUIIOKEHUN HEOOXO0UMO
Ha)XaTh KHOIKY «YIaduThy» WA BBIOpaTh MYyHKT «YAQIUTh» KOHTEKCTHOTO MEHIO B
OKHE cIucka cepBepoB. [losBUTCS 3ampoc Ha TOATBEpXKAcHUE ynaneHus. Henbss
yIAIUTh HACTPOWKM TOAKIIOUEeHUs K dtasoHHomy cepsepy (AISCOSRV, ero
HacTpoliku HaxozsTcs B Mapiipyre KB_MQ) u akTuBHOMY cepBepy, O 4eM Iporpamma
BBIIACT COOTBETCTBYIOIIME COOOILIEHUSI.
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4 COOBILIEHMUSA U KOAbI

Paznuynbie GyHKIIMU MPOTpaMMHBIX Moyiel (OMOIMOTEK) KIMEHTCKOW YacTH
nojacuctembl  uMHMopmanmonHoro  B3aumojeidctBus  AWC  KP  BoszBpamiator
YeThIPeXO0alTOBbIE 3HAYEHHs] — KOJbl COOOIIeHWH 7ub0 pasMep JaHHBIX
(TOJIOKUTENBHOE YHCIIO) WM IPU3HAK YCIENTHOTO BhINMOJIHEHUS (3HaueHue 0).

Jnsa nonydeHuss uHbOpManuu O COOBITHHM, HIECHTU(PUIMPOBAHHOM KOJOM
COOOIIIEHUs, HCIONB3YETCs MIECTHAAUATePUIHOE NPEACTaBICHUE KOAa COOOIICHHS
OXTCCCHH###, Tre:

— mnepBas uudppa (T) — Tun coobmenusi: 2 — ycnex; 6 — uHbopmarus; A —
npenynpexnaenue; E — ommoka;

— crnenyromue Tpu 1upper (CCC) — kareropus COOOIICHHS, KOTopas
onpenensieT UCTOYHUK — NPOrpaMMHBIA MoAyib (O0ubnmmoteky) (Hampumep, 803 —
kareropus oubmoreku Basic.dll);

— 4eTbIpe nocieanue mudpsl (#HH##) — Homep cooOIIeHUs B TaHHOW KaTeropuHu.

B necsatuuHOM mMpencTaBIeHUH OTPUIIATEIbHOE 3HAYCHHE KOAa COOOIICHHUS
O3Ha4aeT, TAaKMM 00pa3oM, TojyueHue onmoku mubo npeaynpexaenus (T = E wim A).

Koapl cooOmieHnii mporpaMMHBIX MOJYyJIEH KIMEHTCKOM YacTh IMOACHCTEMBI
MH(GOPMALIMOHHOTO B3aWMOJECHUCTBUS, TEKCThl COOOIIEHWNH M MCTOYHUKU COOOILEHUH
(mo xaTteropusiM), a TakK€ ONUCAHUE JIEHCTBUHI MO YCTPAHEHHIO OMIMOOK M MpobiieM
npuBecHb! B [14], coobmienus kareropuu 809 miis Moayieit ayTeHTH(UKAIIMN KaHAJIOB
U KaHaimpHOro ImmgppoBanus MQSeries — B [6], cooOmienust kareropuu S80A s
POTPaMMBI PETHCTPAIIUU KaHAJIOB — B [ 7].

B cinywyae mnosydeHUss HEHU3BECTHBIX KOJOB OIIMOOK WM TMPOTPAMMHBIX
uckmoueHui (Application Error) cienyer oopamarbes B ciyk0y conpoBoxaeHuss OAO
«BMPII» (;mu6o k pazpadotuuky OAO «bMPIL»).

B cnyyae HEBO3MOXHOCTH YCTPAaHHUTh OIIMOKH CaMOCTOSITENBHO, BBITIOJIHSS
JNEUCTBUSI B COOTBETCTBUM C JOKYMEHTalMeH, cieAayeT oOpamarbess B CIYXOy
cornpoBoxkeHUsT OAO «BMPL».

Jns  npeoOpazoBaHus KoJa COOOUIEHMsS, IOJYYEHHOTO B JIECATUYHOM
MpEe/ICTaBICHUH, B MIECTHAIATEPUUHOE MPECTABICHNE PEKOMEHYETCs UCIOIb30BaTh
cTaHmapTHBIA  Kambkymsatop Windows (mas mporpammmcra). Hampumep, mpu
npeobpa3oBaHuU JECATUYHOTO yucna -397344765 Oyzaer MOJIyYEHO
mectHaamarepuyHoe uncio FFFFFFFFE8510003, u3 kotoporo tpebyercst BbIOpaTh
nocnennue Bocemb I1udp. [lomydennsiii kom coobmenus E8510003 oTtHOcHUTCS K
kateropuu 851 «Coobmenus 06 ommbkax o crangapty PKCS11 v.2.01», BeigaBaemoit
u3 ouommoreku padotsl ¢ HocuteneMm (FDT_et.dll wou FDT_ik.dll), u coorBercTByeT
coobmenuto «HeBepHO yka3aH HOMED CIOTay.

B ciydae uHTErpupoBaHUs KIUEHTCKOW YaCTH MOJCUCTEMBI HHPOPMAITHOHHOTO
B3aumojiericteusi B 110 ximmenta AMC KP s momyudeHusi TekcTa COOOIIEHUS U
ONMCAHMWS WCTOYHUKA/KATETOPUU MO KOIY COOOIICHUS HCHOJB3YIOTCA (DYHKIUH
MOCTaBlIIeMOM  OuONMMOTeKH MeHemkepa coobmenud  MsgMgr.dll.  Onucanue
UCTIOJIb30BAHUS TPEAOCTABIIIEMOT0 HHTepdeiica mpuBeaeHo B [2].
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[TporpaMMHBbIE MOAYJIHM KIUEHTCKOM YacTH TOJCUCTEMBl HH(POPMAIIMOHHOTO
B3aumozeiicteuss AVC KP momumo Bo3Bpara KOJOB COOOIICHWH B BBI3BIBAIOIINEC
NPUKIIATHBIE TPOTPaMMBI PETUCTPUPYIOT COOCTBEHHBIE COOOIICHHUS O COOBITHUSAX WU
omuOKax B xypHajue coobrtrii Windows «IIpunoxxenue.

4.1 HauOojiee 4acTo mojydyaemble KOAbI COOOIEeHUIT 00 omUOKAX NpH
BbINIOJIHCHUH 3a1POCOB

HawnGosnee gacTo moy4aeMbIMH KOJaMU cOOOIIEeHN 00 omubOKax (B TOM YUCIe
MPEAYNPESKACHNAS) TIPU BBIMOTHEHUU 3ampocoB K KpeauTHOMy perucTpy SBISIFOTCS
CJIETYIOIINE KO

— OXE806#### (OxA806####) — omnbku 06padboTku coobmennit AUC KP —
3TO OMMOKU (OPMATHOTO KOHTPOJISA, BeIuMCieHus 6o npoBepku DI, Mcrounukom
omunOok siBisieTcs oudmuorexka DocSigne.dll mwiam DocSigns.dll, dyskimonupyrorias Ha
cepepe npuioxkenuid AUC KP, konpl Bo3BpaTa KOTOpPOU MepenaroTcss Ha CTOPOHY
KkiveHTa. [Ipy BO3HMKHOBEHWH OIMMOOK JTaHHOW KAaTErOpuH 3alpoc WM OTBET Ha
3ampoc OpaKyeTcs — HampaBJsIETCS MO MapIIpyTy COXPAaHCHHSI B apXHWBHBIM KaTajaor
Opaka;

— OXE802#### (OxAB02####) — ommbOku cpeactBs padotrel ¢ IBM  MQ.
Hctounukom omubok sBisercs Oubamoreka MQBasec.dll unmm MQBases.dll,
dbynkunonupyromas Ha cepepe npusiokennit AC KP, kompl Bo3Bpara KOTOpOM
MepearoTcsl Ha CTOPOHY KiHMeHTa. M3 ommOok AaHHOW Kareropuu HamOoJiee 4acTo
MOJIy4aeMBbIMH SIBJISIIOTCS OIIHOKU:

— 0xE8020101 «Ommubka TOAKIIOUEHUS K MEHEKEepy odepencu

MQSeries». Jlanaas ommOKa 0O3HaYaeT OTCYTCTBUE CBsI3M ¢ MeHemkepom MQ

Ha CcepBepe MNPUIIOKEHUM, MNPUYMHOW KOTOPOM MOXKET OBITh OTCYTCTBHE

(dbu3nYECKOi CBSI3M, OTCYTCTBUE COOCTBEHHO KaHasa (He ObLI CO3/1aH), HEBEPHBIC

nMeHa MeHemkepa MQ, coeamHeHuUs, odepeneii B HaCTpOMKax MapIIpyTOB B

peectpe OC,;

— 0xE8020109 «Hapymenue ayrentudukauud. B coenuHeHun c

CEepBEpOM OTKazaHO». B 3Tom ciydae TtpeOyercss ONpeneauTh TMPUUUHY

BO3HUKHOBEHHUSI OLIMOKH, T.€. MOJYYUTh HH(OpManui0 00 omudKe MOy

ayreHTu@ukanuu  KaHajgoB (momynst  mmdpoBaHusi) kareropum 809,

BBIJIaBaEMYI0 Ha dKpaH W/uiH B xypHai coobituii Windows «llpunoxenue;

— OXE803#### (OxA803####) — ommMOKM TPAHCIOPTHOW TOJCHCTEMBI
3AIUIIEHHOrIO B3auMOACHCTBHSA. VcTOUHNKOM omMOOK sBiisiercss ononmoreka Basic.dll,
(yHKIIMOHUPYIOIIAsl KaK Ha CTOPOHE KIIMEHTa, TaK U Ha cepBepe npuioxenuit AIC KP,
KOZBl BO3BpaTa KOTOPOW TMEpenarTcs Ha CTOpPOHY KiaueHTa. Kak mpaBmio, 3TO
HEOXKHJIaHHBIE TIPOTrPaMMHBIE COOU («IIEepeXBaYCHHBIC» HCKIIOUEHHUS), a TakKe cOou,
MOJTYYCHHBIC BCJICACTBHE HEKOPPEKTHBIX HACTPOEK, HEKOPPEKTHBIX BXOIHBIX JTAHHBIX,
OTCYTCTBUSI HEOOXOmMMBIX pecypcoB. Ocoboe BHHMaHHWE CIEIyeT YIETUTh
MPEAYIPEKICHUTO:

— 0xA8033304 «Mcrtek wmHTEpBal OXHUAAHUSA TOJYYEHHUS pe3ysbTara
00paboTKH JaHHBIX». BO3HUMKHOBEHHE MAHHOTO NPEIYNPEKICHUS O3HAYaAET
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HEONPEJICTICHHYIO CUTYallMIo, KOT/a 3a OTBEACHHBIA MPOMEXYTOK BpPEMEHHU

OTBETa Ha 3aIPOC MOJYYEHO HE ObLIIO, U COCTOSHHUE €T0 00pa0OTKU HEU3BECTHO.

[Tocne mosydeHust 3TOro Koja M MPU OTCYTCTBHHM COOEB WJIM OIIMOOK CBSI3U

PCKOMEHJIyeTCS YBEIMYMTh WHTEpBal oxumanus oteetoB Waitinterval B

mapmpyre KB _MQ# (cm. Tabmumy A.1 Ilpunoxenus A) W TMOBTOPHTH

OIepaluIo.

Kon 0xA8033304 Bo3BparmaeTcsi mpy YCIOBUH, KOTJa HE 3aJaHbl BHYTPCHHHE

noBTopsl B mapamerpe WaitRepete B mapmipyre KB. YcranoBute nmpusHak s

BHYTpeHHUX MoBTOpoB WaitRepete u moBTopuTe BBINMONHEHHE 3ampoca. Ecim

3anpoc He OyJeT BHIMIOJIHEH U B 3TOM cliydae, TO OyJIeT BO3BpAIlleH KOJI OIIHOKH

0xA8060308 «ucTeKk HMHTEpBaJl OXKHJIAaHUS TOJyUYEeHHs pe3ysibTara 00padoTKu

JTAHHBIX (3aJlaHbl BHYTPEHHHE MOBTOPHI)». JIMOO JUIsi MOBTOPHOTO MOJIYYECHHUS

orBeTa peanusyiite BbizoB EXecDataProc c¢ ommumeir GET PREV_ANSWER

(cMm. [2]). B atom ciiydyae He TpeOyeTcs BBINOJNHATH MOBTOPEHHUE 3arpoca,

TpeOyeTCsl IEPECTPOUTH U Pa3IeIUTh €ro.

B ciiyyae HEBO3MOKHOCTH YCTPAaHUTh NMPOOIIEMy CIeAyeT 0OpaTUTHCS B CIYKOY

conpoBoxieHuss OAO «bBMPL» (iu6o k pa3padoTunky OAO «bBMPL»);

— OXE8S0#### (OxA8S0####), OXESS1#### (OXA8S1####) — ommOku npu
pabore ¢ Hocureaamu kioya OIII. HMcTtouHukoM OIMMOOK SBISIETCS OJHA U3
oubmorex: FDT_et.dll, FDT _ik.dll (FDT_mem.dll). Kak npaBuiio, ommmoOKu CBs3aHbI ¢
OTCYTCTBUEM JipaiiBepa yCTPONCTBA, HEBEPHO YCTAHOBJIEHHOTO THUIIA yCTPOICTBA JMOO
HEIOCTYIIHOCTM  HOcWUTEeNs  Kiaroda. KOHKpeTHoe  omucaHue  JIEUCTBUM  IIpHU
Bo3HUKHOBeHUHU omuoku 0xE850000D nmpureaeno B 3.6.3.

4.2 CoobmeHusi 00 omuOKax ayTeHTU(PUKANUM KAHAJIOB M KAHAJIbHOIO
uppoBaHUA

B mporuecce BbimosHeHUs: 3amnpocoB K KpenuTHOMy perucrtpy, a Takxke Npu
BBINIOJIHEHUH onepanuii ynpasnenus: kmodamu CK3UW u 3anpocoB obnoienuid 1110
B3aumojeicTeue ¢ cepBepom npmiokernit AUC KP ocymectBasercs mo kanany MQ.
JUiss  ka”ana  3ajgaloTcd  pPeXMMbl  ayTeHTUPUKauuu W mwudpoBaHus, T.€.
YCTaHABJIMBAIOTCS MPorpaMMbl Beixoga MQSeries — Moayiib ayTeHTH(UKAIIUN KaHAIOB
CSQAUTH.dIl u moxyns kanansHOTO mmmpposanuss CSQCPHR.dII.

B caydasx BO3HHKHOBEHHS OINMOOK ayTeHTU(UKAIMK WU KaHAIBHOTO
mudpoBaHUs KOJIBI COOOIIEHUN 00 omuOKax HE BO3BPAIMIAIOTCS B BBI3BIBAIOIINC
MPUKIAHBIE TPOrpaMMbl. B 3THX cilydasx B BBI3BIBAIOIIME MPOTrpaMMbl BO3BpAIIAETCs
tonibko omubka 0xE8020109 «Hapymenune ayrentuduxanmuu. B coeguHenun c
CEepBEpPOM OTKazaHO» OuOmmorekn 0a3oBhiXx (GyHKIHMA pabotel ¢ MQSeries
MQBasec.dll. CobcTBeHHO, ommOKN MOayicH ayTeHTH(DUKAIMHE KAHAIOB M KaHAJILHOTO
muGpoBaHUsT PETUCTPUPYIOTCS B KypHaste coObituii Windows «llpmnoxenue» ot
umenu ucrtounnka CSQAUTH.dIl mmm CSQCPHR.dIl. Kak mpaBuio, 310 OmuOKu
kareropuu 809 «lIporpamma Beixoga MQSeries». JIOMOTHUTENEHO COOOIIEHUS OT THX
MCTOYHUKOB BBIJAIOTCA Ha dkpaH, eciu B wmapmpyre ADMIN NOTIFY (cm.
tabmuiy A.4 Tlpunoxkenus: A) 3a7aH PEKUM «IIOKa3bIBATh COOOIICHUS.
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Haubonee wyacto mojlydaeMbIMU KOJAMH COOOIICHHM O HapyHICHUSX
ayTeHTU(PUKAIIUKA KAaHAJIOB SIBJISIIOTCA:

— OxE8033307 «Ommbka OTKPBITUS UM CO3JaHUs odepeau oTBeToB MQSeries
70 OTIpaBKH 3ampoca Ha o00paboTKy maHHBIX.» (M3 Oumbmmoreku Basic.dll,
KaTeropus/ucTouHuk «ba3oBast OnbaMOTeKa 0OMEHa JaHHBIMIY). OmIMOKa MPU BBI30BE
¢byakmuun EAQpMQS (ExecDataProc) — o6paboTka JaHHBIX BHENTHHM IIPOIECCOM C
oOMeHoM naHHBIMU IO MQSeries — Ipu OTKPBITHH MOCTOSIHHOM OYepean OTBETOB WU
CO3JJaHUU JMHAMUYECKOW Ouepe OTBETOB C YHHMKAJIbHBIM UMEHEeM. B cTpykrype
OTBETa BO3BpaIlaeTcs JOMOIHUTEIbHBIN Ko/ omuOku ¢pyHkmuu MQ_Open oubiaunoTtexu
MQBasec.dll (MQBases.dll). Kox momonauTenbHOM OMIMOKH BO3BPAIAETCS 110 BHI30BY
¢byukuun GetLasError() B npunoxenunn. OmubOka 0xE8033307 w gomojHHUTEIbHAS
omuOKa perucTpupyrotcs B xypHaie coosrtuii OC [punoxenue.

[ToBToputh BbIMONHSIEMYy0 Ha [IK omepammio. Ecnu ommbka moBTOpsieTcs,
00paTUThCS K OTBETCTBEHHOMY 3a ycTaHOBKY IIK B opranmszanuu yyactHuka AVC KP
JUISL TPOBEPKHM HACTPOCK ouepeneid. B MNpuiIokeHUM MNOJyduTh HHOOPMALUIO O
JOTIOJIHUTEIIBHOM KOJI€ OIIMOKH W BBITIOJTHUTH JEHUCTBUSL B COOTBETCTBUU C ATUM
JOTIOJIHUTEIIBHBIM KOJOM.

Ecnu Ha cTOpoHE KIMEHTa MPUYUHBI BOSHUKHOBEHUSI OIIMOKU HE OINpPEJIEIICHBI,
oOpatutbcsi B ciyx0y compoBoxaeHuss OAO «bMPL» (n1ubo k pa3paboTyuky
OAO «BbMPIl») nns BbISICHEHHS TPUYUH BO3HUKHOBEHHUS OIIMOOK OTKPBITUSA WM
CO37IaHUsI OUEpEeM B JKypHaJIax MeHemkepa MQ (IIpoBepuTh MpaBa JOCTYyIA, MaMSTh).
B ciiyyae HEBO3MOXHOCTH YCTpaHEHUsSI OMIMOKHU CIeAyeT 0OpaTUThCA K pa3padOTUuKy
BBITIOJIHSIEMOTO TPUJIOKEHUA U K pa3pabotunky 6ubimoteku Basic.dll;

— 0xE8090033 «<mara Bpems> Ommbka ayTeHTHPUKAIMK  KaHaIa
<MEHEDKEp.KaHal MQSeries> y371a <I/Iz[eHTH(bI/IKaT0p cepBepa MPUIOKECHUN>Y.
Omubka ayTeHTUPUKAIIMM Ha MPOTUBOIOJIOKHOW CTOpOHE KaHalla (MBIOTEKC
ocBoOoxkaeH B term)» (w3 Ombmmorekn CSQAUTH.AIl, kaTteropus/ncTouHmK
«IIporpamma Bbixoaa MQSeriesy»). DTo 03HayaeT, 4YTO KaHal OCTAHOBJIEH MPOTPAMMOM
BBIXOJIa ayTeHTH(UKAIMK Ha cTOpoHe cepBepa mnpuioxenuid AMC KP, npuuem
MCTOYHUKOM TMpoOJeMbl, Kak mpaBuio, sBisercs cropoHa kiaueHta AMC KP.
[IpyurHaMu MOTYT OBITh HECOOTBETCTBYIOIIEE CEPBEPY TMPHUIIOKCHUNM 3HAYCHUE
MOCJIETIOBATEILHOCTH B ayTCHTU(PUKAIMOHHBIX JAHHBIX KaHajla Ha CTOPOHE KIIMEHTA,
KOT/1a, HarpuMep, ObUT TPOU3BEIEH OTKAT K mpenbiayiiemMy cocrosiauto OC u peectpa
OC, unu B MOMEHT MpEIbIAYIIEro CTapTa KaHalla Mpou301ia BHe3anHas Beirpy3ka OC
Windows u HOBOe 3HauYeHHE MOCJIEI0BATEIBHOCTH COCAMHEHUI HE OBLIO COXPaHEHO.
JlanHast ommOKa Takke Bo3HHKaeT mocie omuOku 0XxE8090019, mpoumsomemimeii Ha
cropone kimuenta AVC KP u3-3a oTcyTcTBHsI (MOTEPH) MpaB JJIsi COXPAHCHHS HOBOTO
3Ha4YeHUsl TocienoBaTeibHOCTH coenuHeHuit B peectpe OC. Ommbka 0XE8090033
MOYET BO3HUKHYTh TaK)Ke, €CJId Ha CTOPOHY CepBepa MPUIIOKEHUHN MPUIIIE]T HEBEPHBIM
MakeT ayTeHTU(UKAMU, U3MEHEHHBIN U3-3a c00s IPH €ro nepegaye no CeTu.

B aTux cnyuasx Ha cropone cepBepa npuinoxenuidt AC KP BeiiaroTes ommoku
0xE8090028 «llonydyeH HeBepHbId mNakeT. MIMUTOBCTABKM HE CpPABHUWIHUCHY» WU MPU
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nocienyomux craprax kaHaiga — 0xE8090027 «Kananm 3a610kupoBaH IporpaMMon
BBIXOJIa»;

— OxE8090019 «<mara Bpems> Omubka ayTeHTUGUKAIMK  KaHaa
<meHemkep.kanan MQSeries> y3ma <umeHTHQHKATOp CcepBepa MPUIOKECHUIT>Y.
Ommbka BHECEHUSI N3MEHEHUH B PETUCTPAIMOHHYIO 3alMMCh KaHalla <JIOMOJTHUTEIIbHBIN
Koz coobmmenus™>» (u3 6ubmuorexkn CSQAUTH.dII, xateropus/ucrounuk «IIporpamma
Beixogma MQSeries»). Kak mpaBuio, ommbOka BO3HMKaeT H3-3a MOTEPH HA CTOPOHE
kmueHta AMC KP HeoOXonuMbIX MpaB i COXPAaHEHHS] HOBOTO 3HAYCHUS
noclienoBatenbHocTU coequHeHuit B peectpe OC. Tpebyercs BOCCTaHOBUTH MpaBa K
perucTpairionHoin 06aze kananoB B peectpe OC B coorBercTBuHM ¢ [1]. Ho, kKak mpaBwuIio,
JAHHBIX JIEUCTBUM HEAOCTATOYHO, T.K. IOCJIE BO3HUKHOBEHHUS JIaHHOW OIIMOKU U
BOCCTAHOBJICHUSI TIpaB MpHU IMOCJIEAYIONEM CTapTe KaHaja BO3HUKAeT OIIMOKa
OxE8090033, u TpeOyeTcss BBIMIOJIHUTh COOTBETCTBYIOIIME JEUCTBUS ISl €€
YCTpaHCHHS.
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5 ABAPUVHBIE CUTYAILIUU

ABapuiiHble CHUTyallud, KOTOpPhIE MOTYT BO3HUKHYTh BO BpeMs pabOThI
nojacuctembl HHGopmarronHoro B3aumosencteust AUC KP, oTHocsTCS K clieyronmm
KAaTeropHsIM:

— BBIXO/JI U3 CTPOSI TEXHUYECKHUX CPEJICTB (ITpolieccopa, BAHYECTEPA U T.11.);

— omubku ¢pyakiuonuposanus OC;

— omuOku ¢pyHkuonuposanus IBM MQ;

— yCTOWuUBBIE OIMUOKK (PYHKIIMOHHUPOBAHUS MPOTPAMMHBIX MOAYJIEH W
CEPBUCHBIX NPOrpPaMM, BXOASIIMX B COCTaB KJIMEHTCKOM YacTU IOJICHCTEMBI
nHpopmanmonHoro B3aumozeiicteus ANUC KP.

Pexomennyercs mnepeycranoButh [IO knmmenta AMC KP, 3amenuB, ecnu
Tpedyercs, KomMnbptoTep. [ BBINOJIHEHUS NEPEYCTaHOBKH CIENYET MPEeABAPUTEIIBHO
COXPAHUTh PETUCTPALIMOHHBIEC JaHHbIE, MIEPEIaHHbIE aIMUHUCTPATOPOM OE30M1aCHOCTU
OAO «BMPILl» (cm. [1]). B cayyae HEBO3MOXXHOCTH YCTPAHHTh IPOOJIEMBI
CaMOCTOSTENIHO ClelyeT oOpamarbes B ciayxk0y compoBoxiaenus OAO «bMPIL»
(yu6o k pazpadotunky OAO «bMPL»).
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HEPEYEHDb CCBIVIOYHBIX TJOKYMEHTOB

1 «Kpeautnsiii peructp. KnueHrckas 4acTb MOJCUCTEMBI UHPOPMAIMOHHOTO
B3auMoiercTBus. MHcTpykuus no uactawsanuny EY S1®.92000-01 91 01

2 «ABTOMaTHM3WpOBaHHas WH(OpPMAIMOHHAs CHUCTEMa TMPEACTABICHUS W
noJsiyueHus: uHpopMaluu o kpeautax. Texauueckre TpeOOBaHUS MO B3aUMOJICHCTBHIO C
cucrtemoirit AVIC Kb» HBPI1.90002-01

3 «Kpenutnsiii peructp. IlpaBuna ¢gopmupoBanus u ¢GopMaThl 3alpOCOB H
coobmenuii. Onucanne nHGopManmuoHHOTO obecredeHus» EY AD.90000.115

4 «AC MBbBP. Cucrema wunpopmannonHod Oe3zonmacHocTu. [IpoTOKOIBI
B3aUMHON  ayTeHTH(UKaMu U  QopMupoBaHus oOmero kimouya. Onucanue
npumenenus» HbP11.41000-01 31 01

5 TOCT 28147-89 Cucrembl  00paGoTku  uHboOpMamuu.  3alura
KpunTorpaduueckas. AJIropuT™M Kpunrorpapuyeckoro npeoopa3oBaHus

6 «AC MbP. Cucrema wunpopmanmonnoir 06e3onacHoctu. Iloacucrema
3alUIIEHHOTO  B3auMmonencTBusa. Kommuieke 3amuTel  coenuHeHuil  MQSeries.
PykoBoactBo anmunuctparopa» HBP1[.48100-01 92 01

7 «AC MBP. Cucrema nndopmannonHoit 6e3onacHoctd. Komiuiekce 3amuTsl
coenuHennii  MQSeries.  IIporpamma  perucTpauud  KaHaJloB.  PyKOBOACTBO
noas3oBarens» HBPI.48100-01 90 02

8 CTb 1176.2-99 HudopmanmonHasi TEXHOJOTHS. 3ammra HHPOPMAIUH.
[Ipouenypsl BEIpaOOTKU U TPOBEPKH JIEKTPOHHOU LIMPPOBOM MOANUCH

9 CTb 1176.1-99 HudopmanmoHHasi TEXHOJOTHS. 3ammTa HHPOPMAIUH.
OyHKIHUS XEITUPOBAHUS

10 «<-AC MBP. Cucrema wunbopmarmontoin Oe3zonacHoct. [Iporpamma
perucTpalid  KJIIOYEH CHUCTeMbl KPHUNOTOrpapUUecKor 3amuThl  HH(OpMaIuu.
PykoBojacTo nonb3oBarens». HBPI[.41200-01 90 01

11 «KpeautHbii  peructp. WHCTpYKIIUS 10 TMOJKIIOYECHUIO YYACTHUKOB)
EVA®.92000.12

12 «<AC MBP. Cucrema wunpOp™mamonHoit 6e3zomacHocTu. IIporpamma
HACTPONKH TaOJUIIBI MapIIpyTH3aIUH. PykxoBoicTBO MIOJTE30BATEISD
HBPI1.48200-03 90 01

13 «AC MBP. Cucrema wuHpopmanronHor ©Oe3onacHoctu. Iloacucrema
OOHOBJICHHSI TIPHUKJIAJHOTO TpPOrpaMMHOTO oOecmedeHus. [IporpaMMHBIN KOMILIEKC
MOJTy4eHUsT OOHOBIICHUH MPHUKIAIHOTO MPOrPaMMHOrO obOecmeueHusi. PykoBoICTBO
nosp3oBartens» HBPI[.47000-01 90 01

14 «<AC MBP. Cucrema wundopManmonHoi Oe3omacHoCTH. CooOIIeHUS
HBPI11.40000.B8
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HPUJIOKEHHUE A

HACTPOMKM MOJJCUCTEMbBI HTHO®OPMAIIMOHHOI'O B3AUMOJIENCTBUA

Tabnuua A.1 — MapuipyTsl KIMEHTCKOW YacTH MHGOPMAIIMOHHOTO B3aUMOICUCTBUS JJIs1 BHITIOJTHEHHUSI 3aIIPOCOB

HaunmenoBanus Tun HaunmenoBanue nmojst 3HaueHnune IIpumeyanue
MapupyTa u napaMerpa (TransportParam.exe)
napaMeTpoB

AISCO_ARC_IN

DIlIName REG_SZ bubnunoreka oopadorku | savefile.dll bubmmoreka COXpaHCHHS cooOmieHni
ANUCKP ¢ yHUKaIbHBIMH HMEHaMH B
apXHWBHBIE KaTAJIOTH

Path REG_SZ ITytp <kaTaJjor yctaHoBku [10>\ Karanor co3znaercst MHCTaUIATOPOM

ARCHIVE\IN

TransferType REG_DWORD 0x00000010 (16) Tun Mapuipyra - Apyrou TUT
(Heompe1eIeHHbIN)

AISCO_ARC _OUT

DIlIName REG_SZ bubnuoreka oopadorku | savefile.dll bubnmnoTeka COXpaHEHHSI COOOIEeHHI
AUCKP ¢ yHMKaJIbHBIMH HMEHaMH B
apXMBHbIE KaTaJIOTU

Path REG_SZ [Tyte <kaTaJjor yctaHoBku [10>\ Karanor co3znaercss HHCTaUIATOPOM

ARCHIVE\QUT

TransferType REG_DWORD 0x00000010 (16) Tum MapIiipyra - Opyron TUT
(Heompe1eIeHHBIN)

AISCO_TRASH

DIlIName REG_SZ bubnunoreka oopadotku | savefile.dll bubmmoreka COXpaHCHHS cooOmeHn i
AUCKP ¢ yHUKaJIbHBIMH HMEHaMH B
apXHWBHBIE KaTAJIOTH

Path REG_SZ ITyts <kaTaJjor yctaHoBku [10>\ Karanor co3aercs HHCTaUIATOPOM

ARCHIVE\TRASH
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PyKOBOILCTBO I10JIB30BATCIIA

[Tponomkenne Tabnuip A.l

HaumenoBanus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napamerpa (TransportParam.exe)
napaMeTpoB
TransferType REG_DWORD 0x00000010 (16) Tun MapIipyra - Apyrou THII
(HeomnpeeIeHHbIH )
KB
ArchivelN REG_SZ Coxpanenue B apxuB | :AISCO_ARC_IN JlokanbpHBIN MapuIpyT, ONMPEACIAIONINT, Kyaa
BXOJIAILINX COOOIICHUN HANpaBlIATh  TOJyYEHHBbIE  OTBETHI  JUIA
apXUBHOTO  XpaHeHWs.  MoxkeT  ObITh
OTKJIFOYEH MO0JIb30BaTEIEM
ArchiveOUT REG_SZ Coxpanenue B apxuB | :AISCO_ARC_OUT JlokanpHBIN MapmIpyT, ONPEACISIONINN, Kyaa
UCXOJSIINX HANpPAaBIATH OTIPABJICHHBIE 3allpPOCHl  JUIS
coo01IeHn apXMBHOTO  XpaHEHUs.  MoxeT  OBITH
OTKJIFOYEH MO0JIb30BaTEIEM
DIIName REG_SZ bubmuoreka o6padorku | DocSignc.dll bubnroTreka BBEIYUCICHHS/TIPOBEPKU TIOITUCH
n1eKTpoHHBIX T0KyMeHToB ANC KP
LongRetryCount REG_DWORD | OtcyrctByer 2 KonnuecTtso BHYTPEHHHUX IIOBTOPOB
BBITIOJTHEHUSI ~ OMepalii  mepejayd |
nonyueHusi coobmenunii MQ npu BpeMeHHO
HEIOCTYITHOCTH MeHemkepa MQ, Brirouast
cOou B CeTH, Yepe3 JUIMHHBIE UHTEPBAJIbI.
Ecnmu mapamerp OTCyTCTBYET, €ro 3HaueHHUE
M0 YMOJYaHUIO PABHO 2
LongRetrylInterval REG_DWORD | OrcyrctByer 60000 JInuHHBIA ~ WHTEpBAT NPH  BHYTPEHHUX

MIOBTOpaX BBINIOJHEHUS ONEpALUN Nepelaun U
nonydeHust coobmennii MQ mpu BpeMeHHOMH
HEZOCTYITHOCTH MeHepkepa MQ, Bkirodas
cOou B CeTH.

Ecin nmapamerp OTCYTCTBYET, €ro 3HAau€HHE
1o ymosrdannio paBHo 60000 MHIITHCEKYH
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[Tponomkenne Tabnuip A.l

HanmenoBanusa
MapmpyTa u
napamMeTpoB

Tun
napamerpa

HaumeHoBaHue moJjs
(TransportParam.exe)

3HayeHue

IIpumeyanue

Options

REG_DWORD

Pexxumbl moamucu u
KOHTPOJIS

OXF(15)

Omnpenenser PEKUMBI npeaoopadboTku
3ampoca W oTBeTa. Ecimm OTCyTCTBYET, TO
UCIonb3yeTcss  3HayeHue 15. 3HaueHue
dbopMupyeTcss  YCTAaHOBKOW  OMUMNA  JJIst
dopmatHoro kouTpois u DI ucxonsmumx u
BXOJALIMX COOOLIEHUI B OKHE HACTPOWKHU
mapipyta (TransportParam.exe)

Path

REG_SZ

ITyTh

KB_MQ#

JlokanpHBII  MapmipyT HOAKIIOYEHUSA K
KOHKPETHOMY cepBepy MPUIIOKECHUN:
‘KB_MQ — myist ocHoBHOTO, :KB_MQ2 — mst
pe3epBHOTO (U T.1.)

ShortRetryCount

REG_DWORD

OtcyTrcTBYyeT

Kommgectso BHYTPEHHUX MTOBTOPOB
BBIMOJIHEHUS] ~ ONepaluii  mepegaud |
noiy4deHust coobmennii MQ mpu BpemeHHOM
HEIOCTYITHOCTH MeHekepa MQ, Bitoyas
cOou B CeTH, Yepe3 KOPOTKHE NHTEPBAJIBI.
Ecnu mapameTp OTCyTCTBYET, €ro 3HaueHHUE
110 YMOJTYaHUIO PABHO 3

ShortRetryInterval

REG_DWORD

OtcyrcTBYyeT

3000

KopoTkuii  uHTEpBam NpU  BHYTPEHHHUX
MOBTOpaX BBINIOJHEHUS ONEepaluii nepeadu u
nojiydeHus: coobmennit MQ npu BpeMeHHOMH
HEJIOCTYITHOCTU MeHekepa MQ, BKiIroyas
cOou B CeTH.

Ecnu mapamerp OTCYTCTBYET, €ro 3HAaud€HHE
110 yMoJ4aHuio paBHO 3000 MHIIIMCEKYH]
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HaumenoBanus Tun HaumenoBanue moJist 3HaueHnune IIpumeyanue
MapuipyTa u napamerpa (TransportParam.exe)
napaMeTpoB
TransferType REG_DWORD 0x806 (2054) Tun Mapiipyra — BBIYHCIICHHE/TIPOBEPKA
MOJNKNCH JOKYMEHTOB. YCTAaHOBJICH HOMEp
kareropuu coobmenuii DocSigne.dll
Trash REG_SZ Coxpanenue/oopadotka | :AISCO_TRASH JloKaJIbHBIN MapIIpyT, ONMPEISISIIONINA Kyaa
Opaka HAIpaBJISATh OTOPAKOBAHHBIC COOOIEHHUS ISt
apXMBHOTO XPaHEHUS
WaitlIntervalLim REG_DWORD | OrcyrctByer 360000 3HaueHWe, OTPaHUYMBAIOIIUN  3HAYCHHE
MHTEepBasa oxuganus orsetoB Waitlnterval B
KB_MQ#.
Ecnu mapamerp OTCyTCTBYET, €ro 3HaueHHUE
o ymosyanuto paBHo 360000 MusmircekyHna
(6 munyT, Bpems KeepAlive)
WaitRepete REG_DWORD | OtcyrctByer 1 IIpusHak Uil BHYTPEHHHX IIOBTOPOB IIO

HCTCUCHUH WHTEpBAJa OXHIAHUS OTBETOB
WaitInterval 8 KB. MQ#.

[Tapametp ycranaBimuBaercsi HepaBHbIM O st
oOecrieyeHHs BBIMOJHEHHs 3allPpOCOB, BpeMs
BBITIOJTHEHUS] KOTOPBIX 00Jiee 5 MUHYT.

Ecnu mapameTp OTCyTCTBYET, €ro 3HaueHHUE
no ymondanuio paBHO O (He BBIMONHATH
BHYTPEHHUE  TOBTOPHl 1O  HCTEYEHUH
UHTEpBaJIa OXKHJIAHUS OTBETOB)
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HaumMeHnoBaHus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napamerpa (TransportParam.exe)
napaMeTpoB
WaitRepetelnterval | REG_DWORD | OrcyrcTByeT 1800000 OO6miee Bpems OXHJIAHHS C BHYTPECHHUMH

MOBTOpaMH [0  HCTCUCHHHM  HWHTEpBala
oxkuganus otsetoB Waitlnterval B KB MQ#
npu ycraHoBJIeHHOM npu3Hake WaitRepete.
Ecnmu mapamerp OTCyTCTBYET, €ro 3HauCHUE
o ymomrganuio papao 1800000 musuncexkyH T
(30 MunyT)

KB_MQ# - KB_MQ

, KB_MQ2 (u 1.1.)

ChannelName

REG_SZ

Nms kanamna

<mms y3na>.CHL
(U1 pe3epBHOrO cepBepa —
<ums y3na>.CHL#)

B mone ykaspiBaeTcs uWMS KaHala, UL
MOJKIIIOUEHUST K  CepBEpy  MPHIOKCHHIMA
AUC KP (rne # — Homep cepBepa)

ConnectionName

REG_SZ

Connection Name

<HHHHH)>

B mnone yxaswBaercsa IP-agpec m mopr s
MOAKJIIOYEHUS K CEpBEPY MPUIIOKECHUM

GetQueue

REG_SZ

Ouepenb OTBETOB

JlokanpHas ouepeab C COOOIIEHUSMH IO
0€30MacHOCTH ISl MOHUTOPHHTA

Ecim B wmapmpyrax Tuna «2 - OOMeH
maHHeiMH  depe3 MQSeries» OTCyTCTBYeT
napamerp GetQueue (odepeab OTBETOB), TO
JUISL  OTBETOB  HCIIONB3YEeTCS  BpeMEHHAas
JTUTHAMHUYECKAsi 04epe/ib.

MQSType

REG_DWORD

Tun nokansHoro MQ

0

YcranoBneHo 3HadeHue «KimeHT», T.e. THII
ucnonbszyemoro API IBM MQ

MQTransportType

REG_DWORD

Tun Tpancnopra

0xE0000002

O3navaet, uro miasa ka"ana IBM MQ 3agan
nporokonn TCP (mmammas muppa — 2) u
YCTaHOBJICHBl ayTEeHTHU(HUKAIMS, KaHAIbHOE
mu@poBaHue U CXKaTHEe JaHHBIX (CcTaprias

undpa — E)
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Oxonyanue Tadnauis A.1

HaumenoBanus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napamerpa (TransportParam.exe)
napaMeTpoB

Path REG SZ ITyTh ‘KB MapuipyT Ha CTOPOHE cepBepa MPUIOKEHUN

PutQueue REG_SZ Ouepenp 3a1IpOCOB INCOMQUERY.LQ.QUEUE [Tpu YCTaHOBKE [TIK AUC KP,
NpeJHa3HAYCHHBIX ISl aIMUHHCTPATOpPOB
KpeautHOoro perucrpa, 3HauCHUE MapaMeTrpa
mensercs Ha ADMINQUERY.LQ

QueueManager REG _SZ MQ menemxep AISCOSR# MQM NUms  wmememxepa MQ  Ha  cepmepe
npuioxenud (rme # — V 1 OCHOBHOTO
cepBepa MNpWIOKEHUH, 2, 3 u T.A. — I
PE3EPBHBIX)

TransferType REG_DWORD 2 Tun mapmipyta — oOMeH 1anHbIME uepe3 IBM
MQ

WaitInterval REG_DWORD | UntepBan  oxwumanus | 0x7530 (30000) Bpemss oxumaHus TOMYYEHHUs TaHHBIX U3

OTBETOB OTBETHOM ouepenu (B MHJUTHCEKYHaX).

OrpannumBaercs 3nauenrem WaitintervalLim
B Mapuipyre KB

PK_source REG_DWORD | Tun HocuTens <BplOpaHHBIH THUI TpH YycTaHoBke | [lapamerp  PK_source  mMoxeTr  HUMeTh

(u3 paznemna OC o> 3HauYeHMs: 4 — O3HA4aeT pPacloJOKEHUE

HKLM\ kmroua DIIT wa nHocurene eToken, 8 — Ha

SOFTWARE\BTC\ nocutene iKey, 10 — ki1ro4u 3aHECEH B peecTp

Crypt_Doc) oC
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Tabnuua A.2 — MapuipyTsl kKomiuiekca yrpasieHus kitouamu CK3U u cpencts DI

HaumeHoBaHus Tun HaumenoBanue moJist 3HaveHue IIpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB
KeyDistributionGroup
Path REG_SZ [TyTh HKLM\SOFTWARE\BTC\AISCO\ | Paznen peectpa OC wu ero mapamerp.
KeyDistributionGroup 3unauenue mapamerpa KeyDistributionGroup

(REG_SZ) — HoMep cmuCKa pacChUIKU
kmoue OUIL. Jlng AWC KP 3HaueHue
KeyDistributionGroup pasho 2

RemcCall REG_DWORD | Pazpemmts  ynanenssiii | O VY naneHHsbli BBI30B MApLIPYTa HE pa3pellIeH

BBI30B

TransferType REG_DWORD 3 Tun mapmpyra — YTeHHE/3alUCh JTAHHBIX B
peectp MS Windows

KeyMgr

DIlIName REG_SZ bubaunoreka oopaborku | SC_KeyMgrF.dll bubmuoreka  00paboTKM  3ampocoB K
XPaHWINILY KIII0YeBOH MHPOPMAITUU

Path REG_SZ :KeyMgrCN MapupyT Ha CTOpOHE cepBepa NPUIIOKEHUN

RemCall REG_DWORD | Pa3pemnts ynanenssii | O VY naneHHsbli BBI30B MapLIpyTa HE pa3peleH

BBI30B

TransferType REG_SzZ 0x811(2065) Tun wmapmpyra — o0paboTka 3ampocoB K
XPaHWIUTILY KITFOYEBOI UHPOpPMaLINH.
VYcTaHOBIIEH HOMEp KaTeropuu CcooOIIeHui
KeySql.dll

KeyMgr REMOTE

ChannelName REG_SZ Nwms xaHana <nms y3na>.CHL B mone ykaspiBaeTcs MMs KaHana, Ui

(1S pe3epBHOTO cepBepa —
<ums y3na>.CHL#)

MOJIKJIIOUEHUS K CepBepy MPHIIOKEHUN (rae #
— HOMEP cepBepa)
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[Iponomkenne TabauIBl A.2

HaumeHoBaHus Tun HaunmenoBanue nmojst 3HaueHnune IIpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB

ConnectionName | REG_SZ Connection Name <#.##H#HH#)> B mone ykaseiBaercs IP-agpec u mopt ans
HOJKJIFOYEHUS K CEpBEpPY MPUI0KEHHH

Format REG_SZ ®dopmar DTSQUERY dopmar coobmenuit MQ  KOMIIOHEHTOB
nH(pOpMaIMOHHOM 0€30MMacHOCTH

MQSType REG_DWORD | Tun nokansaoro MQ 0 VcranoBneno 3HaueHue «KmmeHT», T.e. THN
ucnonszyemoro API IBM MQ

MQTransportType | REG_DWORD | Tun tpancmopta 0xE0000002 Osnauvaer, uyro s kaHata MQ 3aman
nporokoi TCP (Mmmamgmras mudpa — 2) u
YCTAQHOBJICHB AyYTEHTHU(HUKAIMS, KaHAJIbHOE
muppoBaHUE M CXKAaTUE JNAHHBIX (crapias
wippa — E)

Path REG_SZ [Tyt :KeyMgr MapupyT Ha CTOpPOHE cepBEpa NPHIIOKEHUN

PutQueue REG_SZ Ouepens 3ampOCOB AISCOSR#.SECURITY_QUERY.LQ Nwms ouepenn MQ Ha cepBepe mpuitoKeHUH
mist 3armpocoB CK3U (rne # — Vs
OCHOBHOTO CepBepa NpUJIoKeHuH, 2, 3 u T.1.
— J171s1 pE3€PBHBIX)

QueueManager REG_SZ MQ meHemKep AISCOSR# MQM Nms  wmememxepa MQ  Ha  cepmepe
npunoxeHut (rne # — V118 OCHOBHOTO
ceppepa MNpuwIOKeHWH, 2, 3 u T.A. — I
PE3EPBHBIX)

RemcCall REG_DWORD | Pa3pemuts  ynanenusiit | O VY naneHHbli BBI30B MaplLIpyTa HE pa3peleH

BBI30B

TransferType REG_DWORD 2 Tun mapuipyta — oOMeH 1aHHbIME uepe3 IBM
MQ

Waitinterval REG_DWORD | MuTepBan oxugaHus 0x7530 (30000) Bpemsi oxupaHus TMONy4eHHUS JaHHBIX (B

MUJUTHCEKYH/IaX )

46




EY1®.92000-01 90 01

Kpenuthslii peructp
Knuenrckas yactbs noacucTeMsl HHGOPMALMOHHOTO B3aHMOICHCTBHS
PykoBoacTBO moJsib30BaTENs

[Iponomkenne TabauIBl A.2

HaumeHoBaHus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB
KeyMgrCN
ChannelName REG_SZ Nwms kanana <ums y3na>.CHL B mome yka3piBaeTcs wWMs KaHama, IS
(nyst pe3epBHOTO cepBepa — MOAKJIIOUEHUSI K CEpBEpPyY MPUIIOKeHU (T11e #
<ums y3na>.CHL#) — HOMEp cepBepa)

ConnectionName | REG_SZ Connection Name <#HHHH)> B mone ykaseiBaetcs IP-aapec um mopt s
TIOJIKJTFOUEHUS K CEPBEPY MPHIIOKEHUN

Format REG_SZ ®dopmar DTSQUERY dopmar coobmennii MQ  KOMIIOHEHTOB
MH(POPMALMOHHON 0€30MaCHOCTH

MQSType REG_DWORD | Tun nokansaoro MQ 0 YcranoBieHo 3HaueHHe «KiueHT», T.e. THUII
ucnoiubszyemoro APl IBM MQ

MQTransportType | REG_DWORD | Tun Tpancnopra 0xE0000002 Osznavaer, uto mana kaHata MQ 3aman
nporokon TCP (mmammas tuppa — 2) u
YCTaHOBJIEHBl ayTEeHTHU(HUKAIMS, KaHAIbHOE
mu@ppoBaHUe U CXKaTHE JaHHBIX (cTapiuas
ungpa — E)

Path REG_SZ [Tyt ‘KEYMGR_REMOTE MapipyT Ha CTOpOHE cepBepa NPHII0KEHHUH

PutQueue REG_SZ Ouepens 3ampOCOB AISCOSR#.SECURITY_QUERY.LQ Nwms ouepenn MQ Ha cepBepe NpuIToKeHUH
mist 3armpocoB CK3U (rne # — Vs
OCHOBHOTO CepBepa NpUJIoKeHuH, 2, 3 u T.1.
— JI71s1 pE3€PBHBIX)

QueueManager REG_SZ MQ meremkep AISCOSR# MQM NUms  wmememkepa MQ  Ha  cepmepe
npuioxeHud (rne # — V. a1as8 OCHOBHOTO
cepBepa MNpUIOKeHUud, 2, 3 u T.O. — I
PE3EPBHBIX)
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Oxonuanue Ta0aune! A.2

HaumeHoBaHus Tun HaumenoBanue moJist 3HaveHue pumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB
RemCall REG_DWORD | Paspemmts  ynanenssrii | O Y naseHHBIH BBI30B MapIIpyTa HE pa3peiieH
BBI30B
TransferType REG_DWORD 2 Tun mapuipyta — oOMeH naHHbIME uepe3 IBM
MQ
WaitInterval REG_DWORD | UnTepBan oxxuganus 0x7530 (30000) Bpems oxupaHusi modydeHHs JaHHBIX (B
MUJUIMCEKYH/1aX )
KeyUnitlD_Group
Path REG_SZ ITyTh HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.
KeyGroup 3nayenue napamerpa KeyGroup (REG_SZ) —
koJ rpynmsl kiarouerd DT knmnenta AUC KP.
3nauenue KeyGroup 3amaer moJb30BaTENb
npu uHctausiipu [10
RemCall REG_DWORD | Paspemmts  ynasiennsrit | O Y naJieHHBIH BBI30B MapIIpyTa HE pa3penieH
BBI30B
TransferType REG_DWORD 3 Tun mapmipyra — YTeHHME/3alUCh JAaHHBIX B

peectp MS Windows
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Tabnuna A.3 — MapuipyThl KoMIuiekca noigydenus ooHosnenuii [1T10

HaumeHoBaHus Tun HaumeHoBaHue moJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB

UPDATE_LIST

\AISCO_Client\ REG_SZ KBCOXXYYZZ (rne XXYYZZ - | Homep Bepcuu 3aHOCHTCS IIPH YCTAHOBKE WIIH

Version Homep Bepcuu [10) oonoBinenun  I[IO  kioueHTCKoM — yacTu
HIOJICCTEMBI MHPOPMAITMOHHOTO
B3aUMO/ICHCTBUS

DIIName REG_SZ bubimoreka oopadorku | UpdtChk.dll bubnuoreka 00paboTKH 3arpocoB
obnosnenuii [1110

Path REG_SZ ITyTh HKLM\SOFTWARE\BTC\Router\ Pazmen peectpa OC, rae HaxoasaTcs

UPDATE_LIST\ nojapaszaensl (¢ umeHamu kareropuit [1110) ¢

napamerpamu Version (REG_SZ)

TransferType REG_DWORD 0x80d (2061) Tun MapuipyrTa - JpyTroi THUI
(HeompeseneHHbI).  YCTaHOBJIEH  HOMEp
kareropuu coobuenuit UpdtChk.dll

UPDATE_SERVER

Path REG_SZ [Iyts ‘KB_MQ# 3anpoc ob6HoBnenuit IO ocymecTBusercs
yepe3 MapuIpyT aKTUBHOIO TMOAKIIOUEHHS K
CcepBepy NPUIOKEHUN

PutQueue REG_SZ AISCO_UPDATE.LQ Ouepenp 3anpoOCOB Ha cepBEpE NMPUIIOKEHUM,
oOpaOatreiBaemasi ~ CilIyk00H  OT  HMEHH
AISCOUPDATE

UpdateParams

Checklinterval REG_DWORD 86400 (24 vaca) WHuTepBan npoBepKHM HAIMUUS AKTyalbHBIX

0oOHOBJIEHUH (B Iporpamme
UpdateParams.exe) B cexyHax
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[Iponomkenne TabauIsr A.3

HaumeHoBaHus Tun HaumeHoBaHue nmoJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB
DownloadNotOn REG_DWORD 1 OnoBemenne o 3arpy3ke (B mporpamme
UpdateParams.exe) B ciryJae
aBTOMATUYECKOM 3arpy3ku OOHOBieHMM: 0 —
HE ONOBEINIATh; | — OMOBENIaTh
DownloadOp REG_DWORD 2 3arpy3ka  OOHOBJCHHWI (B  IporpaMme
UpdateParams.exe): 1 — yBegomisiTh O
HaJIMYUK, HO HE 3arpyxkartb;, 2 — 3arpyxarb
ABTOMATHYECKH
DownloadPath REG_SZ <katajor yctanoBkul10>\ Karamor pnst 3arpy3ku  oOHOBieHHil (B
UpdatesCache\ nporpamme UpdateParams.exe)
DownloadTime REG_DWORD 1368009000 WuTepBan npoBepKH HATMYUUS AKTYaJTbHBIX
O0OHOBIICHUH
InstallOp REG_DWORD 1 YcraHoBka OOHOBIIEHHW (B  TporpamMme
UpdateParams.exe): 1 — He ycTaHaBIMBATh; 2
— yCTaHaBIMBATh ABTOMATHYECKH
InstallTime REG_DWORD OXFFFFFFFF (-1) BpeMst ycTaHOBKM 3arpy:K€HHBIX OOHOBJICHHI

(8 mporpamme  UpdateParams.exe): 0 —
HeMeJUIeHHO, > 0 — Bpems 1Hs B ceKyHJax; -1
— BpeMs YCTAaHOBKH HE 3aJ1aHO
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Oxonuanue Tadmune! A.3

HaumMmeHoBaHus Tun HaumeHnoBanue nmoJs 3HaueHne IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB
ParamsNames REG_MULTI_SZ ServiceOn Jlo/oKHBI  OBITH  yKa3aHbl TPU CIIHCKA —
Checklnterval ParamsNames, ParamsSizes u ParamsTypes
DownloadOp Ui 8 mapaMeTpoB CTPYKTYphl. 3HAUCHHs

DownloadNotOn
DownloadPath
DownloadTime

apaMeTPOB HACTPAUBAIOTCS IPU HOMOIIH
nporpamMbel  UpdateParams.exe (moapoOHoe
ormucanre cMm. B [13]). ParamsNames — srto

InstallOp CIIMCOK MMEH MapaMeTpoOB
InstallTime
ParamsSizes REG_BINARY 82888888 82888888 82888888 82888888 ParamsSizes — 9TO CHHCOK MaKCHMAITbHBIX
04010000 04000000 04000000 04000000 pa3MepoB ToJIeii U 3HaYSHU I TapaMeTpoB B
04000000 04000000 04000000 04000000 CTPYKTypE (B 6aﬁTaX)
ParamsTypes REG_BINARY D o oo ParamsTypes — 3To CIHCOK THUIIOB 3HAYECHHH
01000000 04000000 04000000 04000000 rapaMeTpoB B CTPYKType (B OaiiTax)
04000000 04000000 04000000 04000000
Path REG_SzZ [TyTs HKLM\SOFTWARE\BTC\Router\ | Pazgen peectpa OC, rae pacmojoXeHbl TpU
UpdateParams\ napameTpa: ParamsNames, ParamsSizes u
ParamsTypes — ans HOJIy4YeHUs CTPYKTYpPbI
JIAHHBIX
RemCall REG_DWORD | Pa3pemuts  ynanenusiit | 0 VY naneHHsbli BBI30B MapLIpyTa HE pa3peleH
BBI30B
ServiceOn REG_DWORD 1 Bxmrounts CITyKO0Yy aBTOMATUYECKOTO
obnoBnenus: 0 — cioyxba oTkimtoueHa; 1 —
ciryx0a BKJIIOYECHA
TransferType REG_DWORD 3 Tun mMapuipyra — 4TeHHe/3alKCh JaHHBIX B

peectp MS Windows
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Tabnuna A.4 — MapmipyTsl KOMIUIEKCa 3alIUThI coequaennit MQSeries

HaumeHoBaHus Tun HaumeHoBaHue moJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB

ADMIN_NOTIFY

DIlIName REG_SZ bubnuoreka oopadborkn | KC_AdmNotify.dll bubmmoreka 00pabOTKM aJIMUHUCTPATUBHBIX
YBEJOMIICHUM

LogEvents REG_DWORD | Coxpausite B kypHaun | 0 VYBeIOMIIEHUSI  COXpPaHAIOTCS B KypHall

coOBITHI coObiTuil «[IpumoxeHue»

ShowMessages REG_DWORD | IlokasbiBath coobmenus | 1 YBenoMIICHUsT BRIBOATCS Ha DKpaH

TransferType REG_DWORD 0x805 (2053) Tun MapIipyra — ob6paboTka
aJIMUHUCTPATHBHBIX YBEIOMJICHH.
VYcTaHOBIIEH HOMEpP KaTeropuu COOOLICHU
KC_AdmNotify.dll

DefaultChlType

Path REG_SzZ [TyTs HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.

RegAuth\DefChlType 3HaueHue napaMmerpa DefChlType

(REG_DWORD) - tum kaHama 1O
YMOJNYAaHUIO B TIPOTPaMMe  PErucTparuu
kaHanoB. 3nauenue DefChlType pasno 2
(Client)

TransferType REG_DWORD 3 Tun mapumipyra — 4YTeHHe/3allUCh JAHHBIX B
peectp MS Windows

Node ID

Path REG_SZ [TyTh HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.

RegAuth\NodelD

3nauyenue napamerpa NodelD (REG_SZ) —
unentudukarop y3na-kaumenta AWC KP
aToro pabouero mecra. 3HaueHue NodelD
3a/1a€T MOJIb30BaTeNb pu HHCTAUIIINN [10
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[Tponomkenne Tabauier A.4

HaumeHoBaHus Tun HaumeHoBaHue nmoJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napaMeTpoB
TransferType REG_DWORD 3 Tun mapmpyra — YTeHHE/3alIUCh JAHHBIX B
peectp MS Windows
RegAuth
DIIName REG_SZ bubnuoreka oopaborkn | RegAuth.dll bubnroTteka QyHKIUA perucTpanuu KaHajaoB
TUTSE MOTYJISI Ay TCHTH()UKAITUT
TransferType REG_DWORD 0x80a (2058) Tun mapiipyra — perucTpaius KaHaJloB B
MOayjde  ayTeHTH(UKAauuu. Y CTaHOBIECH
HOoMep KaTteropuu coobmenuit RegAuth.dll
RegCENc
Path REG_SZ [Iyto <BBIOpaHHBII KaTajor npu | [Iyts K dbaiiny channel.enc c
yctanoBke [10>\ ayTeHTU(UKANMOHHBIMUA JTaHHBIMH KaHaJa,
Channel.enc UCIIOJIB3YEMbBIH TPU PETUCTPAIIUU KaHaJIa
TransferType REG_DWORD 0 Tun mapuipyra — yreHue/3anuch Ganaon
RegFBase
DIlIName REG_SZ bubnuoreka oopadorku | WinCrypt.dll bubnmmoreka i poBaHUS JTAHHBIX
BCTPOEHHBIMH anroputMaMu Windows
Path REG_SzZ [TyTs HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC, coamepxamuii B
RegAuth nojpasaenax B napameTpax «(ITo
YMOJTYAHHIO )» (REG_BINARY)
ayTeHTH(UKaIMOHHbIe NaHHble KaHaoB (Cl,
C2urt.n.)
TransferType REG_DWORD 0x807 (2055) Tunm wmapmpyra — mHpOBaHWE JTaHHBIX

anmroputmamu  MS Windows.  Ycranosien
HoMmep Karteropuu coobmennit WinCrypt.dll
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OxoHuanue Tadaunsl A.4

HaumeHoBaHus Tun HaumeHoBaHue nmoJist 3HaveHue IMpumeyanue
MapuipyTa u napaMerpa (TransportParam.exe)
napamMeTpoB
RegFInd
Path REG_SZ ITyts HKLM\SOFTWARE\BTC\AISCO\ | Paznmen peectpa OC, comepskaiiuii mapameTp
RegAuth\Ind «(Ilo ymomuanuio)» (REG_BINARY) -
CIMCOK KAaHAJIOB, 3aperMCTPUPOBAaHHBIX B
IporpaMMe perucTpaIuy KaHaJIoB
Serv_ID
Path REG_SZ [TyTb HKLM\SOFTWARE\BTC\AISCO\ | Pazgen peectpa OC wu ero mapamerp.
RegAuth\ServID 3unauenue mnapamerpa ServiD (REG_SZ) -
uacHTU(QHUKATOP  cepBepa  MPHIIOKCHHM.
3HaueHue ServiD M0JIb30BaTENb
YCTaHABIIMBAaCT TIPH BBHIOOPE AKTHBHOTO
cepBepa NMPUII0KEHUN
TransferType REG_DWORD 3 Tun Mapuipyra — 4TeHHE/3alUCh JaHHBIX B

peectp MS Windows

54




KpeauTtHsiii peructp
EYAD.92000-01 90 01 KnuneHtckas yacth nogcucTeMbl HHPOPMALMOHHOTO B3AUMOAEHCTBUA
PyKOBOACTBO NoJb30BaTess

JIMCT COT'JIACOBAHMUS

Ot HaunonansHoro 6anka Pecriybnuku benapycs

JomxHocTs Damuus, IMoanuce Hara
HMsl, OTYECTBO

S /
-
Lk, Hay, YPuT XS ﬂ?«»quop 2% //%/ou 1" 2019
’//9/ Coicee  YHP Cirgg bece & A f%% Cy /7 79

55



1

EV®.92000-01 90 01

KpeauThblii peructp

PykoBoacTBo nosnb3osares

KiiveHTckas 4acTh MOACHCTEMBI MHq)OpMaU.I/IOHHOFO B3aUMOAEHCTBHS

JIUCT COT'JIACOBAHMUS
Ot OAO «BbMPLIy»
HomxHocTh Damuins, IMoanuce Hata
WMS$, OTYECTBO
R
Ea < * , . - T
£ b /[‘“/'\/‘/(:;/ /((/ /i — // i/ 2¢ /V{
ARy, ' i
, /
CF GO capen & e ety - .
fae Joegpn e Ticees 4.5 % 3]
L -
Awe 27 frie | Zeforee o F bl a1 108
7 /// 4
7z

far. Sl e 5116

&/{/‘/X’éé’// éf/a

Mosoeer. D.D

iﬁ

3 > /Y

I w0 Loy

34 10 2Ll

Shrn Y HHC g
S sar. S e | My boposai pp o | 5 ess
M taie vk 9/)((/(//) }”\"/mé’{'ce sl AP, /3’/7(/

56



Kpenutsslii peructp

EVY13.92000-01 90 01 KimenTcKas 4acTh HOJCUCTEMBI HH(POPMALMOHHOTO B3aUMOAEHCTBHU

PyKOBOZ{CTBO OJBb30BaTCIIA

JIucT perucrpanuu u3MeHeHUH

N3m.

Howmepa nuctoB (cTpanmir)

H3Bewienue 06
W3MEHECHUU

U3MEHEHHBIX
3aMEHEHHBIX
HOBBIX
AHHYJTUPOBAHHBIX
Bcero nucrtoB
(cTpanwi)

B JJOKYMEHTE

Iloanuce

Jlata
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