CYBJMUIEH3UOHHBIN JIOTOBOP Ne

r. MuHck . 2023

, HMCHYEMOC B z[aaneﬁmeM «CY6J'II/II_I6HSI/I8.T», B JINIe

, JEUCTBYIOIIET0 Ha OCHOBAHUHU , C OJIHOWU
CTOPOHBI, U OTKPBITOE aKI[MOHEpHOE 00111ecTBO «benopycckuil MexxOaHKOBCKUIM pacueTHbIN LIEHTPY,
uMeHyeMoe B JaibHeleM «CyOnuieH3uapy, B JuLe , IEUCTBYIOILIETO HA
OCHOBaHUHU , C Jpyroil CTOpPOHBI, BMecTe HMeHyeMble CTOPOHBI,

3aKIounIn Hactosui CyOunieH3uoHHbIH JloroBOp 0 HMXKECIEAYIOLIEM:

1. IPEAMET JOT'OBOPA

1.1 B cootBercTBUM ¢ ycnoBusiMu Hacrtosimero CyoOnuuensuonHoro JloroBopa (nmanee —
Horosop) Cyb6nunensuat nepegaet CyOnuiieH3uapy HEUCKIIOUUTENIbHbIC UMYIIIECTBEHHbIE TPaBa Ha
CHUCTEMY MOHMTOPHMHIA COCTOSIHMS KubOepOe3omacHOCTH, KoTopas ykazaHa B Crnenudukanuu
(ITpunoxenue Ne 1 k Hacrosmemy JloroBopy), orpaHH4eHHOE PAaBOM MHCTAJUISILIMM, KOMUPOBAaHUS
U 3alycka KOMIBIOTEPHBIX MpOorpaMM (Jajiee — IMpaBa Ha KOMITBIOTEPHBIE MPOrPaMMBbI), CPOKOM
MOJIb30BaHUs B TeUeHUU 24 mecsieB ¢ naThl ux nepenayu CyOnuneHsnapy. B Tedenne ykazaHHOro
nepuoaa Cy6nuuensuar npenoctasiser CyOonuieH3napy TEXHUUECKYI0 TOIICPKKY .

TpeboBanusi, mpenbsBIsieMble K KOMIBIOTEPHBIM IMporpammam, ykaszausl B llpunoxenun
No 2 x HacTosimemy Jlorosopy.

VYcnoBus  MCMonb30BaHMS 1paB  Ha  KOMIBIOTEPHBIE  IIPOrPaMMBbl  ONPEIEIISIOTCS
COCTaBIIEHHBIMU 00JIaIaTENSIMU UCKITIOYUTENBHBIX MPaB JIMLIIEH3UOHHBIMU COTJIAIIEHUSMHU (Jajiee Mo
TekcTy — «JIuneHsunoHHoe cornameHuey»). Tepputopusi IEHCTBUS IpaB Ha KOMIIBIOTEPHBIE
nporpammel — PecrryOinka benapych.

1.2 Cy6GnuiieH3uatr TapaHTUPYET, 4YTO OH JACHCTBYET B TMpejesiax MpaB U TMOJTHOMOYHUH,
NPEOCTaBICHHBIX €My [paBooOJajaTeieM KOMIIBIOTEPHBIX MPOrpaMM, M Ha MOMEHT
npenocrapieHus (nepenaun) CyonuieH3uapy npapa Ha UCIOJIb30BAHUE KOMIIBIOTEPHBIX MPOTPaMM
HE 3aJI0)KEHBbI, HE apecTOBaHbl, HE SBIAIOTCS NPEIMETOM HCKOB TPETHbUX JHIl M SBISIOTCS
JULIEH3UOHHBIM MPOYKTOM.

1.3 3a mnpenocraBnennsie CyOnuiieH3uapy I@paBa Ha KOMIBIOTEPHBIE MPOrPaMMBI
CyOnuuensuap 00s3aH MPOU3BECTH OIUIATY B COOTBETCTBHH C YCIOBHUSAMHU Hacrtosero Jorosopa.
CyOnuueH3uap He BIpaBe OTKa3aTbCsl MOJTHOCTBIO WM B YacTU OT 3aKa3aHHBIX IpaB Ha
kommbloTepHble mporpammbl (IIpunoxenne Nel k CybnunensnonHomy JloroBopy), B TOM 4ucIie
OTKa3aThCs OT UX MOJIyYEHUS.

2. CTOUMOCTHB ITPAB HA KOMIIBIOTEPHBIE ITPOI'PAMMBI U ITOPATOK
OIJIATBI

2.1 OOmas cTOoMMOCTb IPaB HA KOMITbIOTEPHBIE TPOrPaMMBbI BKJIFOUAET B €051 TEXHUUECKYIO

NOJIIEPXKKY, ykazana B Cnenudukaruu ([Ipmnoxenne Ne 1 x Hactosmemy JloroBopy) ¥ COCTaBIIsIeT

( ) 6enmopycckuii pyOsib _ KOIeeK, B TOM YHclie
HAC ( ) OGemopycckux pyoneit  komeek. OOIas CTOMMOCTH IMpaB
BKJIIOYAeT B ce0s TEeXHUUYECKYI0 NOJACPX Ky Ha 24 Mecdla, a TakkKe CTOMMOCTh JAHCKa C
TUCTpUOYTHBAMHU.

2.2 Omyata CyMMbI, TMpaB Ha KOMIBIOTEPHBIE MPOTPAMMBI OCYILIECTBISIETCA MO (aKTy
nepeayy npas He Mmo3aHee S (1maTH) 0aHKOBCKUX JTHEH ¢ AaThl noanucanus ooenmMu CTOpoHaMH akTa
npuemMa-nepeiauy rnpaB Ha KOMIIbIOTEPHBIE TPOTPaMMBI.

2.3 Omnara ocyuiecTBisieTcs B O€3HAIWYHOM TMOPSAIKE B OENOPYCCKUX PYONsX MyTeM
NEPEYUCIICHUS JeHEeKHBIX CPEJICTB Ha pacuyeTHbIi cueT CyOauieH3uara.




3. CPOKH U YCJIOBUS IEPEJAYU ITPAB HA KOMIIBIOTEPHBIE
MMPOI'PAMMBI. TEXHUYECKAS NOAJAEPKKA

3.1 Ilepenaua npaB Ha KOMIBIOTEPHBIE TPOrpaMMbl CyOunIIeH3uapy OCYLIECTBISETCS B CPOK
7 (cemMb) OaHKOBCKMX JHEH € MOMEHTa TMOJNMUCAaHUA Hacrosmiero JloroBopa u mnepenadu
CyOnuuen3uaty BceX HEOOXOIUMBIX TJOKYMEHTOB, B TOM YHCIIE MOANKMCAaHHOTO JloroBopa.

3.2 Ilepenaua kiroueBbIX GaiaoB U (Wiau) OyKBEHHO-IIM(PPOBBIX KOJOB, IIPEIHA3HAYCHHBIX
Ui akThBanuu (TpUBeNeHUS B  paboTOCOCOOHOE  MOJHO(GYHKIIMOHATBLHOE COCTOSHHE)
KOMIIBIOTEPHBIX MPOrPaMM OCYIIECTBIIETCS IO NIEKTPOHHBIM KaHajlaM CBA3M OJHOBPEMEHHO C
nepeaayeil mpaB Ha KOMIIBIOTEPHbIE MPOrpaMMmbl. JIMCTPUOYTHUBBI KOMIIBIOTEPHBIX MPOTrpaMM
3arpyarorcsi ¢ OQUIMAIbHOTO caifTa MPOU3BOJUTENS (yrasvieaemen caiim
npouseodumens), @ TAKXKe MEPEJAIOTCS HA IMCKE TI0 TOBAPHO-TPAHCIIOPTHON HAKIIAJTHOM.

3.3 IlpuemMka mpaB Ha KOMIIBIOTEPHBIE NPOIPAMMBI OCYIIECTBISAECTCS IMOANUCAHUEM
CTOpPOHAMHM aKTa IpHeMa-Iepeiadn paB Ha KOMITbIOTEPHBIE TPOTPaMMBI.

3.4 JlaToii mepenauyu NpaB Ha KOMIBIOTEPHBIE NPOrPAMMBI CUMTAETCS JaTa IMOANHCAHUS
obenmu CTOpOHAMHM aKkTa MpUeMa-Nepeaay IpaB Ha KOMIbIOTepHbIE Mporpammel.. CyOnuieH3uap
B TeueHue 5 (mATu) pabouymx JHEH C MOMEHTa NOJy4YeHHUs aKTa MpHeMa-lieperadd IpaB Ha
KOMITbIOTEPHBIE TIPOTrPaMMBbl 00s13aH MOANUCATH ero U BepHyTh CyONuIIeH3HaTy WU B TOT K€ CPOK
B MHCbMEHHOM BHJIe TipenocTtaBuTh CyOnuiieH3uaTy MOTUBUPOBAHHBIN OTKa3 OT MPUEMKH IpaB Ha
KOMITbIOTEPHBIE IIPOTPAMMBI, B IPOTUBHOM CITy4ae MPaBa Ha KOMIBbIOTEPHBIE IPOTrPAMMBbI CUUTAIOTCS
MPUHATHIMU HaAJIeKaIuM o0pa3oM. MOTUBHpPOBAaHHBINA OTKA3 MPEJICTABISETCS B MUCbMEHHOM BUJIE
¢ 000CHOBaHUEM MPUYUH.

3.5. CyOmunensuar o6s3yercsi obecneunth CyOnuiieH3mapy Ha TOCTOSHHOW OCHOBE, B
pamkax ycraHoBieHHoOro 1.l.1 JloroBopa cpoka MOJb30BaHUS TNpaBaMH Ha KOMIIbIOTEPHBIE
MIPOrpaMMbl TEXHUYECKYIO MOAJIEPKKY Ha CIEAYIOIIUX YCIOBUSAX:

Texuuueckas mojaepkka OCyImecTBIsIETCS B 00beMe:

- @penocraBiieHHE WH(POPMALMOHHON MONJCPXKKU: OKa3aHHEe KOHCYJIbTAMHA I10
(yHKIIMOHAJIBHBIM BO3MOXKHOCTSAM TMporpammHoro obecmnedenust (manee — I10), ommbOkam ero
(YHKIIMOHUPOBAHUSA, HEKOPPEKTHOM paboTol (HyHKINH;

- ycTpaHeHue omnook pynkiuonuposanus [10 u ero BoccTaHOBIIEHUSI TOCTIE KPUTHUECKUX
OIINOO0K;

— YBEJOMJIEHHUE O BBIXO/I€ HOBBIX BEPCHI U HCTIpaBieHui (maTueil);

— CBOEBPEMEHHOE MPEIOCTaBICHUE UCIIPABICHUH (11aTueit), HOBBIX BepcHil (0OHOBIIEHMI);

- 00yuenne nepconana Cyonunensuapa padote c I10;

- IpoOBeJiIeHHe BeOMHAPOB, TPEHUHTOB (110 MpeBapUTEIHHOMY corjacoBaHui0 CTOPOH).

[Ipuem 3aBOK Ha TEXHUYECKYIO MOJJIEPHKKY OCYIIECTBISETCS O KOHTAKTHOMY TenedoHy
(ykazvieaemcsa nomep menegpona) B paboune THU C MOHECIBHUKA I10
getBepr ¢ 08:30 mo 17:30, B mataumy — ¢ 08:30 mo 16:15 w/mium 1o AIEKTPOHHOMY aJpecy
CyO0nuuensuata (yka3zvieaemcs 21ekmpoHublli aopec) KPYTrIIOCYyTOYHO.
O6paboTka MOCTYMUBIINX 3asSBOK OCYIIECTBIISIETCS B paOo4He THU C MOHEAEIbHHUKA 10 YETBEPr
¢ 08:30 no 17:30, B matHuwy — ¢ 08:30 go 16:15. 3asBKku, NOCTyNMBIINE BHE YKa3aHHOTO BPEMEHH,
00pabaThIBAIOTCS Ha CISAYIONUI paOOUYuii IeHb.

Bpewmst peakiuu CyOmnuieH3naTta Ha IOCTYIUBIIYIO 3asBKY — He 6osee 60 MUHYT.

Bpemst mpemocraBnenuss  CyONMIIEH3MaTOM  PEKOMEHAALMWI/PENICHHH 10  3asiBKe
CyO0nuuen3uapa He 6osee 3 pabounx JHEH.

4. OTBETCTBEHHOCTB CTOPOH
4.1 B ciay4yae HEHCIIOJHEHMS WM HEHAAJIS)KAIIETO UCIIOJHEHHUs CBOMX O0s3aTEIbCTB IO-
HacTosmemMy JloroBopy CTOpOHBI HECYT OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOJATEILCTBOM
Pecniy6nuku benapyce u HacTosiimuM JloroBopoM.
4.2 CyOnuneH3napy HM3BECTHBI BaXHEWIIHE (YHKIIMOHAJIBHBIE CBOMCTBA KOMITBIOTEPHBIX
pOrpaMM, B OTHOIIEHUH KOTOPBIX MPEJOCTABIIAIOTCS MpaBa Ha MCIIOJIb30BaHHE, a TAKXKE YCIOBUS
JMILEH3MOHHOTO COTJIALICHUS JUIl KOHEUHBIX Tosib3oBareneli; CyOnuueH3uap HeceT pPHCK
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COOTBETCTBUSl KOMIIBIOTEPHBIX IPOIPaMM €ro JKEeJaHUAM U TOTPEOHOCTSAM, a TaKXKe PHUCK
COOTBETCTBUS YCIOBMM M 00BbEMa NPEAOCTABIAEMBIX IPAaB CBOUM JKEJIAHUSM U MOTPEOHOCTSAM.
CyOnuueH3uaT He HeCeT OTBETCTBEHHOCTD 3a KaKHe-T100 yObITKH, yiiep0, He 3aBUCUMO OT IPUYHH
€ro BOZHMKHOBEHUS, (BKJIIOUAs, HO HE OTPAaHUYHMBASCh ITHUM, OCOOBIN, CIyYaiHBIA MJIHM KOCBEHHBIN
yuep0, YOBITKH, CBSI3aHHBIE C HENOMOIYYEHHOW MPHOBLIbIO, MPEPbIBAHMEM KOMMEPYECKON WU
IPOM3BOJICTBEHHOM N€ATEIBbHOCTH, yTPaTON N1€l10BOW MH(pOpMaLKU, HEOPEXKHOCTbIO, MM KaKHe-
1100 MHBIE YOBITKHM ), BO3HUKIIINE BCJIECTBUE UCTIOIB30BAHUS MM HEBO3MOKHOCTH UCIOIb30BAHMUS
KOMITBIOTEPHBIX IIPOTrPAMM.

4.3 3a neobecneuenue CyoOnauieH3naToM yctanoBieHHoro B 11.3.1 JloroBopa cpoka nepenauu
paBa Ha KOMIbIOTEpHbIE porpaMMmel, CyOnunensuar ymiaaunaer CyOiauiieH3napy HEYCTONKY B
Buje nenu B pasmepe 0,15 % or cymmbl Bo3HarpaxxaeHusi, onpezesneHHoi B m.2.1. /loroBopa, 3a
KaXIbli1 ICHb TPOCPOYKH.

4.4. CyGOmuuensuar ob6s3yercss Bo3MmecTuTh CyOnuieH3uapy Bce YOBITKH, BKIIOYast
YIYLUIEHHYIO BBITOAY, IpuurHeHHble CyOniieH3uapy B CBS3H C MPeAbsBICHNEM paBoolIaiaTenem
W/WIM UHBIMH TPETBUMH JIMIAMHM TPETeH3W B OTHOLICHUM IPABOMEPHOCTH HCIHOJIb30BAHUS
KOMITBIOTEPHBIX MPOTpaMM U IIpaB Ha HUX.

4.5. 3a HapyuieHMe CpoKa OIlIaThl HEUCKIKYMTEIBbHOIO MMYIIECTBEHHOIO IIpaBa,
yctanoBieHHoro 1m.2.1 JloroBopa CyOnunien3uap ymiaunBaer CyOnuiieH3uaTy HEyCTOWKY B BHUJIE
nenu B pasmepe 0,15 % oT cyMMbI BO3HarpaxaeHus, onpeneiacHHon B 11.2.1. JloroBopa 3a KayKaslii
JI€Hb MPOCPOUKH.

5. OBCTOSITEJIbCTBA HEITPEOJJOJIUMOM CHJIbI

5.1 Ctoponsl, no-Hacrosimemy J{oroBopy, 0ocBOOOKIAIOTCS OT OTBETCTBEHHOCTHU 3a TMOJIHOE
WY YaCTUYHOE HEUCIIOJHEHHE CBOMX 00s3aTEIBCTB B CIIy4ae, €CIIM TaKOE HEHCIIOJHEHUE SIBUIIOCH
CJIEICTBUEM OOCTOSITENIbCTB HEMPEOJIOJIMMOIN CHIIBI, TO €CThb COOBITHUMH, KOTOpBIE HENb3sl OBLIO
MPEABUICTh WIH MPEIOTBPaTUTh. K TakKuM COOBITHSM OTHOCSATCS: CTUXHIHBIC O€ICTBHS, BOCHHBIE
JEUCTBUSI, TMPUHATHE TOCYJAPCTBEHHBIMU OpPraHaMU WJIM OpraHaMU MECTHOI'O CaMOYIPABJICHHS
HOPMATHBHBIX MIPABOBBIX AKTOB M MHBIE IEHCTBHUSI, TPETISTCTBYIONINE CTOPOHAM BBITOTHEHUIO CBOUX
00513aTEeTbCTB.

5.2 Ilpu HacTymiieHUu OOCTOSITENBCTB, YKa3aHHbIX B MyHKTe 5.1 Hacrosiuiero Jlorosopa,
kaxxaast CTOpoHa JOKHA He To3/1Hee 5 (ISATH) JHEH ¢ MOMEHTa HACTYIIICHUS TAKUX 00CTOsITENLCTB
M3BECTUTH O HUX B MUCbMEHHOM BHJIe npyryio Ctopony. M3BemnieHne 10KHO COAepKaTh TaHHBIE O
XapakTepe OO0CTOATEIbCTB, OIEHKY MX BIUSHHUS Ha BO3MOXHOCTH HcrmoinHeHUs: CTOpOHON CBOMX
00s13aTeIBCTB 110 TaHHOMY J[OTOBOpY, a TaKkKe Mpe/IoiaraéMble CPOKH UX JCHCTBUA.

5.3 B ciydae HaAcCTymJaeHHs OOCTOSATENbCTB, MPEAYCMOTPEHHBIX IMyHKTOM 5.1 HacTosIero
JoroBopa, cpok BeimojHeHUss CTOPOHOM 00s13aTENBCTB MO-HACTOsAImEMY JlOroBOpy OTOABUTAETCS
COpa3MepHO BPEMEHH, B TEYCHHE KOTOPOTO JICUCTBYIOT 3TU OOCTOSITENLCTBA U MX TOCTIEACTBHS.

5.4 Ecnu neiictBue 0OCTOATENHCTB HEMPEOIOJIMMON CHIIBI TPOJIOJDKACTCS CBBIIIE OJTHOTO
Mecana, CTOpOHbI MPOBOJAT JOMOJHUTENbHBIE [E€PEroBOPhl JJi BBISBICHUS MPUEMIIEMbIX
aJTbTEPHATHBHBIX CIMIOCOOOB UCHOJNIHEHHsT HacTtosimero JloroBopa mmbo Hacrosuii  JloroBop
MO/JIEKUT PACTOPKEHUIO B YCTAHOBJICHHOM IMOPSIAKE.

6. JIEHCTBHUE JOTIOBOPA. UHBIE YCJIOBUSA

6.1 Hacrosmuii JloroBop BcTynaer B CHIly C MOMEHTA €ro nojanucanus ooenmu CTopoHaMu
U JIEHCTBYET IO MOJIHOI0 HCIONHEHHs 00s13aTenbeTB CTOpOHAMM.

6.2 Bce u3MeHeHMsI U JONOJHEHUS K HacTosimeMmy JloroBopy IeHCTBUTENBHBI TOJIBKO B
cilyyae, €cliM OHM COCTaBJEHbl B NMHUCBMEHHOH (opMe M MOANUCAHBI YIIOJIHOMOYEHHBIMU HA, TO
npencraButesnsMu CTOpoH.

6.3 Hactosimuii /IoroBop, mpoTOKOJIBI pa3HOIJIACHH, TOMOIHUTENbHBIE COTIALICHHUS K HEMY
MOTYT OBITh 3aKJIOYEHBI IyTeM OOMEHa TOCPEICTBOM (HaKCUMHIIIBHOW CBS3H, ITO3BOJISIONICH
JIOCTOBEPHO OIPENENINTh, YTO JOKYMEHT HCXOIUT OT CcTOpoHbI mo JloroBopy. B stom ciyuae
OpPUTHHAJIBl IOKYMEHTOB JOJDKHBI OBITH IepeaHbl moutoi. Jlo nomyuenus opuruHaioB CTOpOHBI
NPU3HAIOT IOPUIMUECKYIO CHITY (PaKCUMMIIBHON KOIUU T0KYMEHTA.

6.4 Bce npuioxxeHust K HacTosimeMy JloroBopy sIBISIFOTCSI €T0 HEOThEMIIEMON YacThIO.
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6.5 CtopoHa, 4bM IpaBa UM 3aKOHHBIE NHTEPECH! HAPYIIEHBI, C LIE€JIbI0 HEOCPEACTBEHHOIO
yperyJupoBaHusl cropa o0s3aHa MpeabsSBUTh JPYroil CTOpPOHE MPETEH3UI0 (IMCbMEHHOE
MPEUIOKEHUE O JOOPOBOJIBHOM YperyiaupoBaHuu crnopa). CTopoHa, MOJyduBLIas NMPETEH3UIO, B
JECSATUIHEBHBIM CPOK CO IHS €€ IIOJNYy4YEHHUS IUCBbMEHHO YBEAOMJISECT 3asBUTENs NPETCH3UU O
pe3ynbTarax ee paccMOTpeHus. B ciywyae Henoctuxkenuss CTOpoHaAMM KOMIIPOMHUCCA B PE3yJIbTaTe
JI0CYJIeOHOr0 YperyJupoBaHMs CIIOpa, BCE CIOPbI M Pa3HOIVIACUS IO 3aKIFOUYEHUIO0, MCIIOJIHEHMIO,
W3MEHEHMIO, pacTOpKeHUIo HacTosimero CyOnuneH3noHHoro JloroBopa paccMaTpuBalOTCsS B
HopsiZIKe, IPEeAYCMOTPEHHOM 3aKoHoJaTeabcTBoM PecniyOnuku benapyce.

6.6 Hacrosmuii JloroBop cocTaBiIeH B IBYX 9K3EMILUIIpaxX, UMEIOIINX PaBHYIO IOPUAUUECKYIO
CUJTy, IO OJJHOMY IS Kaxk10M u3 CTOpOH.

6.7 B cinyuae n3MeHeHust pekBU3UToB 0HOM 13 CtopoH no Jlorosopy, CTOpoHbI 0053yI0TCS
YBEAOMUTH JIPYT Jpyra O MPOU3OIIEIIINX W3MEHEHHUSX B MUCbMEHHOM BHUJE B TeueHHE 5 (ISATH)
pabouux JIHEH ¢ MOMEHTa U3MEHEHMH, B MPOTUBHOM cilydyae, obs3arenbcTBa mo JJorosopy OyayT
CUMTATHhCS HMCIIOJHEHHBIMU HE yBeAoMJIeHHONW CTOpOHOW HajIekamuM o0pa3oM. 3aKII0UYCHHE
JIOTIOJTHUTEIBHOTO COTTIAllIEHHsI B TAHHOM CiIy4ae He TpeOyercs.

6.8 K nacrosmemy /[oroBopy npumiaraercs u siBJISETCS €ro HEOThEMIIEMOU YaCThIO:

[Mpunoxenue 1: Cnenudukanus

[Tpunoxxenue 2: TpeGoBanus, NpeabsBIsIEMble K KOMIBIOTEPHBIM IpOTpaMmmMam

7. PEKBU3UTHI U NOAIIMCHU CTOPOH:

CYBJIMIIEH3UAT: CYBJIMIIEH3UAP:
OAO «BMPIL»,
yin. KameBapuiickas, 7, 220048, r. Munck, Pecmybmuika
Benapyco
ten. +375 17 259 14 85, dakc +375 17 375 34 03
oHIIUATEHBIN caiT: www.bisc.by; e-mail:

agreement(@bisc.by; CMJIO: Org10841

OTBETCTBEHHOE MOJpa3Je/ieHHe — YTpaBICHUE 3aIUTHI
napopmanuu B AUC - ten. 259 14 20;

MpaBOBBIC BONPOCH! — Teq. +375 17 259 14 09, daxc +375
17 373 91 66;

(unaHCOBBIE BOpOCH! — Teit. +375 17 259 14 04.

YHII 193002449, OKIIO 501297625000

IBAN BY09 MMBN 3012 0717 8001 0000 0000

B OAO «bank [JabpaOsrry,

yn. Kommynuctuyeckas, 49, nom.1, 220002, r. MuHCK,
Pecniyonka benapych

BIC MMBNBY22



http://www.bisc.by/
mailto:agreement@bisc.by

[Tpunoxenne Ne 1
k CybnunensnonHomy Jlorosopy

No oT . .2023
Cneuunduxanus
HenCKTOUHTe b HbIC CCTTLO;I:[O Ilena 6e3 | Croumoctp | Cymma Bcero c
No Kon. HJIC, 6en. | 6e3 HIC, | HJIC, HJIC, 6en.
HUMYIIECTBCHHBIC TIPaBa en. oen.
DY6. pyo. oe. pyoO. oen. py0. | pyO.

JIueH3us Ha UCTIOIb30BaHUE

nporpammsl Crucrema

MOHUTOPHHTA COCTOSIHHS
1. | xubepOe30MmacHOCTH ¢

[PEOCTaBICHHEM

TEXHUYECKOU MOICPKKH Ha

24 mecsina
HUTOroO:

OOmas CTOMMOCTb COCTaBIISCT: ( )
Oenmopycckuli pyonb  kormeek, B ToM uucie HJ/IC ( ) 6enopycckux pyonei
____ KOIIeeK
Ot Cy0auuensunara Ot Cy0aunen3unapa

/ /
M.II. M.II.
« _» 2023 1. «_» 2023r.



[Ipunoxenne Ne 2
k CybnunensnonHomy Jlorosopy
Ne oT . .2023

TPEBOBAHUAA,
npeabsBiseMble K KOMIIBIOTEPHbIM IIPOrpaMMaM

Cucrema J0JDKHA BKIIIOYATh B CE0S CIIEIYIONINE MOICUCTEMBI U KOMITOHEHTBI:
nojcucremMa cbopa u 00paboTKu cOObITHI HHPOpMaOHHOH 6e3omnacHocTH (SIEM);
nojcucrteMa cOopa W aHalWM3a HWHAMKATOPOB KommpomeTtanuu u kubepyrpo3 (Threat
Intelligence Platform);
KOMITOHEHT JUHAMHUYECKOTO aHan3a BpeIOHOCHBIX (aiio (Sandbox).

JluniensupoBanne mIaTGOpMbl TOJDKHO 00€CTIeunBaTh BO3MOXKHOCTH HCIIOJIb30BAaHUS €€ C
LIEJIbIO OKa3aHUs YCIyT HAa KOMMEPUYECKONH OCHOBE.

Cpok AeCTBUS JIMIEH3UN C TMPENOCTaBICHUEM TEXHUYECKOW TMOIIEPKKU — 24 (aBaamnaTh
4eThIpE) MecsLa.

TpeOoBanus, npegbsiBasieMble K MHoacucTeMe cOopa u  00padoTkM  CcOOBITHIA
HHGopMaLOHHOI 0€30ITACHOCTH

[Toacucrema gomxHa umMeTh cepTudukaTt coorBercTBus TpedoBanusm TP 2013/027/BY, CTh
34.101.74-2017 (myHkt 7.3.).

Tpebosanue k 060pyoosanuio

KomnoneHTs! nojicucTeMbl JOKHBI MOAJEPKUBATh YCTAHOBKY Kak Ha (DU3MYECKHX, TaK U Ha
BUPTYaJIbHBIX MalIMHAX.

OcCHOBHBIE KOMIIOHEHTHI (MOYJIH, OTBEYaroliue 3a cOOp COOBITHH, KOPPEISLUI0, XpaHEHHE
COOBITHIT) JOJDKHBI TIOJICP’)KUBATh YCTAHOBKY Ha OMEPAIIMOHHBIX CHCTeMax ceMeiicTa Linux:

Astra Linux Special Edition 1.7 u Bbie;

Oracle Linux Bepcuu 8.4 u BbIIIIE;

Debian Bepcwii 10.3 - 10.13.

[Moncucrema nomkHa o0ecieyuBaTh BBICOKYIO MIPOU3BOAUTEIBHOCTD H TTOJIEPKUBATH TIPHEM
u 006paboTky noroka B pazmepe ot 10 000 coOwiTuit B cekynay (EPS).

Tpebosanus k apxumexmype noocucmembl

[MoxcucremMa momKHA TOACPKUBATH TOPU3OHTAIHLHOE MACIITAOMpPOBAHUE KITIOYCBBIX €€
KOMIIOHEHTOB: KOJIJIEKTOPa, KOPPENATOpa U XpaHUIUIIA COOBITHH.

KOMITOHEHTBI TMOACHCTEMBI JOJKHBI TIOJACPKUBATh YCTAHOBKY B paclpeleiCHHBIX U
U30JIUPOBAHHBIX CETAX 0€3 HEOOXOIMMOCTH JIOCTyMa K ceTH VIHTepHeT.

[Moncucrema nomwkHa oOECTIEYMBATH IIEHTPATM30BAHHOE YIPABICHHWE MOCPEICTBOM BeO-
KoHcomnu 0e3 ycTaHoBkH nonoiaHutensHoro [10 na APM aamunuctparopa.

[Momcucrema nOMKHA TOANEPKUBATH PA3/IEICHUE PECYPCOB M CEPBHUCOB HA JIOTHMYECKHE
CYUIHOCTH («TEHAHTBI»), TIO3BOJISISI B PAMKaxX €IMHOW MHCTAJUISIIIMUA MPEIOCTABIISITh BO3MOXKHOCTh
pasrpaHUYeHUs TPaB JIOCTYIA MOJB30BATENICH MMOJACHCTEMBI K COOBITHSIM, HHIUICHTAM, IPaBUIaM
KOPPEISIMH, HOPMATH3AIMH, & TAKXKE ONPEACICHHBIM HACTPOWKAM MOJICHCTEMBI.

[Momcucrema pomkHa o00ecreYnBaTh BO3MOXHOCTh ILIEHTPAITM30BAHHOTO  OOHOBIICHHS
KOH(HTrypaluyu WK Tepe3anycka KOMIIOHCHTOB, B TOM YHWCIIe NpuHyAuTeiabHOro. [lomcucrema
JIOJDKHA TTOICP)KUBATh BO3MOXKHOCTH JOOABJICHHS CTOPOHHUX KOMITOHEHTOB B TPOIIECC 00padOTKH
coObITHii. [logcucTema omKHA 00ECIIEYMBATh PEKUM PabOThI OTKA30yCTOMYMBOIO KJIacTepa JJis
BCEX OCHOBHBIX KOMIIOHEHTOB C «ropsaumy» nepexmouenneM (High Availability).
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[Moncucrema nomKHA MOAJEPKHUBATH PAabOTy ¢ HECKOJBKMMH HE3aBHCHMBIMU KJIACTEpaMH
XpaHWINIIA COOBITUH JJIE  BO3MOXKHOCTH  OpraHM3allud TUOKUX CXeM reorpapuyecku
pacnpeeeHHbIX MTOICUCTEM.

ApXUTEKTypa pelleHus JIoJbKHA oOecrneuynBaTh BO3MOXKHOCTh — pa3BEepThHIBAHHSA B
reorpapuuecKu pacnpeaeIeHHoN nHPPaCTPyKType.

[Togcuctema m0DKHA TOAAEPKUBATH IOUCK TIO COOBITHSM B YAIEHHBIX oOducax U3
LEHTPAIBHOIO y3J1a OJACUCTEMBI.

Tpebosanus k cOopy, ananuzy u XpaneHuro cooblmuil

[Toacuctema momkHa obOecTmieunBaTh KaK aKTUBHBIN, TaK M TACCHUBHBIA COOp COOBITHI C
UCTOYHUKOB JIaHHBIX.

[Toncucrema oOJKHA OCYIIECTBISATh MOUCK (MHBEHTApHU3AlMI0) aKTUBOB WM MOJAEPKUBATh
MMIIOPT aKTUBOB U3 CTOPOHHUX UCTOYHHUKOB.

[ToacucTema nomKHA MOAACPKUBATH BO3MOKHOCTh COXPAHEHHSI HCXOIHOTO COOBITHS.

[Moxcucrema momkHA MOAAEPKUBATH BO3MOXKHOCTH J00ABJICHUS TOJIH30BATEIBCKUX THUIIOB
HWCTOYHUKOB COOBITUI U COOTBETCTBYIOIICH HACTPONKH MPaBUJI pazdopa u HOpMaJIU3AIIH.

[Toxcucrema nomkHa 0OecIeYnBaTh CO3/IAHUE MOJTH30BATEILCKUX HOPMAITU3aTOPOB HA OCHOBE
MOI/IEPKUBAEMBIX (POPMATOB U MTPOTOKOJIOB COOpa TaHHBIX.

[Toxcucrema momxHa oOecreynBaTh BO3MOXKHOCTH MOHUTOPUHTA TOCTYIUICHUSI COOBITHII OT
HMCTOYHUKOB C OTCJCKHBAHUEM KOJUYECTBA COOBITUH B yKa3aHHBIM MPOMEXKYTOK BPEMEHH H
ABTOMAaTUYECKUM OIOBEIICHUEM Ha JJIEKTPOHHYIO MOUYTY B CJIy4yae OTKJIOHEHHS OT 3aJIaHHBIX
napamMeTpOB MOHUTOPHHTA JUTsl KaXKI0TO U3 UCTOYHUKOB B YACTHOCTH.

[Toacucrema nomKHA MOAAEPKMBATH HMMIIOPT/3KCIOPT KOHTEHTA W PECYPCOB: MPaBHII
KOPPEJIALNH, TAPCEPOB, KOHHEKTOPOB U T.J.

Tpebosanus k hynkyusam obozawienusi coovimuil

[Moncucrema nomkHa noajepkuBath odoramenue coobiTuil ¢ momouisio Threat Intelligence
(cBeneHust 00 MHIUKATOPAX KOMIIPOMETAIIMHA U COOTBETCTBYIOIIEM KOHTEKCTE: Xa1H ¢aiinos, URL-
anpeca, BHemHue [P-anpeca), DNS, ciyx0a katanoros Active Directory, reogaHHsle.

Tpebosanus k ¢pyHkyusam Kopperayuu coovimuil, pabomuvl ¢ UHYUOESHMAMU

[Moncucrema pomkHAa 00€CIEYMBATH TMOTOKOBYIO KOPPEINSIUS COOBITHHA JUIS BBISBICHHUS
MHIUJCHTOB U coOBITHI 1B Ha OCHOBE MpaBUII KOPPETALMHU B peKUME OJIM3KOM K PEKUMY peaibHOrO
BpPEMEHHU.

[Toncucrema OMKHA MOCTABIATHCA C HAOOPOM MPENYCTAaHOBJIECHHBIX MPABUJI KOPPEISLUH,
CO3JJaHHBIX Ha OCHOBE MCCJIEAOBAHUI aKTyalbHBIX YTPO3 U CIIOCOOOB aTak, pa3padoTaHHBIX Ha 0aze
matpuisl MITRE ATTACK.

[Moncucrema nomkHa 00eCTIeYMBaTh BO3MOKHOCTh MHOTOYPOBHEBOW KOPPEIISALINY C Iepeaadeit
pe3yabTaToOB pabOThI OAHOTO MpaBHiIa KOPPEISLUU Ha BXOJ IPYTUM IpaBUIIaM KOPPETSALHH.

[Moncucrema nomkHa oOecriedynBaTh BO3SMOKHOCTD UCTIOJIB30BaHUS B IPAaBUIIaX 00OTAICHHUS 1
KOPPEIALUH TaOJTUYHBIX CITUCKOB.

[Moncucrema AOKHA TOAJIEPKUBATH BO3MOXKHOCTH TECTHPOBAHUS MPABWII KOPPENSALINN Ha
VCTOPHYECKHUX TAHHBIX.

[Moncucrema AoOmKHA MMETh BO3MOXKHOCTh NPUOPUTH3AIMHU BBISBIEHHBIX yrpo3 Wb kak c
y4€TOM ypOBHSI KPUTUYHOCTH MPABUJIA KOPPEISIHH, TaK U C YYETOM KPUTHYHOCTH M KOJIMYECTBA
3aTPOHYTHIX HH()POPMAITMOHHBIX AKTUBOB.

[logcucrema 1ODKHA TMOJAEPKUBATH ABTOMATHUECKOE OOBEAWHEHHE CKOPPEITHMPOBAHHBIX
COOBITHH, SBIISIOLIMXCS PE3YIBTATOM PabOTHI OJJHOTO M TOTO XK€ MPaBUIIa KOPPEISALUH, B KAPTOUKY
VHIU/ICHTA.

[Moncucrema nomxHa oOecrieyuBaTh yIpPaBICHNE KAPTOUYKAMHU HHITUICHTOB, BKIIIOYAs: PYyYHOE
N00aBJICHUE WK yAalleHUe KapTOYKY MHIUICHTA, MM U3MEHEHHE JaHHBIX KapTOYKH; BO3MOKHOCTb
BPYYHYIO CBSI3aTh HWHIIMJIEHT C COOBITHSIMH M aKTHBaMH; BO3MOXXHOCTH CO3JIaHUS 3a1ad Jyis
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MOJIb30BaTENIC MOACHCTEMBI IO pacclieJOBaHHI0, cOOpY J0Ka3aTelbCTB U BOCCTAaHOBIICHUIO
paborocrocoOHOCTH  WHGOPMAIIMOHHOW CHCTEM; BO3MOXHOCTh COXPAHCHHSI TPOBEIACHHBIX
MEPOTNPHUITHIA U UX KOMMEHTHPOBAHUE; XpaHEHUE UCTOPHH H3MEHEHWH KapTOYKH WHIUACHTA U
BBITIOJTHCHHSI IIOCTABJICHHBIX 33]1a4.

[Moxcucrema momkHa obecreynBaTh MOMJIEPKKY MEXaHW3MOB (UIBTPAIMHM U COPTHPOBKHU
UHIMACHTOB. [lojacucTemMa JoMmKHA O0O0ECIeYMBATH ABTOMATHYCCKYHO AaCCOITHAIMIO AKTHBOB C
COOBITUSIMH W/UIN UHITUIEHTAMH.

Tpebosanus k ynpasieHuro ceedeHuAMU 00 aKmMugax

[logcuctema nmOMKHA TOAAEPKUBATH CO3MIAHUE TIOJIH30BATEIBCKUX TPYNI (KaTErOpHuil)
aKTHUBOB.

[ToacucTtema nomkHa 06ecreunBaTh BO3SMOKHOCTh PYYHON U aBTOMAaTHYECKON KaTeropu3arun
AKTUBOB Ha OCHOBE OJHOTO MJIM KOMOWHAIINH MMPU3HAKOB.

IIpn 3amaHuM yCIOBUM aBTOMAaTHYECKOM KaTErOopuU3allMM aKTHMBOB IOJCHUCTEMA JOJDKHA
obOecrieunBaTh BO3MOXKHOCTh TECTHPOBAHHUS 3aJlaHHBIX YCJIOBUH 1O UMelomeics 0asze
WH(POPMAIIMOHHBIX aKTHBOB.

[Toncucrema noiKHA MOAAEPKUBATH BO3MOKHOCTHU MOMCKA MO aKTHUBAM, COXPAHEHHBIX BO
BCTPOCHHOM 0a3e TaHHBIX.

Tpebosanus k pyHKYUAM pabomol ¢ UHYUOESHMAMU

[Toacucrema nomkHa 06eceYnTh aBTOMaTH4YeCkoe (popMHUpoBaHUE KAPTOUECK MHIIMICHTOB 110
pe3yybTaTtaM cpadaThIBAHUS MTPABWIT KOPPEIISIIHH.

B noacucreme nomxHa ObITH peaan3oBaHa BO3MOXKHOCTh PYYHOU MPUBA3KU JOMOJTHUTEIHHON
WH(POPMAITUU K HHIUICHTY — 10 TI0JIb30BATENISIM, aKTHBAM, COOBITHSAM KOPPEIISIMH ¢ BO3MOYXXHOCTH
KJIacCU(pUKAIIUU UHIHICHTA.

Tpebosanus k guzyanuzayuu u OmyémHocmu

[ToxcucTema oJDKHA MPEAOCTABIATH HHCTPYMEHTHI BU3yalTU3alliid U OTYETHOCTH.

[ToxcucremMa oyKHA MOCTABIATHCA C IPEAYCTAHOBIEHHBIM HAOOPOM rpaMuecKux maHemnei u
OTYETOB.

[Toncucrema AOMKHA MOJAEPKUBATH BO3MOKHOCThH CO3aHUS TIOJIb30BATENIbCKUX AIO0p10B
Y a0JIOHOB OTYETOB.

[Toncuctema AomkHa oOecmeuynBaTh BO3MOXKHOCTH (DOPMHpPOBAHUS OTUETOB U3 COCTaBa
HMEIOLINXCS 111a0JI0OHOB.

[Toncucrema nomkHa oOecrieunBaTh MOCTPOCHNUE OTYETOB MO MHIIUCHTAM.

[Moxcucrema omKHA 00ECTICYUBATH BOBMOKHOCTE OTIIPABKU OTUYETOB I10 ITOYTE.

[ToncucTema noKHA MOAEPKUBATH PACCHIIKY OTYETOB MO0 HACTPAWBAEMOMY PACIHCAHHUIO.

Tpebosanus K MOHUMOPUHZY NPOU3EOOUMENLHOCTIU

[loxcucrema nomxHa obecrneunBaTh cOOp M XpaHEHHWE METPUK IPOU3BOJUTEILHOCTH BCEX
KOMIIOHEHTOB TOJCUCTEMBI.

MeTpukn TpPOM3BOIUTEIFHOCTH JIOJDKHBI OTOOpakaThcsi B TpaduueckoM uHTepdeiice
HIOJICUCTEMBI.

[Toncucrema noimKHA MOANEPKUBATH Iepeady METPUK MPOU3BOJUTEIBHOCTH BO BHEIIHUE
CUCTEMBI MOHUTOPHHTA.

Tpebosanus k bezonachocmu

[Toxcucrema nomkHA 00ECTICUNBATH Pa3TpaHUYCHUE TIPaB JOCTyNa K (PyHKIIMOHATY Ha OCHOBE
pPOJIEBOM MOJIEITH.

[MoxcucreMa mMOJDKHA PETHCTPUPOBATH COOBITHS JOCTYNa W 3HAYMMBIX H3MCHCHUU
KOH(UTYpaIH.



[Moncucrema nomKHA MONACPKUBATH AyTEHTHU(PHUKAIMIO M aBTOPHU3AIMIO C UCIOJIb30BaHUEM
CJICIYIOUINX MEXaHH3MOB:

JoKanbHas 0a3a YYETHBIX TaHHBIM (TI0 JIOTHHY-TIAPOJTIO) MOJIb30BaTeNeH;

Active Directory.

[ToxcucreMa omKHA UMETh BCTPOCHHBIE MEXaHU3MBbI TTPOTUBOICHCTBUS TIOMBITKAM MoAO0pa
TIapOJIS.

Tpebosanus, npedvasniemvie kK noocucmeme coopa u aHaiu3a UHOUKAMOpPo8 KOMRPOMemayuu
u Kubepyzpo3s

[Toncucrema pomkHa obecrneuynBaTh JOCTYI IOJIb30BaTesnel uepe3 rpaduueckuil BeO-
uHTepdeiic (nanee Takke — MOJIb30BATENLCKUN HHTEPPEHC).

JlomkHa oGecrieunBaThes peaan3alys pojaeBoi MOJIENN yIPaBIEHUS JOCTYIIOM [10JIb30BaTeNeH
K (YHKIMSM NOJCHCTEMBI.

JlomxHa oOecrieyMBaTbCS  BO3MOMKHOCTH — CO3JaHMSI  JIOKAJIbHBIX  YYETHBIX 3amucei
noJp30BaTesel B MHTEepdeiice NoACUCTEMBI.

JlomxHa obecrnieunBaThCs BO3MOXHOCTh IMPOCMOTpPa 4epe3 IOJb30BaTENbCKUl MHTEpderic
MHAMKaTOPOB KOMIIPOMETALMH.

JlomxHa obecrnieunBaThCsl BOZMOKHOCTD 33JJaHUSI YPOBHS JOBEPUS K UCTOUHUKY MH(pOpMaLuu
00 yrpo3ax uepes MoJIb30BaTeNIbCKUil HHTEpdEric.

[Toacucrema noJKHA MOAAEPKUBATH BO3MOKHOCTBD ITOJTYYEHUS HUHANKATOPOB KOMIIPOMETAIIUN
U3 PA3IMYHBIX UICTOYHHUKOB.

[Toncucrema nomkHa obecredynuBaTh BO3MOKHOCTD J100aBIIATh U NMPOCMATPUBATh UCTOYHUKU
uHpopMaLuu 06 yrpo3ax uepes Mojb30BaTeIbCKU nHTepQeiic.

Hoioken npenocrasiatbest AP st 3arpy3ku B moACUCTEMY MHAMKATOPOB KOMIIPOMETALINH.

Iloncucrema pomkHa obOecreyMBaTh  BO3MOXHOCTb  aBTOMATHYECKOIO  OOOTalleHHs
IOCTYIIAIOIIMX B HEE HHIUKATOPOB KOMIIPOMETALINH.

[Moncucrema nomkHa obOecnevynBaTh BO3MOXKHOCTH OOOraiieHusi MHPOpMaluu B COCTaBe
WHJMKATOPOB KOMIIPOMETALIMH I10JIb30BATEISMHU ITOJCUCTEMBI.

[loncucrema nomkHa obOecreyrBaTh BO3MOXKHOCTh MCIIOJIb30BaHMs MpaBUil OOOTralleHus,
CO3JJaHHBIX TOJIb30BATEIISIMU.

JlomkHo o0ecrieunBaThCs XpaHEHHUE M SKCIIOPT HACTPOEK MOACUCTEMBI.

[Toncucrema pomkHa obOecrneuynBaTh BO3MOXHOCTh CO3JaHUSI U BBITPY3KH HabOpoB
MHAMKaTOPOB KOMIIPOMETAIMH, IPEIHA3HAYEHHBIX JUIsSl OKCIIOPTA B CMEYKHBIE U CTOPOHHHUE CUCTEMBI
(manee Takxxe — GUIOB).

[Toncucrema omkHa obecreyrBaTh BO3MOXKHOCTh HACTPOMKH CO3AaHUs (BHUI0B:

— IIepUOIUYHOCTh aBTOMATUYECKOT0 CO3/1aHusl GUI0B;

— KPUTEpUH NMONalaHUsl UHIUKATOPOB KOMIIPOMETALIUHU B (PHT;

— ITyOMHA BRIOOPKU MHIMKATOPOB KOMIIPOMETAIIAH JIJISl TTOTIaIaHust B (DU,

[Toncucrema nommkHa ob6ecreunBaTh BO3MOXHOCTB BRITPY3KH (haitioB ¢punoB B popmaTtax STIX
2.0 u JSON.

[Toncucrema nomkHa obecrneyrBaTh BO3SMOXKHOCTD BBITPY3KH (paiiinoB ¢pumos uepe3 API.

B KOMIUIEKTE MOCTAaBKH IMOJCHUCTEMBI JIOJKHBI OBITh (PHIBI, cofepKamue HHPOPMAIU0 O
BPEIOHOCHBIX X€UI-JJaHHbIX, JaHHble 00 [P-pemyTtanuu, nanusie gummarossix URLanpecos, B T.u
pelleBaHTHBIX OEJIOPYCCKOMY CErMEHTY III00anbHOM ceTn HTepHET (KOMMepUecKrue BEpCHH).

Tpebosanus, npedvasisiemvie K KOMIOHEHMY OUHAMUYLECKO20 AHAIU3A 8Pe0OHOCHbIX (hatilos
KoMIoHeHT qoiKeH uMeTh cepTUdHUKaT cooTBeTCTBHS TpeboBanusm TP 2013/027/BY.

KOMIOHEHT JOIDKEH MOANCPKHUBATh CICAYIOUINE ONEPAIlMOHHBIC CHUCTEMBI JUIsl aHaJIn3a
(haiiIoB B M30TMPOBAHHOMN CpeJie:

CentOS;

Microsoft Windows 7 x64/x86;



Microsoft Windows 10 x64;

KoMIoHeHT JO0IDKeH MOAIepKUBAaTh KaCTOMHU3AIMI0 OOpa30B OMEPAIMOHHBIX CHUCTEM IS
pa3BOpauMBaHUs B U30JIMPOBAHHON CpeJie.

KoMIoHeHT H0KeH aBTOMAaTHIeCKH MacIITadUpOBaTh KOJIMIECTBO BUPTYAIBHBIX MAIITHH IS
aHanu3a (aiiyioB B 3aBUCKMOCTH OT BBIJICIEHHBIX PECYpCOB Ha JTare pa3BepThIBAaHUS.

KoMIoHeHT J0omKeH aHaM3WpOBaTh HAa OCHOBE 3aJ[aHHBIX TPABWII TIOBEICHUS CIICAYIOIIHNE
JecTBuUs: co3/aHue (aifyioB; 3amyCcK MPOLECCOB; BBHINOJHEHHE MHTEPHET-3alIPOCOB; U3MEHEHUS B
CHCTEMHOM peecTpe.

KoMmnoHeHT 10/mkeH UIMeTh BO3MOXKHOCTb PyYHOMU 3arpy3ku 0ObEKTOB Ha POBEPKY uepe3 BeO-
uHTepdeiic.

KomnoneHT nomxkeH BeICTpauBaTh rpad noseaeHus 00pas3os (aiijioB B U30JIUPOBAHHOM cpefie
TIOCJI€ MPOBEEHHUS MTOBEICHYECKOTO aHaln3a U 0ToOpaxkaTh ero B rpaduaeckom uHTEpdeiice.

KomnoneHT nomkeH oOecreunBaTh 3allyCK M aHAJIM3 TOBEACHUS B W30JIMPOBAHHOM cperie
(haiinoB cinexyromux GopMaToB:

PE (ucnonusiembie);

cKpuIThI (vbs, bat, ps);

Microsoft Office (rtf, doc/docx, xls/xIsx, ppt/pptx);

Adobe Acrobat (pdf);

apxuBbl (rar, 7z, zip).

KoMmmoHeHT 1okeH yMeTh H3BJIeKaTh (hailibl M3 apXWBOB, B TOM YHCIE, 3alIHIIECHHBIX
napoJieM (IIpU ero HaJHu4uum).

KoMmmoHeHT nomKeH MMeTh BCTPOCHHBIM Mexanm3Mm AntiEvasion misi 3amuTsl OT TEXHUK
00X0/1a IECOYHMUII.

KoMImoHeHT 1omKeH MMETh BO3MOXKHOCTD JIOCTyNa K ceTd MHTepHeT Ui mpoBeneHus 6oee
ri1yOOKOro aHau3a MOBEACHUS aHATTM3UPYEMbIX 00BEKTOB.

KommoHeHT nomkeH obecnednBaTh BO3MOKHOCTD BBITPY3KH aHATU3UPYEMOTO KOHTEKCTA:

KOIHMS CETEBOro TpaukKa,;

co3maHHbIe apTe(aKThl/COMIUTBI (HAMITOB;

JIOT aKTUBHOCTH 00BEKTa B M30JIMPOBAHHOM Cpefe.

Ot Cy0aunuensnara Ot Cy0aunen3napa
/ /

M.II. M.IL.

«_» 2023 r. «__» 2023r.
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