[Tpunoxxenue 2

TexHuyeckue TpeOOBaHUSI K 000PYJOBAHUIO MEKCETEBOIO
AKPAHUPOBAHUS
(1 MOCTPOCHUS AMHAMUYECKOM aJIpecalinm)

O06opymoBaHNE MEXKCETEBOTO dKPAaHUPOBAHUS ISl MTPOTPAMMHO-TEXHHUUECKOM
unppactpyktypst OAO «bMPL» nomxHO BKIOYAaTh B ceOsi 2 ammapaTHBIX,
CIICIMAIM3UPOBAHHBIX YCTPOMCTBA B HMCHOJHEHWU rack mount 19” xoropsie,
JOJDKHBI ~ oOecrieunBaTh  MOCTPOCHHE  OTKA30yCTOMYMBBIX  KIJIACTEPOB
(active/active, active/passive).

1. O6opynoBanue (yCTpOHCTBA) JOJIKHO UMETH:

1.1. ne menee 4 mnoproB 10G Ethernet SFP+ ¢ ycTaHOBIEeHHBIMU
moayiasimu SFP+ 10G SR;

1.2. me menee 8 moprtoB Gigabit Ethernet RJ45 mms moakmroueHus
3alIUIIAEMbIX YCTPOUCTB (CETEN);

1.3. Hanmuuue BbIJEIEHHOTO HHTEpdelica yrpaBieHus (management) uiu
KOHCOJIBHOTO TIOPTa;

1.4. pe3epBupoBaHUE FAECKTPONUTAHUA MO cxeme 1+1;

1.5. kab6enu nutranusi C13-C14 nnuHoi HEe MeHee 3 METPOB, Ha KaXKIbIH
OJIOK TTMTAaHUS;

2. Ilpou3BoaUTENBHOCT, O00O0OpPYy/IOBaHUSI (YCTPOMCTB) B  YCJIOBHUAX
MPOMBIIUICHHOWN 3KCILTyaTalllK T0JKHA UMETh:

2.1. npomycknyto cniocooHocTh Firewall ne menee 25 1'6/c;

2.2. TpOMYyCKHYH0  CHOCOOHOCTh  CHUCTEMbl  OOHAapyXeHUs U
peaoTBpalleHus BTopkeHui He menee 3,5 ['0/c;

2.3. mnpomyckHyto crnocooHocth Threat Prevention (Firewall, cuctema
OoOHapy>KEHUsI U TPEJOTBpAICHUS] BTOpP>KEHUH, Antivirus) (Uisi CMEIIaHHOTO
Tpaduka) He meHee 3,5 1'0/c;

2.4. KOIWYECTBO HOBBIX MOAKIOUYECHUM B CEKYHIYy — HE MeHee 120 000;

2.5. KOJHMYECTBO KOHKYpPEHTHBIX ceccuil — He meHee 8 000 000;

2.6. mnoaaepxky He MeHee 10 M30JIMPOBaHHBIX BUPTYaIbHBIX YCTPOMCTB
B OJHOM (U3MYECKOM, KOTOphle (DYHKIMOHUPYIOT KaK HE3aBUCHUMBIE
yCcTpoicTBa. B Kak1oM BUPTYallbHOM yCTPONUCTBE HEOOXO0IMMA MOAEPKKa!

2.6.1.pexuma padotsl Router (NAT)/Transparent;

2.6.2.mporokosnoB nuHamudeckoi mapupytusauuu (OSPF, BGP);

2.6.3.IpOTOKOJIOB  PE3EPBUPOBAHUSI BUPTYAJIbHOTO MapUIpyTHU3aTOpa
(VRRP);

2.6.4. MapuipyTu3aiuu Ha ocHoBe nojautuk (mpasui) (PBR);

2.6.5. acuMMeTpUYHON MapIIpyTU3aIuio (asymmetric routing);

2.6.6.ceppepoB aytentudukamuu (RADIUS, LDAP);

2.6.7. dpynkuunonana gokanbHoro DNS-cepBepa;



2.6.8. pexxuMa mpoKCU-CEPBEPA;

2.6.9.TeXHOJOTUM TPEJOCTABICHUS PA3IMYHBIM KilaccaMm Tpaduka
Pa3JIMYHBIX IPUOPUTETOB B 00cyxkuBanuu (QoS);

2.6.10.texnonorun SSL VPN u IPsec VPN;

2.7. BCTPOCHHOE JIOKQJIbHOE XpAaHWIWIE HJis COOBITUH (JIOTOB),
npoucxoasamux Ha ycrporictse (HDD/ SSD);

2.8. moanepxkky rnportokoina Syslog;

2.9. d¢yskuuoHan obOecnieyeHUs: OOHApYXEHUS U MPEeIOTBpaALICHUs
BTOpKEHUM B MH(POpMaIIMoHHON cucteme. Mcnonap30BaHUE CETEBBIX, U (MJIM)
MOBEJICHUYECKUX, U (MJIM) Y3JOBBIX CUCTEM OOHAPYXKEHUSI U TPEAOTBpaICHUS
BTOPKCHUU;

2.10. BCTpOCHHYIO CUCTEMY aHTUBUPYCHOTO CKAHUPOBAHUA Tpaduka.

2.11. URL-dunpTpamuto, 6a3el BpenonocHeix URL, IP Botnet-cerei,
Mopdonorudeckre 6as3pl, MOAYJb OJOKHPOBKHU PEKIaMbl HUIH JIPYTHE CPEJICTBA U
METO/IbI, BBIMOJHSIOMKE BeO-QUIBTPAIIMIO CETEBOrO0 TpaduKka U 3aIIUTY
oT Botnet-cereii;

3. cpok JEUCTBUS MOJITHCOK (JuieH3ui) HEO0OXOIUMBIX
TU1sL (YHKIIMOHUPOBAHUS 000pyA0BaHUS (mpu 170:¢ HaJM4yun),
a Tak)Ke Ha MporpaMMHOE 00eCTIeUeHHE, U 3a UCKITFOUCHUEM (TTpaBa) yKa3aHHOTO
B yHKTe 4 1 myHKTax 2.9.,2.10., 2.11. HacTose# cnenuduxanum — 6ecCpoyuHo.

4. CcpoK HNEUCTBHUS TOANMMUCOK (JUIEH3WI) Ha (YHKIHOHAT U CHCTEMY,
yKa3aHHYIO B TyHKTax 2.9.,2.10., 2.11. nacrosmen cnenudukanyu — 1 ro (oaun
roj) ¢ MOMEHTa MUCbMEHHOrO oOpamieHusi [lokymarens B Bujie NMHChMa Ha ajapec
[MTocTaBIyKa, HAPABICHHOTO HE MO3/Hee 8 (BOCBMHU) MECSIIEB C MOMEHTA IMOCTABKH
obopynoBanus Ha ckian [Tokymnarens.

5. mpaBO Ha TEXHUYECKYIO MOIACPKKY OT MPOU3BOAUTENS (Ssupport
contract) — 1 roz.

6. I'apanTusa Ha 00OpYyJIOBaHHME JOJDKHA COCTAaBJISTh HE MEHee 3 JIeT
CO JHS MOCTaBKM OOOpYAOBaHUS C BO3MOXHOCTBIO NPOJUIEHUS 0 5 JET IO
MCTEUCHHIO TAPAaHTUIHOTO CPOKA.

7. Bole3n cnenuanuctoB mnocTtaBmuka OO0opynoBaHus (YCTPOMCTB)
Ha oOBekT [lokymarensi, OCMOTp, MMArHOCTHKA HEMOJIaI0K/HEUCIIPaBHOCTEN
u(WIiM) PpeMoHT, a B Cllyda€ HEBO3MOXHOCTA WJIH 3KOHOMHUYECKON
HElEeJIecO00pa3HOCTH PEMOHTA 3aMEHa Ha aHAJOTMYHOe OOOpYJIOBaHUs, MPHU
HACTYIJICHUM TapaHTUMHOTO Ciydas JIOKHBI TMPOBOJUTHCS 3a  CUET
MOCTABIIMKA, B TCUEHUHU BCETO MEPUOJIa, YKa3aHHOTO B TyHKTE 3.

8.  OOopynoBaHuE AOJIXKHO HUMETh pa3pelieHUus W/WUiu CepTU(UKATHI
cooTBeTCTBUsI ~ TexHuueckomy  perinamenty  PecnyOnuku — bemapychk
«ndopmarmonnsie  TtexHosoruu.  CpeacTBa  3amuThl  UHGOpPMAIUU.
Nudopmanuonnas 6e3onacuocts» (TP 2013/027/BY no CTb 34.101.75-2017
no nyHkram 7.2, 7.4, 7.6, 7.8, CTb 34.101.14-2017, CTb 34.101.73-2017



3

no nyukram 7.2,7.3,7.4,7.5,7.6, CTb 34.101.8-2006 no nynkram 6.5, 6.6, 6.8.),
HEOOXOJIUMBIC JIJIsi IPUMEHEHUS B MH(GOPMALIMOHHBIX CHUCTEMaX, OTHECEHHBIX
K KjaccaM 3-(J1., 3-1oi1., 3-7CII.



